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sdfMmlsj BO MddzmrtetsdzdL Oy
s dzd §{dglss6087045201

sdzd j dzls [ C-5-10808 7 0

s dzd j{dglss6087045204

sdzdjdzs [ Cs 61850

s dzd jMitbus

s dzd QRIS DA

1O0OLBe" j Ctisf sdaj dzlsT

) sHMdMisj 50 MBtSE©EO HOdd A
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1 sHfdmlsj GO

s s i3t tsdzj dzls

&z jQRE UA

dzd jSkMP

dzd j SBA-Bus

dzd j dzls dudtu

dzd j dzls & Cwu

qjdls [ jeSkicd?

dzd jAddBI

dzd j dEsSdrz] S Is 6 5

dzd Jndssls s dz

dzd lgfde ozlz te

dzd j|dBsBBO

dzd jCdels] toG s d3j to O

dzd jOdA4S/ &) [ 1 C ¢

dzd § dzls [ d e

dzd j RigE-325

d&zq j dzls dzj s Odzh Otcls dz’ m

d &B3Y dzj < telaf Y2 d3dzd ¢

&qjdzs 16200R

dzd OB

&dj dzls ' Edz MOt

&dj d&ls v § &5t 5

m MM M| VM| E| V||| V|V V| V|| V| V| V]| V| V| | | W

&d jGRK118

dzd j MIIDES-Centre

w

IsHfdmls) B0 §jteinoud

gjtojte [Cs 61850

 j tco QPE DA

u j oo QRE UA

d J tc o Nlodbus

g j tc 9 BTY-325

H O dzdz]

g J toofj s608705201

4 Jj 160 [j @s6087052.04

sdasf dzj Sz’ 2 fjtejHOLY

djtojtc -gudmi

g J tc o DNE

gJoDLWES/ vl [ Cu
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1 sHfmdmlsj &30 S B3 tsdzj dals

dGrndoOSGE
sdMmis] B0 k§w©Oo dzj ded™ B

1 sHid Mis j BOS ORGSO dde G § dzj to

djto jtc adLEZOdZdL Oydd
ltesetcOdRBdesy B J MY J Yd

1 sHfpdMisj BO tslstsBte Oy j dad W

) sHMdMis] B0 & Go g h j dg ™ RdW G BOL Gt

{jedMsLOlstE MGB' ISd2

) sHindMisj 8O0 ©jcdmseoydd mlmuqmwscmow

wjtcojtc SNMP

] SH Is sjotsets kY cOo dzj dz
nd @k fdss j g T T

) sHMgMis] B0 SB©OBGISCd W02 [BLOBGBEYJS W02 dse

IGHMdMis] BO { SMicsO d ddif OC ) KEGOC

2.1.2 EKRA Studio

] tots G tc CHREAStudiotse j M j ydo O4 Is
ZOoMmMistets?2 Sz d Hftodod3j dzj dzdj § OtcOd3j Istetse OB BIST

HdORsMsdCE MMt ddYy Ct&ftsd) dsss d &OBsEss

EftcOodzj dedj toj 3 dBOR] OBl Cdf sdaj dzstso ;
EftcOo dzj dzd § OEKRASGADAY d3q

2131 tECEOBBO §omdsked siyd desd s dds

l tECEORBO (esMdslsed shydhdsccOdd S8 M juds 04 ks

{ Cdes § tod dteyimhgsls sy d s B@efEgsh J ©3 dis:
G dzOo dzts§ BJ de® d  Odzj tizd M ddEiFls tslz ddgOdalg teiarf § (1) .

CBOdHT LOHORIY &OmMtji® i OR idassls ts®) yd demze dz O
h ¢ OdzO o tolp ol HAtts € 5L dzOYj dzd § 2) . uBHjtydl B IlsCL
EyomisSj thyddkesctoRd (L doyjddy MmjCkdH d d
BJ 5 O o totgdify iadfts® 5L dZzOYj dzdj 3). [bB®LOYOjl §ts
fstslse jlsMlsokzs hzy IsjSCkhj2 fsLdydd Skefswo® dO

sB dzOMis!: tOL i3 M j dedw O dOdfiitpleiizte 8 51 dp@ ¢ JdaRdizis 94 )( ;
sBzOMis! w©WOL d&3j M j ded v H d fEdidn Adizis 8Rts Lipd@ggOddefsio () ;
sB dzOMis: wlstsBtcOy j dzadW o jodf )tz Az I L wlaP QG tdad 36 ) (.

HOGC O RBOLYBdztEes MCter KO d lsBOyOjlshw o §itcC
fts dzOy Olds dzg0 fMtslke jlsfsoks ks CdsfSCkz d&O §0

Msslse jlsMisokze h jes fdIsO d3j dzv  tod dztsy § dzd v ;
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Colif sdzj dzlsr BOLBSoaGEts 9 jSlstc®, dMf sdz ol jiZtzs 6
1, sBBBL dzZOYJ dzd § 7). JLAAHEY ' BAR Q o jt Qo txlims fy Is 9JCls:
OdzOzsectsor n Mde dzOdzso, LOHOOOj BB » Hobkdw or f O
9JCltedzs?2 HJOGCLLOBR ;

Cdesf CO o' Btste O C ts3Yf tsdzj dzls ts e o dniz BAdstS wsdzsi20 yHj i G tc BC

i Mpocwmon P ocumanorpame - [Dajin: 194D1910.0FR] = & ][ =

Daiin  Bua Hactpoiikut

{dzasq ¢ ds § tdduygifmest thyddkesd o dkd

229w L d BjYHE C i tsdzj dals Odzqd

dgowWLd ®BIYHE CoBRfcdj dis@dfhOEKRAS GAERA i3] B J3 0T st ¢ .
CstdBf dzj € ftoscteOBRBE EKRASCADA. [fdMOdzdj 1§ totsc tc OB
1 sHiMdMmilsj B0 MBSO HOdd = o" fsdzdzv jIs MBSt H Odzdz -
fMisstesdeded » § sHMdMisd dsid tefousdfigidzOC g ¢ sHMmdMmisj BO §ted d
Sls d3j dzj HY j 60O C tsBOdzH 2 fipldsem® daP j fipls t5t6 s dzdzdz ji Isttetish iy d fls j o3"
[ tcOls diordzOw
ftoddzd BOj s HOdzdz j sls  fsHmdMmlsj d, Wodzwe h R
ftojHisMisOodzw jIs HOdMdzr | fsHmdMmisj i30d3, wWodzws h d dsf
ftodded BOjIls SCdBBOdHT ls Hizedn C(thBftdy dstss,
dimYf Sddizef s sBOdzHT d &wOYtOodw jls jy oMY tsdzdzdlsj dze
VstRdiolz jls @AY dgdpe z0 dzs 9 .
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1 sufnd Misj &30 1§ j toj ttOdalefy O jOsizdal @ tefiztc Pls dfardes A jtej HOY s
o jtornded? kteseo jd@ ddzd o Mmbstetsdesdzdy MdMmlsj . vOCyJ
Ztotso deV Istftiztfdzlblpd = MdMisj 3 d §jte OfteOodzw jIs dn Bj dzj HYJ

1 sHfmdMmisj 30 Owrdodise OdedwY d G J dzj teOUydidj tetOldsgfveylsiatss?
MsrtcOdz” jIs dJdaW sted3Oyds o Htsdzdsotej di3j dedetsds Otendoj d Wt
ddeW sted3Oydd .

1 sufmdMmisj B3O tlytuskiag Oy |p dzd Ozl O d g dzH2 f toj HisMIsOo dzw j Is
fsdzl LsoaOIsjdzv © odHd HJAOBdUI MSda d3dzd d3tsyn 4 d3, Oten d
fesumdmisj BO ftdddBOjls CsB3O0di"™ M ¢tf d §Jjt] dOfcOs dv

] sHMdMisj BO e jh jddw o Msakdes ) l§ dzd20 M’ dfftetss S j
1 dzj CSstetsdzdzts? fsylsy ftsdz' L tso Olsj &k dgj 8y dofpdaizidaRiddzdd Msmls

1 sufdMisy BO twjedMmsteOydd Mmise ' s tc OfldipzdiRy Is to o P tdddz]
Wo2d M lsd2, o YttdOl) dzjtsBABHI®BSE fsd Lo Olsj dz

¢ d Mmis j ffgPdzr to s dzda ©jydfdedzdtf sdzdzw jIs MddemrtetsdzedL Oyd s otej d
ftoj HsfplsOo dzw j Is oL sy detsfyls Mddzmr tetsdzd L Oyd d f sHMd
EMlsOdetso dzj dedets? dzO Htkzetsd3 fjtco j to] .

1 sHffiplsj 3O MmJ Isj o scifste zH &iPle @xj dizdvls HOdzdz" | s M tco j to
ojtendzd? Huado pdefmiststetsdzdzdd sHMdMIsi ddr 5 ftesssSsdzkz S

g dMmils jHg[@Oc desMisd S d oL Od@sH j2Mlseakzjls Mts oMmj &3 ¢ d3t
lus, O OS] M EfMmMbttts2Mmise Odzd dzdy dzj 6ts Bktetseodzw (§fted
s ts te ts dzdzd n fsdiéHEs®iy MisOo dzv IOy dfvdzl stc e OB SIstsMmf sMise dz
fsufmdmisjd, © OS] 8 dOddudd Mmewird M Mjts OB, k&
Msstetsdzdzd » f 5§ fEDIs g dgdziz ¢

s dMisja®Odzd ststed dzc O yYJj dzsMmisdesMmisd o §f sdzdzw jJ Is  dBtsdzd Is
ftoj HisSIsOo dzv Pigd ¢ detb s tiggiM O dzC yd sdzd tetso Odzdz’ & d s R3] ) ke o &bz
1T

ddMmis s dzOdzd tetso Odedww BB i M jydeOjls yJdalsteOdzdL tso Od
CofiBf sdzj dzlsse Mjtco jteseo 1 us d tBdseodzjdzadj Y EtodzOdsoe .

1 sHfndMisj 30 EZEKBRASCADAdEBEY] MY j udo Oj s o {f dsUzdzga@df 5 to th Iz L
OHBddzd Mistcdtctso Odzd ¥ HtesctcOBBBdE = S SBY Sdzj dzlstseo Mo j 60O

sBdeso dzj dzgdv d ydmksSd SCStdWdekzteOyd?2;
EfteOodzj dedV N EtedzOzOBd tOB IS € &Y sdzj dzls s d3;
EftcOQodzj dzgdW M EtedzOdzOBBd Milsj otsets B d3J dzO;
fitejLOfEMSO Ct®Yftsdy delstso ;

dzd y4 dzL qtetso Odzd W S s tsdzj dzlstso ;

Wstcedsd tetso Odzed W dgO frpfrj deotddzoL CHd O ¢ detsisd yj MS 52 d daW tste
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sdMmlsj BO Ek§ wQotBjjdapfvj udo Ojls HBdzEto toj d3j dadets § n 6 Odz
fiosteijydoOdzedy d ftejHsMIsOodzj dzdj HOdzdzr » HBdzG 59 t6j d3j dzdz
1 sHid Mis j &3O sBtOBSISE d WO2dztso sBJ MY Jjude PE6 6
"stedzdtetso OdedJ L dzOyd dzd?2 MdecdzOdzseo 5 tojL zdz' sOIsOd3 5B 6
T4t dd3j dzse Oded ™ ;
fdtej dnjdedw;
skftcOaCd/ fsdzEyd dedvw 65 { dzj Clstesdades? f sylsy ;
sBtecOBtslIsCd Mtei HMiso Oz Miststetsdzded » MY S dzdzw j " =
HtsBOo dzj dzdwv o Otemndo/ dLodzi yjdedw dL Otemndo O;
ZHOdzj ded v ;
or ff tejzdzd W -f XeJIsB tcOL ts0 Odzd 2 ;
gy stelsO HOdzdz" = dL COUPREBE W sSttdOlsO
v ddem totsdzdW GRAsdstiss | MY J ydo Oj s MddzrtesdzdL Oyde W 0O2 dziso
N ztodzOdzso, tlsyy stse d Is. H. ), EXRABCBHAcHz j 3s 5y JC fitsfiokj] tstekt) sdaisIO
Mo jteO®Rd I us.
s ts 3t ISEKRIA Studiotse j Mtf j yd o Oj Is:
ZOMistes2 ¢ §f OtcOd3d Istetseo OB SISE Mjteo jtode » € i3 ¢
ftoddsd dzj dzdj  OtcOd3j Istetseo MmJjtco jtodze" = C Y sdzj dzlss¢
HJOcdMisdSE MMisswddw (i3 tsdzj delstsds d dzOB tstetse
EftcOodzj dzd i toi > dBOR] tcOBBIsT Mijtcojtedz i S B sC
4 tc 0o dajzdiaq jj dz. EKRARCADA.
g oW L !EKRA Studio o ' ff tsdzdzv j ISTB™IP. { 57 dzv fitdHOYd HOdzdzr n
9 dziz Is to j dzdzd 2 EWRABIABA tsdz
[ dzw stcc OdzgdL Oydd oL OddhisHj2Mlsedw BiyHE C B sdzj
Cdzd j delsCddBd ftedaztsy j ded W B3d (5O o didiz’ K @Uzls g B I tc ® d3cferO@3E D.
e dyd MEs2 Mmilsd dzj btiBbkjlsmw tkydesy sIsCdzt yj dedj / dzO
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30 fls O dztEXKRASCADA
31uMisOdzso C O ff 8isC tc OB

311uMlsOdzso € O { tctsfVDmgdars dzO
[ 5 EMlsOdese € d EKRMBAVAID®B ] B 2:j Is W
EHtsMistse j, todlgls wfWigjStedds H dMistcdBkzlsdoa ® EKRASCADA
9T HOdz ftetsdL,otsHdIs ] dz¥
0" f sdzdzdf Is'ts e j o€ Iz Mstslso j Isfylse dw Csdzlstctsdz dzr n
HdMmlistcd BEKRABEADASC sdzlstetsdz! dzf d3 M BBOdGZ HdMmistedB ZIsd o
ftesdLotHdlj dzj &3 HdMistedBklsdo ® EKRASCADA.
1 jtejH bEHSDAREKRASCADA x64 dzjsBAasH]BES otk ydzzs
EKRASCADA x86, jMmdzd sOSCtsoOw ddij jlsmw.
ANO2dz Emls GEERASCADA d d3j J Is dzO d d3J dzts o EXRASICADAZ[xXX.exe
(H Odzd jz Mis © dzsSBEKRASCADA).

3111A W cso OV fsHT d M
[dzv feshdsss0 MY difRion sk Ed MjRd Ods ¢ k& ffjoasEpsad ¢
EKRASCADAG 1 j tegz@lsof ¢ k@ Qelso r j 1 % rotff dnftfizts ©
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o} Ceoiicrea: EKRASCADAX XX EXE *
BesonacHocTs MoppoBHo Mpearigywne Bepcn
Ofiwme CoBMECTUMOCTR Apae Uepposkie noanick

Crucok nogncei

WmA nognueas...  Anroputd Beifio...  OTMeTka speMern

Research and Pr... shalbé 25 mionA 2021, 5:20...

CeeneHun

Omaena MpuragHnTE

tdmzaadsd C ZOKDtetsor | f wHtRddtsd © Kk @ fpts EEKRASTADA

15 Ctdi@dz ji j deose £Ox O] s Y tc siffdduEdPs O 0 yd¥ tso 52
( o fB)zts €
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CocTae yndposoil nognuck

OBwme  fomonHuTEREHO

—, Csenenna o wwhposoi nognuck
=
g. S3Ta WwihpoBas NoANMCE AEACTEMTENBHE.

WHBOPMALAA 0 NOAMMCEBLIEN

Mma: IEKRA Research and Production Enterprise Ltd

SNEKTPOHHERA NoYTa: |soft@ekra.ru

Bpema noanucaHia: |23 okTABpA 2023 r. 22:20:51

MpochaTp cepTudMkaTa

MoAnuoM ApYrux cTopoH

WMA noAnMcaE... 3NeKTPOHHSA M., OTMETKS BPeMeHK
EKRA Research ... soft@ekra.ru 23 okTABpA 2023T...
Ceenetna

{dmMkGBGo jH,jddY & yditeses? §sHfdhnd

15 CoEDEBhBsst M) thEbd 00 sy Hd @z as fifefEy i
fd elsd¥ d< Olsjd4).( edmizdzts ¢

n CepTudukar

OBume Cocras  MyTb cepTdmKaLsm

: ﬂ CeeqeHHA O CepTHMKaTe

IroT ceprwduKaT npeqHasHavaeTca gna:
+ MoaTeep#AaeT, 4To NporpaMMHoe obecneyeque nony4eHo

0T KOHKPETHOrO M30aTENA
+ 35WMLEET NPOrpaMMHOS 0BECNEYEHME OT MIMEHEHMA Nocne

ero nyBnMKaLm

KoMy Bbigan: EKR.A Research and Production Enterprise Ltd

KeM BoigaH: EKR.A Research and Production Enterprise Ltd
CA

OeiicTeurenen ¢ 19. 10,2018 no 2509, 2113

YCTEHOBHTE CEPTHNKAT. .. SafBNEHWE MOCTABIMKE

tdMzdds®o jHjddy 5 Mjelsdids ol
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3.1.1.20 fls O dzts EKRASCADA

[dzv EkfsOdsoa $d EKRASCADA 20 Wnfigwe B g & tzzls v 1) d B §
i) ls © Gz§EKRASCADA.

10 MOkt ts? MistOddyj dIOSIEST)EaO] dis fi) o0 datEEP dzts® € ©
( ed mib)dets ¢

es3 EKRASCADA

BribepwTe A3ZLIK YCTAHOEBKK

= - [t |

tdmzs¢L ¢ KBOMisjLO kMsOdse S d

1 0 MisteOded yd dzd yj dat d sS(dstzsipBiAsiEy @ dzq injgddeodd y Jj dzL g ts dzdat
Msc dzO gt Oflas ezOc ¢ § toed ded B3O EMmdzse dW HOdzdzse. 5 dzd yd o
[ dzv feHBdY § ddY rdaRjqQls’ Cdtsf i
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s} EKRASCADA

BHumaTensHo I'IpOHI-‘ITEﬁTE' MHMUEHIMOHHOE CornalleHme:

- X

EKRASCADA

obecnedeHWem.

obecnedyeHWe NOLNWMHHO.

YcraHoeka NporparMMHoro obecnedeHma e

NWUEH3WMOHHOE COMALWEHWE C MNMOMb30OBATENEM HA ~
MPOrPAMMHOE  OBECIMNEHEHWME OO0  HIM  "3KPA"

BHWMAHWE - HEOBXOAWMMO BHUMATENBHO MPOYECTb!
BHWMMATENEHO 03HAKOMbTECE C YCAOBMAMKM AMLEHIMOHHOMO
corfalleHWA neped Hadanom paboTel € MNpPOrpamMMHeM

HacroAwee AWUeHIWOHHOE cCOrfalleHWe C MoALI0BaTenem
(¢NMUEHZMOHHOE  COTAALLEeHWE®) - 3T0  HKIpUAWYEecKoe
cornalleHwe  Mexgy  Bamk WM npasooBnagatenem
(oBnagatenen WCKAHUWTENBHOTO MPaEa Ha NporpamMMHoe
obecnedenme) - Q00 HIMN  «3KPA=  Hacroswee
NWLEHZMOHHOE COMNalleHle AefCTEMTENbHO W NpeaocTaEnaeT
NoAL30BATEN) MNPaEa Ha WCNOAL30BaHWME MNPOrpaMMHOro
obecneueHns TOMBKO B CNYYAE, eciw nporpammHoe

T.M.

W

A MPUHWUMAK YCI0BEWMA AaHHOTO AMUEHZMOHHOMO CornalleH A,

tdfmizas e dyj deL d t5dadats §

OL &gj N j dzdEKRABCANDAAS® j B I2 j Is fyw

1 04 ¢0

EKRASCADA,;

1 0 €O

==

==

O detsdze tso tej d3j; dzdzts?2 1y

==

slsuy b EtedzOdzr e @Bl

fMtsce dzOM j dad j§

¢ On)Ols!

z s @ dztsS @ Isf OlriAtpls Q daticeOL fizj " O¥ Is W

| dzd 5O dAd jS1OY flsej SOOESEO HOddz 7 dz
f ot H ooy Glisfits §f Oizizj |

[ dzw

(tedMizdasg
dmy &dde” § d

H Qldzdf Gls @ d@Ezlg RO MBj<JS Ok Odkse )isOdzdgj B O Is fiyw
Q&S sl ekzieOyd?2 S s sdzj dzls o

O2dr , Wstddikj d j o EKRASOAPAMS i yeddzdstsd tc O d3

6j Csdj dgH Iz j |
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- X

s} EKRASCADA

Manka YCTaHOBKK:

C:\Program Files (x86)\Ekra\ | E

Manka AaHHbIK

DA\Data\, | E

t dmMzdas$ OlsOzscd dMmY sdzdgw § 3" = W O2 dzse  H Odz

10 MistcOdzd Yy d 9" Bt ¢ tsdf tedej] dpliztg ds MY tc dzf§ OAztOUss' 1 € 5 ¢
EKRASCADA, Colster j stcj B Iz j lsapy  HEORUsIOMZSe af jsteét O s j H j dzj dz
EMisOdzOo dzd o O oF" = S B tsdzj delstse 3 Y HE Mjteo jteOBd d ¢t f
ftoeddev Ists?2 H d®s IftafILda@@yd d

[ dzv f tesHtsdzy j ded W rd@agjQls! Cdesf C Iz
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s} EKRASCADA

BeiBepnTe KOMMOHEHTRI
=/l EKRASCADA

..... Mogcncrema apxMBMPOBaHMWA
..... |:| Moacrcrema pervcrpaumm coBbITMRA

..... |:| Mogoncrema 3KkcnopTa M MMNOPTa
----- |:| Moacwucrema obpaboTkn Gainoe
..... |:| Moacncrema onoeeleHnA

[—]Ii' Moacwucrema oToBpaxeHma

- || Web-cepeep

.[«] EKRASCADA APM

]Iil Moacncrema chopa gaHHbIX

e
[3---|i| Mogcwcrema nepegayn AaHHBIX

[j---|:| HOACHCTEME KOHBEPTWUROBAHWA OCUMANOTDaMM
-| | EKRA Studio

I:‘ I'Iporpamma NPOCMOTRa OCUWANOTDami

{ dz@sdretste C i sdj dstse

HtOdaE@MPstes2Cd SR sdzj destse MiH @ Hls af dgO isEA CisO
Cdif sdzj delstseo, of BtoOdzdz' @ Hdzw bMlsOdtse Cd dzO@ ftejH' HEZN §
- jdzd v H diz f)ls Oeasdes afdzj dzd W Brdz o' BteOdz € t5&f 5dz
Otcrn do dtots,o Oty ERtc OX O] I ipdzda G dzOH € ©
- j fdzdv HEBdzBE detse dzj dzd W BT oz o' Bt Odz § tsldztatuyjds] WG )
Y Web-j teo,j tels 5B tc @K AOHTEOG 5. H .
10 oC &Pl R edMzPsSEC OL ™ @fshs? v, o Skt
sBStckzHtso Odzedj 1 us
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es3 EKRASCADA

BeinonHuTe HECTpOﬁl{y KOMMOOHEBHTOE

Epema Oannbie  SNMP HTTP XyprHano XypHans MB

Yacoeol noac UTC+03:00 hd

CHHXPOHWZALUWA EPEMEHN

) Cepeep ) Kanent ® KoMBUHMpOBaHHLIA

D S3alMLLEHHBIA 4oCTyn
OCcHOBHOW CepBEp BpEMEHM:

10.7.194.1 |

JononaHuTensHeIi cepeep BpemMeHn

10.7.194.2 |

LUnpokoeelwaTensHEIA agpec

192.168.0.255 |

t dmMz@&sI OO Ister o toj d3j dad

10 9¢Cd0Od&dp (jiod NGBS CdzOMIstc ©OJqEPAsEsdisy mMmeow L d M wuvi T,
ZOMstets2Cd L OMdhy dzgdetsets Mtsj Hdzj degf Wizw 2 H 6 © Eetiggs &2 tf 'dz" tc g 1
MariaDB d dzHostgreSQL (3.9.1).
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s} EKRASCADA

BeinoaHwTe HECTpOIFIKy KOMMNOHEHTOE

Bpema [andsie  SNMP  Kyprans XypHans MB

Twun Bazbl gaHHbL: | MariaDB - |

Hacrpoiikun goctyna

Mopr: 56282 |

Hacrpoikn BezonacHocTi

|:| SaLLMLLEHHOE CORAMHEHWME

HacTpoikm penankaumnm

X

s} EKRASCADA

BrinoaHwuTe HECTpOIFIKy KOMMNOHEHTOBE

Bpema [anduie  SNMP  XKypHans XypHans MB

Tun Basbl AaHHLIG | PostgreSQOL

Hacrpoiiku goctyna

Mopr: 56282

Hacrpoiikn GezonacHoctk

|:| 3alLMULEHHOE COBAMHEHWE

{ Mk D) OO Ister 1T

1O 9C dSMR § tod MABSSkZOMscOYE @ BHrdzOd Mjto j toddf

o 6] d3j ded :

- dilstsyded ¢ o tej 3y dad

- Mddezrtetsded L Jtolz j d3r 2

His Sdzdzd s j dz' desé s fyjteo § 16O

(btejBljlsMv ESOLOls!

Hiezedd Mjte jtetsds ote] d3j dad

- fOowEtsdd HEY fijtjHOyd JdWsttdoydd

f ©tsls s SNVRL

X

HOdzgdztsdz fJ |

h ftotsC 1
fMjteojte BHjl ©OMMr &Ok! §OC i MddntsddL Oydc
Mjtee jte (108 jog tPls fvs i dis® Eats
o toJ iy~ tedzdiz{ts d @z b
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es3 EKRASCADA

BeinonHuTe HECTpOﬁl{y KOMMOOHEBHTOE

Bpema Aannbie SNMP  HTTP XyprHano XyprHans MB

ToAbKD YTEHME: EkraScadaPublic

YTeHne/3anuce: EkraScadaPrivate

AamwHwcTpaTtop (root)

MNaponb aETOpPUZELMM: ‘---------- ‘

Mapons WrdpoeaHWA: ‘iii....... ‘

Monszoeatens (user)

MNaponb aETOpPUZELMM: ‘-------- ‘

Mapons WrdpoeaHWA: ‘iii----. ‘

{ Mk b} Otc O dzj INMP

9 ¢ dHIHAPY jte d ) A2ts CdzOMIstc Od o O IsMmw :

ddzv  Mj orjdmdyj ded j &3 5 kZRSdyOdeds Wodzwjlsmw Ht
r sfemS O sfmw L OH OdLH te JdigR ,dzdts Isfdizfjy dz'P- tsls L dzOy4 d
fhijontstfi (jd OHjMmss, (owbBhes] td HISONSZML
§MmioHlsdad dBscikzls dMYf tsd L sa GHY fipdd dili dzO tPHEHesj th) O
Mdlsjorn ddasj W j2mMse MmMjtco jtcO. [ smiskzy dzs  d3dats:
Mddkesdz ¢; e) .

]l fMzEy0o] tsceWedMmjddy t& s OHt] Mk, slsddydssBE
fMmjoHtddddss, dO ishtplcsideb-¢5 dzdz dzls © dstpBj@BZ L | t6]
9" o tsH dnisfizs M jjcdrdH ¥ Is B dzgtseo dzj dzed § );f ted dztsy § ded W é &
TCP{ stcls H dzW mMew L d ff Mjtco jtesds dijssB J et 6 [
dmMf cdz L s OOdEd W dadesshiglss f © ¢ Mjteo jtok 5 feslstsC sd
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es3 EKRASCADA

BeinonHuTe HECTpOﬁl{y KOMMOOHEBHTOE

Bpema Oannbie SNMP HTTP  XyprHano XyprHans MB

Vs cepeepa: it111.ekralocal |

MceaaoHms: 127.00.1:10.27.3.11 1:localhost |

I:‘ 3aLMLLIEHHBIA gocTyn

MopT: 2283

{ Mk 2} Ote O d3j HIEP

1 O o ¢ OHEEO @2t d iy EEAD fls t6 O d @ jslijiip'e  to s Is O ytefIs] dz G HOR ik o
¥ ZtcdzOdes ) b te dzO 20 g dz¥ 5 te BOE[fs@iinaseiis 6 j [ shlskzf @ Y iekils O
(W tsted3q to tsrpt@0zd § O2tsiasioy dRdROf B OPdszg s s Oyd v W 5 o 3k tzg O fzq
GZsotsets ¥ 0240 ftd d&Omlsky dj ddd desor 7 fMllssC) .
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s} EKRASCADA

BuinonHwTe HECTpOﬁK'y KOMMNOHBHTOE

Bpema QMAannbie  SNMP HTTP  KyprHano XypHans MB

Twn: | Mo pazmepy hd |

Pazmep dafna, MBadT: |1[] ‘

Konuuecteo dainoe: |1[] ‘

BpEMH XpPaHeHWA, CYyTOK: a0

{ Mk dEC) OOkj ster tslsOydd X ktdodkss
10 9C dzOBE@Od ( & fkidis S dz0 MGt ©HED d i) dzis o O dzdPiO H dzq ts
bHOM dscts Mjto jtc® Hv MisHdOaz dah s B)ds@Ged § daEe 2 > 2 joldzo!



40
¢st ¢. 0-01032@

es3 EKRASCADA

BbINOAHWTE HACTPORKY KOMMOHEHTOE
Bpema Oannbie SNMP HTTP XyprHano HypHanw WMB

MepeHanpaeneHwe

BrauuTe

Cepeep: ‘security.syslog.local ‘
Twn: | Mo epeneHK hd |

Pazmep daina, MBadT: 10

Konuuecteo dainoe: 10

BpEMH XpaHeHWA, CyTOoK: 30

{ Mz D) OteO®Rj ster Y btodzOdztse d da¥f stedsPyd sdzdets?2 B j

[ dzv ftetsHtSdzy j ded WV rd@aigjQls: Cdetstf C Iz
1 0 MistcOdzdoulgd Wi witazr € tselb) § off fzdes § sy o Bstc § s sd
Ctshstster = BRHEIS MBLHOd d&&O ttOBtyJ d3 Mistsdzj
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es3 EKRASCADA

CozaaTe APABIKK

WMHdopmauma of ycTanoske
EKRASCADA APM

EKRASCADA WEE APM

EKRA Studio

I'Iporpamma NPoCMOTRE CCUMNNorgamma

tdmMzasds] " Btste MBLHOOJ d3F = dz20 ttOBBYJ B3 Mistsdzy

[ dzv e HBdzY § ded ¢ pd@arjQls' € detsy

10 MisteOded yJ ( ted hidgsis e tc O @ gl B®YEIY  § tod 3 daj dzd d W
dzd y 4 dakrdsfada.elic, t©OMY sdzsy J dzdzsc s o BH AEKBASCADAQEZEEeKe. I W C
wlstcOdzd yo© dzd yJ dzt d d g dells s cl®y @F @5 ¢ Ols O dzts GEKRABCABA] iy ls to
slsmizlsmMisokzjls ¥ O02dz dzdygj der d d .

Yyisse " s @iediEl gapaipd) j dzt d d  f ted  IAfivis) GadigtigeBfigiste zO ¢ |
ftod d3j ez Is
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s} EKRASCADA

Byaet npumeHeH AAHHBIA Gafn AMLEHZ MK
‘ DAEKRASCADANekrascada.lic
|:| He mpumenaTts

{ dMz @EDCR dotv S RBOYdY & foddsd dej dedd dzdyd der dd
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[ v f tc sdads'dzy Oy Olsp O &fizs§ € k
[dzve ' f tsdzdzj dzd v tz@)% Okzts o € s @ G2 § 6§ iy A ts €

es3 EKRASCADA

{ Mk ade) OyOds kflksOdiss S d
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1 6jCwOh jddj EkMsOdseCd J lsdj de0 f dsiudaigy gasdgd 8 oz @ ders!
{ IsdB3j (zd f) A8kt ¢

o3 EKRASCADA

MonyueHwe
I ——

M,EIE'T obBHOBAEHME PerncTpauii KOMNOHEHTORB

MpureHeHne
I ——

EKRA 5tudio

t Mz a5 v Mis © dzBKRASCADA
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1 s sCtsdzyOded d tAdidseOaifisie Agdis dytin mMetse M jted j d30o j toh j dac

f te 5y J (fddom A ets ¢
[dzv SCsdyuOddY kflsOdkbttgH dzOy Ol S dsf Sk

es3 EKRASCADA

YcraHoBKa 3dBepLlleHa.

[nA 3aeeplieHnA YCTAaHOBKW TpeByeTca nepesarpy:zKa.

t dimz d8C) Oo j M jdedj EMisOdztse € d

15 BCdyuoddd MiEhs O d 5o Olsj &z2 EKRASCADA, s
o' f sdzdaW ¥ IsmWw :
- LOfEMS EkflsOdase dzj dZBERASCADAKY tsdzj dzls ts ©
- ylsj dzd § d/ ddzd L Of d fip! ot otej d3j dzdz" | C Ols Odzts ¢
Ctodi3f sdzj dzstse EKRASCADA;
- ybsjdedy d/ ddzd LOfdfy HOdzdzr » ©® HEBSdzE o toj d3j dadzlz
1O jteh jded § EZMsOdtsoCd dzgj cOOdzsdilzjls OBz Bk
oL iBsy dg i3 S tsdeW dzd € Is O3 ( L Wil s teftstetmiisds flo(W L d, dzj 5B Rt
EmsOdatso dzj dzdz’ 7 St sdzj delstse, teteOdzdujdz HEMszfO ¢ WO
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HlsOtclstsa ™ 2 dzOB tstc EKRAIBADAAE fdsjtsej dzv j sfqw  Isdf s fMd s,
dmy sdz' L z FKRASCABA.

3120 M Odtse S O f telrek wldgds'

3121 Bh dj Mo jHJjddWw
EKRASCADA HidaxtPhif csmMistcOdzy Pl o ® o d W jymedfOuslgits tgr*2.
MtsHjtey dls HOdzdzr jLintexj f sL JIlststed W
- BfdmMOdzedw EMlsOdtsp syde" = § O jIstse
- kMlsOdetso dzj dzdzrorn Wis@WROWLE o ¢ * rpchébé ddzd ¢ * .
ljwjujed jepspsL d ERRAHOADA] d- S dMOdedj sPedzd )y J dz'
1 jtoj yd dgf tco d i sBKRASCADA sy destf sz yd § ¢ 5 30 damatyj
lusr/share/ekrascada/service-functions | grep SERVICESEé .
1 0CjlIsr EKRASCADA dd3j dzlz s Isfmpw 0]
<dzOQdd | _ SR sdzj dzlsO>_<o jtemMdy _§O0CjIsO>_<Oterndlsj CskztcO> .
- < dz20L 9 0dzd jO zOL gPB@RYJ; § OCJ 0O
- <o jtefmdw _(OSJlsddy EFEFBRRAISCADA. [ sHlsi‘ls dints MigdsW tc
Mgk sdztse . 1 tod d3j to:
- 2134150478 § ©C jls EKRASCADA, {ftojHdOL dzOyj dzdz 2
Debian1 0 . * / Asfra Linuxd.7.*;
- 2.13.4.15047-bookworm & f OC jIs EKRASCADA, f e HdAOL C
Zmls Odzts 9 € PebidrCl 2. vAstragLinux 1.8.%;
- 2.13.4.15047-altl11d f ©0C jIs EKRASCADA, ftojHdzOL d&zOyj &z
2O [ ddz'ls t OBBYOWw MbsGelzyldy 11 d ¢dz' Is u
- <OtendliXBE@BRdIsj ClsztcO AMDAAQISARME 4 (d ). B .jHed uJ dz
fsHHjtey do O di3" =  fCQdarodjlsHgy CdsHzteS 2 d3j dzls J ¢cs i dzj € f
EKRASCADA. [ f dMOded j Sty chtc GO I ;
- N stedB3@sYstcdOls WO do* .fdOLh dsriedzd o *L. 0o d d BBsMis d

I COOMErg FO®BjIC OOdsc )isOdzdgj k © Is fyw
- WO2dr StdidekztOyd? St&fsd dstse;
O2dzr HBdzeBotej d3j dedets?2 1 1 ;
02dzr, Wottddtelzj i3¥ § o EHREICADAN isif daiaiBtdsGsdBd3™ ,, isy
N EtedzOdzr tOBBIST d Is. H. ) .
t OMmY tsdzts § Pie@IrtOtizds - [Linux: /var/ekrascada/.

==

==
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v OB ZREF f dMOdedy HOCjlsse EKRASCADA Hd&zv [4& Linux
10L90dzdj ¢ O {1 dMmOded J

ekrascada-ansicl2client sdzd j dzls ANSI

ekrascada-archiver 1 sHiMdMmlsj BO Oterndo qtetseo Odedw d ¢ j dz

ekrascada-arm

EKRASCADA o0t §

ekrascada- - n

be200xsupportclient sdzdd dels 162007

ekrascada-c37118client sdzdjdzls C37. 118

ekrascada-commonclient sdzd J dzls dzi MIsOdzH Otelsdz" » f totsls ¢ t5dzts

ekrascada-core

1 sHmdMisj :30) dAff'tc OPKIRASCADA
H QOdzdz' ~

sq

ekrascada-2-mariadb

1 0Cjls dzOmlsks2 Mgri aDB

ekrascada-1-postgresq|

1 0C j s dzO#fls i RoBt§reSQL

ekrascada-dimsclient sdzd J dzls DL MS
ekrascada-dimsserver g4 jteo jto DL MS
ekrascada-dnpclient sdzd j dzls DNP
ekrascada-dnpserver 4jto jte DNP
ekrascada-energomeraclient |s dzd J dzls € dzj tec sz tc O

ekrascada-eventregistrator

) sHfdMmlsj B0 tjcdmiseoydd Mmse' Isd2

ekrascada-filesharingsystem 1 sHmdmisj BO ©sBttOBEISCd WO2datse
ekrascada-gammaclient sdzd J dzls | OBBO
ekrascada-healthmonitor ] sHfpdiMMBO HJOGdetsMmisd €

ekrascada-iec101client

S dzd jfdglss6087052101

ekrascada-iecl101server

# J toofj s608705201

ekrascada-iec103client

sdzd j dzls | C-§-10808 7 0

ekrascada-iec104client

s dzd jfdglss6087052104

ekrascada-iecl104server

d J tcofj s608705204

ekrascada-iec61850client

sdzd jdzls [Cs 61850

ekrascada-iec61850server

gjtcojtc [Cs 61850

ekrascada-informator

1 sufdMisj 30 s jhjddv

ekrascada-integritymonitor

) sHidMisj B0 dsddlssted de O yj dsfils d




48
st ¢. 0-01032@

1 OL9Odzdy ¢ O

{fdmOded §

ekrascada-mercuryclient sdzdj dzls [ jteCkted?
ekrascada-milurclient sdzd J dzls [ d dzkz te
ekrascada-mirclient sdzd j dzls [ dte
ekrascada-modbusclient2 sdzd j dzls Modbus

ekrascada-modbusserver

djtco jtc Modbus

ekrascada-nxlog

1 0CJls dzOMistets? € o z 6 tf@ctipch iPlsizd ds’

ekrascada-opcuaclient

sddjdls OPC UA

ekrascada-opcuaserver

4jtewjOPC UA

ekrascada-photonclient

sdzd j dzls A Slstsdz

ekrascada-pulsarclient

sdkzdjdzs 1 Ed MOt

ekrascada-rtu325client

s dzd j dzls-32R T U

ekrascada-rtu325server

#4jtco j 6-3T U

ekrascada-secure-web 10Ci dz2OmMBPE? ¢ dedetisid d-MWEB j O ( h
ekrascada-setclient sdzd j dzls v Cwu
ekrascada-simplexreceiver ¢ d &3 dzj Ctntela y2d3dzd €
ekrascada-simplextransmitter | & d d3tf dzj S dzr 2 § J o HOIsyd ¢
l delskzOdz! dzr 2 fOCils H dzw Zmls Odzts o

ekrascada-snmp

fsHmdMmilsj &3 Milsjoatsets ki tOo dzj dzd W

ekrascada-snmpclient

sdzqj dzls SNMP

ekrascada-spaclient

s dzq j dzlsBuS P A

ekrascada-startclient

sdzdj dzls wvudt U

ekrascada-strumenclient

s dzq j dzls-C qzif O tets 5

ekrascada-syncthing

10Cjls deOMbstes2S¢d fsumdmisy d3F Mmd dz

ekrascada-teplocomclient

sdzd j dzls v jf dzts€ 503

ekrascada-web

1 0C j s dz0O bippQd =M€ jddatzis®R i) o d-MWEB j O (

ekrascada-web-client

ldelzOod dF 2 0S5 neatd kigh©azse €

ekrascada-web-deps

l qelszOdz dzr 2 §OCjIs Hdzw BEMlsOdatse
HdzW tcOB si)j tWHB O

ekrascada-full

ldelszOd d 2 § OSgdsd nadyj & mis,0um § ©d
EKRASCADA
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10L90dzdj § O {1 dMmOded J

ekrascada-minimal

IdelseOd d 2 §s@ugsls CHdz'C S 5 dzj dals &
- s dzd jidgls2 0;0 ~
- 1 sufdMmisj 8O H,dOcdshsds d
- IsHfmdmisj BO dsdedlststed dzc © yJ dzts

ekrascada-tm

l qelszOdf @& RIs Hdzvw EMlsOdzseo € d ¢ BAf
Hdz?w L OHOY Isj:idzj 3 ~ Odzd € d
- Cdzd uRR200 R
fsHid sy ePmisteOydd M’ Isd2;
ftsHid Misd @Odesisd ¢ d ;
- fsefipls jdgtOdzd Iststed dze © Y4 dztsfyls dzts
¢ dzd jf RIs6087052.04;
fnd tc of jCtes608705204;
- Cdzd ffckkls 61850;
- fmJj toofjCtes 1860;
- § dzd jMiaiibus;
- MmJ tc aModbus;
- fOCEkBlstes? C dnjWB] 6O Hdzv tcOB S
ddzd L OhMdhy dzgdes sz S OdzOdzz o w L

3122 steWHBS EMlsOdese € d

[ dzv
1.

EmMisOdzso ¢ d dEKRAB CH DB dzdzlz Linukls ) jsg E3jzls MW :
{Bdmfiudl’ wnHomislkzfy ¢ Mjddf id ginf, dasd QU0 dfm dH
Jo d/ ddzd dzOBBEHdy EME OtusisiseL dldB3tcd W d3 tcOL OB Sis
S tsfJteso Ols! Otrnde M kst Ood dr Bz@j flscgd BBtcd gz
cOMf OC B9 0OIs! 9o tHdk dL §O0fts¢ dO %Y MisCsd3 HJME
1 % O2 detc/apt/sources.listeH 5B Qo dls': MistetsC Iz

cdeb file:///lekrascada release mainé 0 H ¢z ¢ Debian 10.*/11.* d Astra Linux
1.7*%  kgscadado f 2ls' H&f . 204 € d
cdeb file:///lekrascada release-bookworm maine 8 H dzf ¢ Debian 12.* d Astra
Linux 1.8.%;
crpm file:/ /] / el fa&tadcad/aHsdamd § 4 pdzr s 1 O
MsOodzydfvw d ¢dz'tds lj tco J
v sdz! €5 HAsi@ Linwead Debian:
4C s d e 59 Risdzts € O dz! tdzgjstf tisL d I sctdg-drchive-keyring.gpge o f Off € Iz
¢ étc/apt/trusted.gpg.d/ € .
{Bdetso dls! MY d Yo CH tpfisls £ fsdig @Rtzyet updatee .
r dzv o' f tsdzdzj dzdists ciztisdz@deHs tc | B SO D IR fipd M tc OB B O.
LiisOdztso d Is! dzj 5B » BEKRASCADA ( O8 @Y ¢ ts d3Q dzapt-get
install ekrascada-YYYé o Mmtstslse j Isflse d dekMascaflasyy 8 Isi2®d3,0 Odlzd ji
EMlsOdzOo dzd o O dizse s f OC j s O.
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rdzv Emls@dpgg ¢ dnj tco j todz" ) fzfs el fsidzj HAYIOS dgEdse le'k r a s
fulle § ¢ s d3Q dgapt-get install ekrascada-fulle. ¢dzO dzts 6 d Y dz' d3 dsyaiEn s c
z i Is O dztsto @Gsj‘dekrascada-tme d dzgekrascada-minimalé iy yOMmlis* ¢ Mmj tco .
Coli3f sdzj dzlstso

7. rdzv  kZfils CEHKRASCADA ¢ tf o' f sdzdzd Is aft-getziestah ékrasgada-
arme .

]l dzd GzOdzdinjd Mis Bp Y @ ¢ jele&cada-full, ekrascada-tm, ekrascada-minimal §f s
EdsdzyOdzd ¢ EMmls OdzO o adhsc@lp-weh Vs Y Affjilsud o O h  WEBHN figle 7 tfic 2¢
EKRASCADAY ts dzj L Oh d N v dzdzts dpttp. 1 teods Isds S tseizts H  d3s s | OB BT o
tej Ydd3dd https Istej Blz] sdirascimipdeuiptwvell Bt OF P8 Is L Od3d dav
ekrascada-web 6 sBj o Jjtefmdd dzaj dBsckls M sd L so Ols! MW SH dzts

AO2 dZ ] EKRASECGOAD&K] "N O Isfqw & CHdtej SIsisted
- letc/ekrascada/;
- Ivar/ekrascada/ 0 <$ Ols OuzBdzdz. ~
1 sfmdzj ZmisOdztse € d EKRASCADA Isfitecg JBYzdR" Isjin W € tsla@frdsds]jts
fsHMd BB

3.2 B dzts o dzjfdiafisic tc O d3ds”

3.21 ] B dzts 9 dzjfdEfisic tc O el3fize Windows

[ dzWts B dzts © dz EHRASCADA H tsB s dzjdgts o t92) e 6 B Iz jLIC Wz i) I¥ PIR ‘dz
EKRASCADA-x.x.x.x.exefmtstslse jIsMmlsezs h j 2 9o jtemdd.

1l dH ¢ dz0 tsB EBERAIRADBIY tcd o j HY dgd figdd20.j] 1 dzw f totsH tsdzy
sBdzso dzj dzgdwV Istej B zj Ism®@dzjdgOx Ols! Cdestf C k2
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- X

s} EKRASCADA

ObHoBAeHKWe NpoayKTa

[lnA yCTAaHOBKW HOEOMW BEPCMM HAaxXMWUTE KHOMNKY "fanee”.

Manka YCTaHOEKK.

C\Program Files (x86]\Ekra\,

Manka gaHHbE:

DADatay,

tdmMzaadC [ Bdeso dzj dzdJ ftesHEZCISO

lesyjmMMm o' Bst® d d&OMbies2Sd sedsedYjd & ¢ sdisdj
EKRASCADA (3.1).
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1ts LOojteh jdzgdd o' BBEO d dOMes2Sd ¢ & sdj dlstse
o " { s dzdas 3O difzdzts o ( les'd ) 2t S

- X

s} EKRASCADA

{t ik @idC| OYOdzts tsB datso dzj dzgdw EKRASCADA
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| fzraEatd ydY L Of k6 | dzdzERRASIadiazESRASEADA d { L) 665G tc O B
fesmBslsed shyddds ostidds i =ifdasi y 1 ddY & §tdshlsOda
EKRASCADAd dzj sBrtsHdd@sMisd L Qo jteh jdzadw tOBKIsT 2B.C OL Odzdz -

s} EKRASCADA

3BI1YI.I.I,EHHI:|IE nprunoXXeHUA
[na npoaomkerus paboTsl NporpamMmbi

YCTaHOBKW 3aKpOWTE CNefyOLMWE NPUICKEHWUA W
HaxkmuTe “TloeTOp™

* EKRASCADA APM

» EKRA Studio

» [porpaMma NpocMoTpa OCLLUAIOTPAMM

[nA 3aseplieHna paboTbl NpOrpaMMbl YCTaHOEKK
HaxmmuTe "OTMmeHa”™.

TN

{ {MEz@dC) e tsmsOdztso S O B datso dzj dzgdv EKRASCAD/

[dzv ftoHcdPiEd e dehlsj sk jlshw

L Ot dflstzts 3 g atiag ¥ f teflz ¥onr ff,
¢ 55O dzish Is,steH dzv  tsls dgj dz

EflsOdzso $ g IstejBledsjsda® o' f tsdzdzd Is-
16 meBdso dzj dzgdd EKRASCADA fts fMdj des?2 B dlsdesfmlsd H

b fyls Odzs o dzj dzdzEKRASCARATL “k fls O digg a5 15/ H d d3lz “EKRASGADA (8.1).

3.22 [ B dzgts 9 dzjfdimfisic te O el3fisé Linux

| Bdzso dzfp it P dztslm 2] df OEKRBICADA 9 ' §f sdzdg™ j sy f s C tsd3OdzH §
- Hdzv Aswa Linux, Debian:

apt install --only-upgrade ekrascada-*
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- H&zfuddzls
- apt-get install --only-upgrade=true $(rpm -ga --qf '%{NAME}n' | grep ekrascada)

3.3R L &3j daj dizdlgH Odzf Wz g to O BB

331R L d&3j dz) dlzdli H O dzf Wz ¢ tc O €33 Windows

rdzv  dLd3j dej dedw ddzd EHOdzj dzdw EKRASCABKRAICHBDA Iz ] Isf
Xx.x.x.x.exe, mMtsslso jelsfigsd Z Isj S &zh j 2 FMmils Odzts 9 dzj dzdzts 2 o jtemdd,
RL d&3j dedf I9)'H O dzd s elzw bz LIERKRRASCADA X.X.Xé o fMmdMmilsj didetsdz Wirdidigvs tc iz d3j
ltosctcOBB d ¢ st e dzlS 'dz0 fSE dias p s dehf 8288 |

s} EKRASCADA

NzmeHeHne YCTaHOEBAEHHOINo NpoAykKTa

BriGepuTe onepaumio, KOTopyr Bel XOTUTE ELINOAHUTE.

OoBaeneHne UK yaaneHWe oTAEALHBIX

KOMMNOHEHTOE.

Mecnpaenenne ownbok B nocnegHeR
YCTaHOBKEe MyTeM BOCCTaHOBAEHKMA
OTCYTCTEYHOLLMK M MOEPEXAEHHBIX $alinos,
APALIKOB W 3anuceir peectpa.

{ M @BBCRL d3j dzj dzd j L flsOdzso dzj dedzsc s §tesH 2C Is

dzv dLdij dzj dedv fMtsfis Oo Q Istw d3fots diftetistifols L Isid jtadiO ezs g Is O o
Codif sdzj delsso dzOMstcOdo Oj sw OdzB)zse d ydzes kMmlsOdzsoe € (o
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[ dzv f so lethisddsi2s o € d HIMistcdBlkIsdo O BjL dal] W jzg & j 1)
o' f sdzdzd 5! ICtsigPE@dzs e dls f tesyj M) osMmsOdese dzj ded™ H d )
i Oo dzj dzgdj th dBtsS o bkhsOdse dzj dzdzes a3 H  f)ls ERASTAGA j  (
ftod dzOtelzh j dediah MASIS.AAH N 2 s tgfyfls Odzts o dzj dzq v :
fsotejy HYJltfs astls i lsMlsa ¥ h jets COOdEEEO byl Odsse
fsotejyHdedy Blsfbklsmlsobky hdn dmy sddey j &5 & W 02 dzts s
fsotejy HYddfs asds iz lsMisokzs h jets COOIZEEO HOdM - ;
fsotejy Hidmtr Tslsfblsflsolks hdn % 02 dkss EkMlsOdiso dzj o
Hsdetsotej d3j dedets?2 41 d Is. H. COOd&EE O HOdzdz
YstedRdekzj ' n o fsyjmmj twOeslksr EKRASCADA, dz
fsotjyHYdedy BlsmizlsMlsolzs h i wiod Ctso d L O§dMj 2
[ bHOdMj[ddytcjskjlsfY o' § Bd@dgls' S sEOdH &z

332RL i3 dziflzdlgH Odzf @ j Is so Liux [ ¢
utsMisOo (EBRASGADA d3tsy dets dL o3 ded s Mdzj Hize W Jdsd MY sMmiss
HskMisOdatso C O dzj sB R tsH d BEKRASCAROEBERDO f OCjlstsea E
EHOdzj dzd J ¢ G tsdg@puizrenove ekrascada-YYYe ,  ekragcada-YYY &
dzOL 9 Odzdy EZHOdY | B@Bsets § OCj 0.
[ dzv EZHOdzj dzgdv EHRASCADAQE] jHBosH d i3 o " f sdzdzd Is¢ € 5 3O dzl
H dzf u Astra Linux, Debian:
apt remove ekrascada-*
Hdzw [ o ¢dz Is:
apt-get remove $(rpm -ga --gf '‘%{NAME}NnN' | grep ekrascada)
lted dzjtsBrtHdBSMIsd EHOdzj ded v d3f fifistsizsdzviy dfran SWSQIW dftsolz 1
W RAEZOBd d MY sdz L & johpiyget remsves Opirgelekrascada-YYYe .
1 smdzy yOfmlsdydese s ddzd § sdzdzsets EZHOdzj dzgdw f OC jIstse
LOoadsiid d dzi dMf sdz! L z2J 3" 4 YGafrQet &itorenformee ¢ 5 BZO dzH

34uMsOdkso CO Bsdzjj t©Odzdzj?2 o jtefdd ¢ tcOdd

[ dzw EilsOdztse € cBSdzj | EEKRASOADA G dzj Bg LmEd®E s ZH C
ftos e Q@B ) shmdzj bffjh stk @i df tH ff tisc 804 sdzdzd s
HOdzdz3.0).) (et yd NEOSOdkzsc © H Odeda' bk HOdz

H 5 dz6 50 6@ WB) fzdz

Msr tcOdgy adzdef sz tso toj dzy Gedafz®B J (L d3j dzj dzedd MtsMmissw dz

EKRASCADA,;

MY stcd3d tc SjotzdElzO e HOddz = 11 d Is. H
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35 dyj dzL Jtetse Odzd j

r dzv ¢ dze yd dedw dzj dzj ¢ O dd' [dats GESK RIANY GSAD A shfipfdasidr! L 2§ Is
dzd yj dzL d to, s 8§ Bdwtbc " 2 f s dtftedzj sso Ols! Mstetsg ts 56 tc Odzd .
EKRASCAD®BY tzPH | dzfingetzo g cOn d ( ¢ OB ptgo.d to)

1 tod o34 dzd dstsfls ¢ dzd yJ det d g d oL By dets s LOf EMC O
St H]dfyglsin®dzdz d3

dHj dzZsd¥ dS Olststetse C o3 sSdafzbs s d @I tPzOBY d /
dHJ dzls d ¥ di§ OtstisticH )0 [O@atEdz Qtc deOdiaby J dzL dtese Odzd VW , § tod
J fiird OB stczH s Odgdw Mjtco jtcO o f teds@dethdndi to ts '€ [i)dzE
Of f Ot Ol USBEdR: YOI sMisG8 &T OgHY &L j B3 AEKRASGADA.
[ Odzdzr Qs doO dzls dzd yJ dzL Jtetso Odedw f tod oz dzw j Isfpw  ff tod
V[ &idHE M jdtemejdieeddzdd dz! dzd dgd BEO"

1 tetsYj H Izt O teded) Pjamezé Pz jisH Iz & 10 Is{Qf T
Wstedligd tetso @ @4 fzts o fMtsH j ey O d A dHj dzsdW d g &g ster
dHjdzsd W d OOl Ot Cls d dzs yJ 2
fsdzzyj dzdj tsls ftetsdL oatsH d Istgazd yf MR AB TR O dgd HdB@ Grdzd
sidasgj dzelsd W d € Ols sHots® O das[BY ts tdfa/ jodesdd W D OB B tc Ols dzts @
Cdzs yoO
EMlsOts®T dzO0 dzd yJ dzL d d .

ltodsls iz lsfifls®@ dzO dzd yJ dzet dd $ sdi3f sdzj dals T EKRASCADA
MshistsW ddejtsLeRsY dtsfisd o' § tsdzdzj ded V. wsieAydez” 4 to  d3oafzjyded v
or f sdzdzj ded j GMhmdesdzdeyg deVl f tzeS o Pazdz" = ¢ tHiffogEhzlsseo o L 5B

st tsdzj dz2s EKRASCADA o' ftsdzdzv s ls ftetso jt6S k2  dzOdzd Y
Mz yOj] EHOdj ddw WO2d&zO0 &AKRAIZARAJM SO/ dsj dudsOB tsls tsfiytf
of dzsls! HBs fjtejLOfEMSO.

351R dzMIstolz 3 dzls™ Iz teOo dpjded W dzd yJ daL d

RdzMistelz ) dels' kf tcOo dzfsdzgd aztzf igj dzL d j 2
f sdzz Wi n e OfM el d % S Ol st BizH Odegf o Of
ZMlsOdzOo @@y dzL dd dzO fjtee j t;
fotsMdsOls tf Pec@isBj stcr kMisOdzse dzj dzdets2 . d Mls s to ts dzdzd A

351 1R dzMIstclz 3y dzlsT Bk cOo dzj dedw wed yd dzL d4j 2 o Wi ndo
[ dzv el dzj dedv  dzdyj det dj 2 dRfbcEREENYEZ N @disp ¢ J
CROW Sted3OydVv B it Odgze f58) 30 Is tefdey Aldc dz3Asplf fls O dzts 0 dzj dzdzts 2 ¢
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Hdflstcd B EKBASTADA, Isj Ckh j2 dzdfjfdhidfizdg l6c.Omcks te¥ s sy v ¢
kfils O difoufojj H p 2@ L H B.8A.1.

3512rdzMstcz Bz el ©o dzj dedWv dzdyj deL d4 2 ©® Li nux
[ dzw Z{f tcOo dzj ded W d tiptff g gzdleL & j B MW ¢ 530 dzes@le . 6 § of 5O dz@ gzC
HYf sdzdzd Is j dz¢ dz' = € #§ G@ didgid o tg vl gic x5 H $.685.2.

3521 sz yjdadjjdzs % g S Ol tstetso

35211 sdzyj dzedj Cdzv yj@ Wwpdows

rdzv Wosttdidteso Odzedv W ORI dZO Cdzt yj2 luvs Mijtco jtcO Istej B
o &jdz¥ 1 EkMS/ EKRA/ EKRASCADA LOfkfMmidls! Wwtdzr ¢
o f sdzdzd Is' [ Sty QidzHdiAc 5% @tz FOded Is! W O dz € iz iyl ets €
25);
9 HJO&scE] MrtOdzj ddw WO2dzzO ECOL Glazs ygd &% 1 d s
MitcodtcO

3522 sdzbyj dzedy S dzv yf @& Lipux
[ dzwW sted3d totso D@ O € dzé yJ ? lus Mmd ot o@dzd st j B L5 dBD
Is j to i3 dz€sdi@write-hwk f zIs* W @ & dtGs tc dzO Ishvkee. * .

3531 sdzzyj dedy W O2dz0 dzdygd dzr d d

ANO2dzr dzdydL d?2 ftjHsMisOodzwe smMw o Mtstslse jilsMmiseodd
Hy2Mlsokze h jd3 HisSE o Btgj .

[ dzv  fsazzyd ddw W O2daz0 ddyddt dPits jdedz jisdgl ¢ IsdpAstdazitl
soft@ekra.ru, MBH J W@ df2C dzt ydi/2d deds sdH j dzls QY f O© BIsdizr §) Of tcts
Htsdzy j dz2 MsiH j oy Ols!

&ZOod d3j des 5@tz PBBOSBRBOISdL Oyd d ;

dzs d3d 6 LJQEH@IGAs 9 B O}

d daWtdo y d ¢ tsB z lso® dzts 8 tzfe tlzelzts® Odzedd (P COW OR 1 dzj
SBBtczHso OdzdwY d Is. H. )

WO2dz dHj dzZsdW S Olststetse tsBstczHiso Odzgdw d/ ddzd Of 4

ANO2dz dzdyj dzr dd dzOf tcOo dzw jIsMmw lse j Isdzr &3 § dfdgd dzasdiH p
M 2¢d &0 MCOyde OdzdJ W O2 dzO.
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3540 MsOdse SO W OXHO ddyj daL

3541uMlsOdzso C O ¥ 02 dz® flzdf yWidzo d g w's
[ dzv ks O dats@diddy jWRAdf st B j Ishw:
o 3jdz¢ ) EMS/ EKRA/ EKRASCADA LOfEkMmidl: widr ¢
o ff tsdzdzd Is! [ Sotsyci Qizrdide 5% Dted gsj dzd s dzq ¢ §f Gzi2es S
8 HJOd&sE] GGt sdw %02 &0 kS OL Ols'EKRASBADA.dzs Y |
s sdddlsj d ds ttj OkdL 5o 0dz0 oL By dshls: EflsOdase
HdMlstedekzlsdo © EBKRASCADA (
{ OLtejh j dzd v  BKRASCARAG Miskz§f Os s o Hj2Mise dj daj d3j H dzj dzd
dyjdr dd, fjtjLOctkL CO M oo j ERRASGADA diji | Is O HzUpCls fife.q

356420 MsOdzsoa C O W O2 dz® flzd ylj dzno d ¥

[ dzv EZmlsOdzso € d WO2dzO dzdyd der dd IstejBlzjlsmw or § tsdzdzed
cesctl --apply-lictf z Isi s O2 dz® ts tc d3 @ ldelxe e

[ dzv o' f sdzdgj dgdv S sRBOdZHT Bsckzls §slstej BB Ols! MW  ff 6C

3.55R dzWV SteR3OmAEd yJ dzL Hifls Gdzts o € §
l esfdislste  d dzW B tc ddOmls|@dztste dzj dzdzts 2 e s § to O d3§E! »igdas2 d d
o' ff sdzdaw § Ismyw :
) fdsh ¢ trodpttstediRdEms v iz fi)ls O@E1; ]
cf sdgtsh + ¢ CtsdBOdzH s to 3 tptixz®5.52k 5dz! €5 o [ ¢

3551RdzY Btc 5@ G5d kMlsOdzso € j

) 615 ¢ to CRAGEYAS to dsOmE W2 Mls O'as p B j udo O Is:
feshdtsls®?j dda¥ 5tedsOyd JEKRESCADA:  kfls Odzs o dzj dzcdzOw
oM sdey jddj §0O0§¢d3a5Mk)Odksesd d Is. §. (
feshdslst dd kgD dd d ZEKRASRADAG3.5.5.1.2);
f tots filpdsts  dzt s tExBAfYaldcs dzy dzdz’ 7 Of f GEDINE = ¢ d&zv YO~

1 Of HfMCisc tc RBAY sStc BOYdW B oz ifflstOddase jSlgmw :
SlsCter Isdj 3R tebtztc GOyYdWv B (ZbddsipPRtloEzp ttOB YY) B M
SlsCter Isdj &3 dMmY tsdzdzvegetigue 8 ¥ OB @@ G § ZmlsOdztse € d
EKRASCADA;
H dzv  Wiadows:
o' Bistotsds o d3j dz¥ EKRANC @ dzf BzsB@Jd &z Mis Qdzts o € j

Hdzw  Lfinax:
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o' BSEE®R o k) oz LhEOCOBKELwBEP] V R @SHEEO
EflsOdztso € j
5 CBOdH | legc-ggiedzo &zO ¢

%.if_i_j:

HMudopmagms
of ycTaHoEKE

{ ik @Adsc todzRIY StedBOYdw B bkflsOdzsse € j

I [ dlinuxHdzv L Of 2M¢ O H deWftslasdg@ gafiw tsB dzifseORdisoCd © © tSH
f sdz L sor@ds j dzv

dlstetsC O 3 dz¥ R A s BB MIs O dztEpEHjj tcf O dzH T Ef cOo d
Hi2Mmlsedwdd d dzdyd del g tets9lOkadjj a3 dE K RA S 64 O Aiplsize(tgdk jo fizts B3O
ftcdojHjdzgr 83 IsOBzdyd

U OB BB 5 B0 MR dff s C tc R EHO Y "8 b fls Odzs o € j

1 Iz dz€ijlsdz® {1 dmOdzd §
rd2mbsedw

Judmisdls! ftOiuBtesm Mdmisi dads das o @rgfdzdts ulf s S ¢ Is ¢
tsB dzts o dzj dzd J LOo jteh jdedd orf f sdzdgj dedWw CtdBOdzH"™  dn
Codet JezteOYydd |ddz sStedf@sdtcj L Zdz! IsOlsOR o' ff tsdzdgj dzd W
[Bzo dIs! ddeW 51 B dzgtso dzj dzd § Mo j HJ dzd 2 tsB dH J dzlsd
sB Off OtcOIlsdz" | Of §f OtcO%sdiz* G4 2 dzOo 4§ § XOOE glz" j (3.5.523)d
{Bdztso Is! (dg¥ |[ Bdetso dzj dedd  d deWlissgeWOYHY fstc d dzd vy dzdeq
sl Sz jdzL d |9 S dZOR Gz StedzsOydwWw 5 (B2S028zL d d

[ dyd deL 50 Odzd |

e cOdds: §0lSBBO®@HO WsbddEEe Oddy V02 &0 ¢ &k y
85N q WOl g sentHdd Hav fisdk EKRASCADA daBR)EL d
CtBOdzH ] BlsCter pOjIsM™ MdMmisj ddz 2 H(d
- ) 1V tedd3j daj ded § dzdyg del dd 203541 h y & ¢
Veddd dds! @] 9o jisffipls j ddy 2 HJOdsE o' BEEO W
s t5 30 difHtdds f) d3 tef szl @5 tc G530 ylaf{dy J Ha Jf Y] to d d3j dzj
ANO2dz ddyjdt dd o' BdOjIsMW  ftsj K
o' BistcO® WO dztse .
) shdzj of BSBO dzd yj doL i@ ol Sl @ s B
cod g s s O o b gedad § L d e i
_— s fdslste j tod d3j dzj
PeeMaEbEl b (o s BoRBlsBE’ 52  H dd 1 fedaidhf ks tslo

1 us

5 ®BsdkjdsO o' BsLO® fMdjHksh |2 dd
CECEREH SEBOYdY B .kflsOdss S j

My dm<J ¢ 5 BY Bstd) B gsle i) W s Isdsdzl ts t6 B3O |
sif sdzj dEls@Is 2§ dzr & o , akifjyj deLGfedd i d G
ff OwOldsets B M jujddy kjSkhj?
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35511 BhOW ddaW stedzOydw

1 O CzOf €% O d da¥ i dpgap2Bts CtsH | tag Pls ) oz ¥ ) l<sO dzts 0 dzj dzdz
odJteimdd HJdMBEKFASCADE, 0 OC OlsOdzsc On tOL i3 " Jddw W O2dzse o
B d B dzd EHKRASCADA.

litjydde d sfdmOdzdd § OttOd3j stetso 40 C dzOHC d ftedojHJ

v OB ZPAGR & steROYdY B EfMlsOdase § j[ B M e Ofispiisticts BAEAPOH § d
1 2dells Bj de {fdmOded §

Vs Odzts o dzj dzdzOY v MIs Odzts o dzj dzdzOWY o jtemMdWw HdMlstedB EZISd o

1 0 d3j detso Oded j |1 O d3J detso Odef j HetsetoOBRBdtsets 5B MY §

1 OfC O kMlsOds|s OkOdse oL &gj " j dz§ v W OB IFidsdzdz( | o3

SsOOize®L d3j " j ded W W02 dztse CtsdeV d ¢ I
100 ¢C0O0 HOMd m|HBBZGtsotej d3j dedzts?2 41 d WORdtses, W isSted
EKRASCADA (3.1)

I d B dzd SEKRASCADA. 1 dBdzdslsjC O &j stesdseduj S d
1 0dd3j detso Odzed § |1 O 3 detso Odzdy bkMmMlsOdztse dzj dzdzs?2 B B dzd
1 jtemdw stdstttd &ZOY MErkO o jthmdd dMAsH s
RHjdsd¥ S OdBis sdEstosdz! dzO% Mk B0 % 02 dzts o

I d B dzd SEKRASCADA. 1 de dzdslsj C O 58 j MY jdedestad ve jdLda s
1 O d3j detso Oded j || Od d3j dztso Odzd j EkMilsOdztse dzj dedzts? B d B dz(
1 jtemdgw stdstesd O MEdkBO o jtehmdd JME sH s
RHjdasq ¥ d SHAs |s sdzls e s dz! dzOY M RO % 02 dtso
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=20 MHdopmauma of yoTaHoeke —

Jedcrena  fluueHznpoeaHue

OBwan MHdopMauma l WMH@opMauna o AMUeH3nKg l ANnapaTHLIe KAKIYK

YcraHoeneHHan eepanA: 2.10.12.13364

Hawmenosanue MO: EKRASCADA

Manka ycTaHoBKM: |C:\Program Files\Ekra",

Manka AaHHbIX |D:\EKRASCADA\Data\

— bubamotexn EKRASCADA

— BubBanmoTeka METPOAOTMUECKM 3HAUMMBIX GYHKLMRA

HawmeHosaHwme: |ekrascada.metro|ogy.d|l

Bepcwma: |839943d936fc5?1b2d6f336b3981b5b869958ff2

Waentudukatop (SHA-1): |D? DD2BESD5C1BFIAEEAESDFBAFICFBTE4AT739545B

—BubnmoTeka obBecnededs MHGOPMAUWOHHOR BezonacHoCTK

HawmeHosaHwme: |ekrascada.securi'ty.d|l

Bepcua: |ﬁ34625d0e9cabd185cf0985?5&30b141?b864d?

Waentudukatop (SHA-1): |02?6 1D16F6ACD5939D42FB4C2C1CEEDTIDAALASS

1

BubBanoTtek EKRASCADA Arm

— BuBanoTeKa METPOAOTMUECKM 3IHAUMMBIX GYHKLLMIA

HanmeHoeaHwe: |ES.Metrology.dII

Bepcua: |9393bb6f8f0008?bc5d84ccb?064991bb355b043

Waentudukatop (SHA-1): |BBE59E82FFSEB3C6FF?4B1 466F5FFF35E844E1E4E

—bwBanoTeka obecnedeHua MHGOPMALMOHHOR BezonacHocTK

HanmeHoeaHwe: |ES.Security.dII

Bepcua: |4d1b1d0b183??81’9044?66221?d6ﬁ)ed694??504

Waentudukatop (SHA-1): |8021?BA99D?C33D3DFBDC991 198D39A742D5353B

— bubBamoTtexm EKRA Studio

—BMBAMOTeKa METROACTUYECKK SHAYMMEX SyHKUWMA

Hanmenoeanme: |ES.Metrology.dII

Bepcwma: |9393bb6f8foc08?bc5d84ccb?064991bb355b043

WaeHtudukatop (SHA-1): |[)3AEA?F1 561B84C0O6BECE25A10117DDDD29BOCTA

—bwBnnoTeka obecnedeHua MHGOPMALWOHHOR BezonacHOCTKH

Hanmenoeanme: |ES.Security.dII

Bepcwma: |4d1b1d0b183??81’9044?6&221?d6ﬁ)ed664??504

WaeHtudukatop (SHA-1): |DF20B6 D76128B6F79C8D04688C4ASEFCADB2889E

tdizadasc s O

dde¥ stcdzdOydvw B

Efls Odzso € j
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35512R dgV sted3Oyd W das dded y 4
10 9C 0¥ tedzZOYdwY t Ozfdfpirgdmnisfftgeidsiste d dasts to d3C
Isg Skhj2 (1 tcdajydpd@aRCADA (3.5.3).
[ OL HRid ste 3Oy d W 5 foasfryjjtela ofls] o j Hj dedW f5:
otej gjded HJ2Mmlsoadw dzdyj dal dd;
CsdzdyjmMlsoj] BBWOBOITr 90 fi3F » Mjto jtosd3 Mdc dzOdzts ¢
sy Ckhjd MsOkzmj ddyjde dd;
- dzdyd dzL qelzj 3" n Mjteo jtede » S BB Bdej desOr d Is. H.
LiNsOdzm{ YP deL dd dzO C By s Isjte or ff tsdfdeylilsipvd tlftst Ocddas(dp
Viod o3 ded Is!  ezd\pRdr dzd yj dzt dd kS OLT 2 0jlsY o MmdMisj Bz
{ Bdzse dzj dzd § d deWlssjteCdy@yidd  fiste d dzd daj dmdzts@ o ' f tsdzdzV § sy
dsj dg* j 2Mlsodv Y [Bdztse dls!ls jdbdaintgQds@y ez d d
vyistser fshdsltejls! ddlt stedzOyds 5 dsq\§ jzdej dids, Sdsjdzttf t
fpdzj Hizjls o' § tsdzdagjlstgf dougdgR dfHeAs 0 Odzd § Y 1 tots i d3td IsftaujjlsdtzL dfazd A
ftosmdstslste tslsCte" 9 OjIsmw o detsotsds tsCdzj. [ Hzso toj A3 dadets o3
foshdtsiste ( dzOf tod d3j O terOd] dziptp® olzdzgf Az ¥
]l sHictsjp disstf d MO dzed & OB dgRddrs  tcd o j HJ dzB5.H1. OL H J dzj
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=0 ndopmauma of ycTaHoeke - O *
Jedcrena  fluueHznpoeaHue
OBuan MHbopMauma l WHdopMmauna o AMLeH3nKM l AMNapaTHLIE KAKIYK
DQain AMUEHZMA: DMEKRASCADANData\license\ekrascada.lic
Llene eblaaum: O6opyaoeaHune
Cpok gedcTemA: AeAcTEMTENRHA Ao 31.12.2022
Obnacte geicTEWA: Ha 1 KoMmnsOTER
MakcvmansHoe KoAMYecTED YCTRoORACTE:  Des orpaHmdeHnia
MakcvmansHoe KOIMYecTBO CMrHaNoE: Bez orpaHndYeHnin
MakcumaneHoe konmuecteo APMoe: Bez orpaHuJyeHnin
Bpema HenpepwlEHOW paboTe: Gez orpaHudeHui
Cratyc nmueHsmm: AKTMBHAa
JIMUeH2MA PacTPOCTPEHARTCA HA CEAYHILLME KOMMOHEHTBI:
KomnoHeHT OnwucaHwne -
ansicl2client Knment ANSI
archiver Moacncrema apxMEMPOBAHWA W reHePaUMi OTYETOB
askdgserver Cepeep HEBA-ACKAT
asureoclient Knment ACYP30
be200xclient Knnent B2200X
be200xsupportclient Kawent mogyneid 63200x
c37118client Kament C37.118
commandeval KoMaHAHBIA BEEIYMCIUTENE
commandmanager MeHegxep KoMaHL
commaonclient KAmeHT HecTaHAapTHLEIX NpOTOKOAOR
datamonitor OnepatueHas Baza AaHHLIX
dimsclient Knment DLMS -

{ Mk @EDCR dz¥ st Oy d W

s dzdyjdzt dd EKRASCADA
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3551304 f OOl dz j €dzs ud

]l C ZOHYYA OtcOIsdzr | (Gedifinigdds S MsH jtey dls Mo jHjdzdw tsB
f sH C ddgdz( G §f Otc O%dizz § FKRASCADABB j M J ydo Ojls OB BIslz M Of f C
HASP d Guardant.

[ dzv 5B dats ozl BO Y dfds H Tsdzé yY @flef Qe Olsdz & S dzv yOr

dz
o' { tsdzdzd Is ) ISty j 2 Mis ¥ e deso dls'  d dz¥ ste Oy “

B Of f Ote(

== Mndopmauma ob ycTaHoeke

Jerctena  JluueHzmpoeaHue

O6wan MHhopmMauma l WHdopmauma o amueHznm l AnnapaTtHele KIKJn

—AnnapaTHble KAKYKW
Hasp: 1772546936
Guardant: 1094353116

tdmMzascod §f f OteOlsdz” § € dz¥ yd

3552) tsmdslste o dW stedkOydd fg) el ofde f ¢% EdzShwdkd
ldteduydd d sfdmoOdd] ¢ tdOnxy tsd acididda dzOb. HisOB dediy J

OBz R sBB3OdzH "  Isj to d3d da@dRO H dzv [ d

s 5d30dzH O {fdmodzd j
gjtwodmde §j WkdCydd
n . o Jydmlss¢ © ftcOo fsdz' L ts9 Olsj dz,
esctl --clear-permissions Cod qeeoudd
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s 3O dzH O {fdMmOded j

esctl-gui 1 O 2MS  f dzdRitdistc dizOydw B (BHPLP
RdW stedsOydw s dzdygj daL d d

esctl --info license l csmditslste ddaW sted3Oydd s IsjSkzh

esctl --view-lic w .
<UEBJ_Hs_wezmogwslmsm®sbm qda stedzOydd t dzdyj dz
o §f OO ¢ dz¥ ugd

[lssBtcOY j dad J ddW stedzOydd S E
fSHG dzs Yy dgdz’ & Of f OtwOlsdg & § dz¥

esctl --info external-keys

361 j cOB) dElsOydw fwOodd d fesyjHkte Odidsdo dtek fdes?

1 sfmdzy EMlsOdztse € d EKRAICABAIBdzis d 8 BdzC yd sdzd tetseo Odzdwv  EK
Mdtee jtOn 1 ugdstel sBgBHY jydls’ :
WeEdC ydsdzdtetse Odzd § ) dEKRASCADE;BY ts dzj dzls 5o
dzOdzd ydabf tcd H J dzv ztzO8 fsdz' L tso Olsj dzj 2 H dzw tc OB t
EKRASCADA;
MotsBtsHdz | ttstelsr o MmMtstslse jlsflsadd M dOMistets? ¢ Oc
ddzzy B T CodiBf sdzj dzglstse EKRASCADA { s MEKRASEADS @zfats of & d
Windows tslstsB tc Oy O Isfqw ) EHRBGCADOAX s dzd dgj ¢ Is Isdf L OfEMEO ¢«
(slsdztsy j dzdz" 2 L Of zME) é
1 sfmdzy EfMmlsOdztse ¢ d EKRASCARDAJBdAAS|dBos® d s § &30 BB tLOBBISC d
1 sHiMdMmilsj BO E§ tcOo dzj dzduj tdFoKjReA STNAMIAAD C O ISEIVIP T & O tslsf) d d3j dz
fnd Mis j diplety s dztO©Y d fiyocal Systeme . I MsOdz' dzr § Mmdzzysr Csdif sdzj d
ftetsyd My EMmlsOdzts o EFRABCADAS tc d 8O I&zdnek @ 6 Iss dzis b ¢ Bl gedzy  dzts €
fndzlz y B.ocalService. 1 JBBRtsHd A | ftcO©o O HdAzv L Off EKRASTADAK dzlz 3 E
EMlsOdzOo dzd 9o O Isfpw o ~"tsH | EKRRNOCEBACd HdMistcdBEZIsdo O
) Mz yoj LOfEkMEO MnEHRASCADAEI tsdlzgjdagdso f sdz L 59 Ols j dz
tcOBtsls' Mdzey B dgj sBrtsHd s tsBj MY j ydls! d2Odzdydj §teOo -
mzzy B "
dzO0 ylsjdzdj d pfntlfusdyjdefrinr W O2 dzse C OOdEsc O kMl
zZO yYlsjddji WO2daztse SCBdWdekzteOyd?2 COOdeO BkfMmlisc
dzO0 ylsj dzd 4 d LOfdMm! WO2dzse COOdscO® HOdzdz -
HOdzdz" n, WO2dztse, W stedidtclz  BKRASGADA (tesinny dipidzts det©® ds
sy, sy ztedzOdz" e @B.l9Y". d
rdzw WedzS ydodzdtectso Odzdw EKRASCADA o wiougzpEB B j tf GE
sBdMfjudls! dOddydy fttOo ftsdz L8O &Y &0 HMmislkzYy ¢
etc:

1) etc\apache2\



66
Cst¢. 0-01032 M
2) etc\nxlog\

3) etc\ekrascadal
T usr
1) usn\bin\
2) usn\lib\
3) usr\share\
T var
1) var\ekrascada\
T bin;
T lib;
T tmp.
[ d&zv tcOBSIsT d6tf djtsBraBHd®BS tBJjMfJiydls: 0o O dzC
HOdzdzr » i tsdz LtsoOlsjdzg [uw, orftsddvehjes LOfEMS o1 [ dz
1 sfdzj EMmMlsOdzso ¢ d EWRASIARA| B tzis d dc@B SIS ' C EKRABCAPAZIS ts 9
dzj sB - tSH d A3t sBd M jydls: a6 Is ¢ fipts tsls alzidls i If ssddf ¥ dzO M ls ts ts
OQoalstsdzOIsdL Oydd . r dzw f sdzlz yd ded v 4t ydaw f stclstso, d
¢ s i3t ts dajEHARASGADA, dzj sBrBHd B o §f SRdpfflas'teIsC thdf@daEO Istsyj
(*xIsx) dzd B®&sE MY stels My dME O Istscgy) € s azls fikeod G (O sEzCIsztcO 1
(4.13.1.1) . ] mMdzz 4O J 9" B tstc OwebHrdiMec o zth)® O dftdeodC d Z s Odztso € j
EKRASCADA dzj sBrsHd d&3ts tsB J MY J ydls: slsCter Isr d3 MCRESicls ® r B Uz
few L d fm MmJ tecasjststSds dz&1HT TP (

371 B9 Jtoj dgdzOVY L OGctelzL €O

[ dzw sB 4 MY 4 ud dzd ¢ s d3tf © tfizly HPERBSCADA f toj HZ M dItsiIste § dzO f tc
YyJ dzsfmisdesmisd Ctd3f sdzj dzlstso . [ dzw sBJ MY j yd ddw Ctsdzlstots
ftod d3d dzv j Is fGrdzdtaj i Cls[f=  d3g to:

( sdzls teppazsMisdetsisd ot .gwj Y j uP@pSovr MmOoBJd3
C Sl sdzj dals sdyf (s alf & d ydwteses?2 FsnHfdmd dnt
Jet LOadMmddsmisj 2 ;

C sdzls eusjdazts s dztsmisd o 5 . HeHcy igafJ Uaf@e@yjiSS MW s defiidfteiteE ts 2
Y J dztlEEd]ls (4.13.14) fdls f jsdtsHdyd ME 52 fteso jteC Y
Coli3f sdzj dzelstse MdMmisd @3 d dm L Oadmddismisy 2.

[ dzw MtsL HOdzd W YydqW tesgsd j M dengd dd H dzv C i sdzj ¢
dzj sSBrtSH @35 MY sdz' L 59 OdafjH Ofdgils IE  Wod ¢ Pistsle 9 § ISifnls 6TY- Mts
X.509. | ENRASOAPALG] tclsd W d € OlsT A tc Odzv Gyptee ,0 X OESEOEP 56 jdz@n 1S
COlOdztsc | H O dzdz" ~cryptoés O IB)y®dzt$ ds 3 dels f sHCOBOWEsG cpublic
jtlsdW X 689 Hdv of ftsdzdef R ddyeadytetsd ™ = fsHfdij2:
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cekeca. cor €EBtedzj os2 MjtelsdWds Ols Mmdmisg 3" , dmy td
ftodC dzOHdzr = MJelsdW dS Olstse ;
cekirmt egrd fmfsdzt elzjlsimwv Hdzv fotseo jteCd YHYT M

Il sLdedCdetso jdzdj BhdBSCd Stdlstetsdzy yj dzsmis detsfls d :

ftod LPTCHBYI sdej dzlsO ftedosHdls ¢ jets L Oo jteh jdeds®
ots otcj d3¥ twOBBSIST (B tsds dz2lsO ftedotsudls ¢ dL d3gd ok
o MmMdmisj d3d , SlssBtcOy O h j 2 MMmistsw dzd § Yd dztsfls d
(4.13.14).
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38stdz¥ ezt Oyd a2 dzr Ctdsf sdzj delsse EKRASCADA

381(Bhdj MojHjddWw
ssdeV G e Oy (d tsdzdz” S5 B ©OdRadASK RASCADA GO sl fzlsd
/< s Ols QudB=gdzicohfig/scada2.
) J eWindows tcOMmf sdztsy § dad § C OISO dztizcC @D L " HoGldgdis fy W ftcd
EKRASCADA (3.1.1) . [ dLinuxS Ols Odzts ¢ ta1OipifaEs d2 | s ) v {f /fzadedkrascada/.
vdf Ctsdzv d 6 ztc Oy d ts dz8KRASCADR dzts o
t8h d?2 Ctsde¥ d ¢ 2t Oy d ts datammon.coffe@2 dnfRtsdz! L 2 Isfw )
C s i3 sdzj BURAIKADA. OfL di3j Is®)j 90O Is O dosmsnjon/;
Code e z2teOyd tsdzde’ jtsdij Osg®o) HT B BYS s dBY SdgpHzlsls  d3j Is
Mtse Misfe jj Sztedz? d G ZtcQy ¥ O dzdz" o Wistctyord. js sdzt e z2tc Oy d
Clif sdzj dzlsseo tOL d3j N O sfqpw 9 wlsHjdzt dg = § s5HEC OI
1 Od i3 dztweo Pz C OlsOdzs G 59 fn Csd¥W deztcOydw dzd Ctsd
dzO d d3J dzfsodddflz € s d3f EKRAIRBDNO
lted3iwO2dz CSdWdekzteOydd CtoiRftsded dzgls©O cuJjtco jto
ciec61850s e fwedts dwplai@Epsdd " 04 Isfiyvw :
9] eWindowsd 9C OlsOdzts G §
C:\ProgramData\Ekra\EKRASCADA\Data\config\scada2\iec61850server\;
9 [ wLinuxo o ¢ O Hz® dvar/ekrascadal/config/scada2/iec61850server/.
SOYH"2 CodWdeckzteOyd tsdgdz'dd WnQXdgdfitsfif lslzOL o Odzdf Qzdztc©OL H
CoOHKOLd &3 [IMSGE OBAREbEsMY Cdigdd Mj Cydw ds.
1 tod d3d to  Wcodrdp®.confé:
[ekrascada]
culture=ru-RU
data-dir=C:\ProgramData\Ekra\EKRASCADA\Data\

] OO lster o CodidekeOoydsdds 7 W02 d&OR Mmewekffdts
SBSL ZOYO shw fls tefsda@d d3 jo datd as@disBls j ) Ol ster , slsdzsmwh
cOL Bgj " Os Isfw  dzgj f sMtej HMise j dzdzts  jfds Mmdgj ¢ dsde.s ¢ d dz@yy j did v o
fejumlsOodvsls dL Mmjew ydmds, nHstsClh doddd s ¢ dpy
slizls s o ts 4@ dzjifdn § kil L &zOyj dzdj 65 kERsdyodsds .
1 60 dZ0 ©OBGIST M MjSydw &d:
fOLOdRj ster HBdyd B'l' ©OL®jNjdvis Mblse jlsiis
ifmdzd §O0wOdkjste ZCOLOd o Mjcydd, H&Y C(shtkt
fetsdcdsedetss Od fted ykjddd Stdidckeoydd ¢ tdf
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s sdzE®WRASCADA f tod o "LfOfdzdifQgidsim ¢ SCtsdWdeokzteOyd?2 o
COlsOdzse On
/< s Ols QudBdgdzicohfig/scada2/common/;
/< s 90 das @ dzdzlconfig/scada2/<y O d d3j dets & &digf js dzj dzls ©

3821 OMs2C0 fsd LsoOljd MSdR L dOyjdd?2 0Ok s
ltodsB dztso dzj dzd EKRAS CADIAY dc tceOydtsdzdzr § W O2 dzr f comr
\<1 Od a3 dztso Odzd § _ i3 dedtsipjoaslo@dzd j _ S s tsdzj dzZlsO>. conf L O
fsHey Oh djmMw o HdmMstdBkisdoe j OCqds]j HEIKRAIBOADWYIZE d3u GfS d
f OOdij st Ctd¥ qekwOydd ftedddBOsls L dOyjddi (- Btd
[y dL d3j dzj dzdf'™f Otc @ Jstz® Ctd JekteOydd ted fs6 s fdef ¢
EKRASCADA dzj SBRtSHJ B
fisL H O % 02 ZclnstesOBEOY C ) C i sdzj dzls O:
| <sOkOdzse HOddz 7>/ ¢ &rsfdilf gs/daj aasdOa2 /<datsE™ 2 W 02 dz
o dsotds L OR @y MjL yYoOHtOldE & OwsB®Oste M
L dzOud dzd § &3
1 ted d3d to:
[ &d Sydw _1]
f OtcOd3j Iste_ 1 =dztsoatsj L dzOyJ ded §
MsrtcOdzd s L d3j dgj dedw o W O2dzj .

3821l sl sitsdzt e tcOydtsdzdzr = W O2 dztso
rdzv seifmfjujddy §todstdls]s@zOfydds ofLeod]fisticso ¢ |
Ld2Oyj dzdv d3d 5 EdRsdzyOded® dzj sBrn SH J BS:

of fsdzdzd Is! MotelsdEal i clzr@Dapfa o SARYENSAR] diEsdas;d3 f 5
fd o d d3d dztso Ofp ! A2 21dds 9 O ls ja@2yf) Oaff dsdizsd  § 1O@AK0, dfz J Usldetdseo
dzOL 9 Odzd dzOr tsH d dzts iy ! or hj ) @ BN Gasd Is dz
l ed d3jfisdz! L 89 Olsj dz? MEdJ L dzOyJ dedv  OtcOBBiEIstptizs B
Mtsr tcOdzd Is /<es ChIsGRAARjEAZIcohfig/scada2/common/a_common.conf.

383/ dMmMOdzed § € tsdzWlzfim &t PP sizts o

3831 dMOdzd § dJt@rimdaconfe
A O2g@mmmon.confé W o dzw j Is mwd fiistBtS dfsdgatafyi i3 € ts i3 EKRASZADARJ
[ Odzdz" 2 W 02 dz dzOr SH I GléGHdAsEdA c@rfidIsgada2/common/.
ljtedudd d sfidmMOded) §OttOd3j stetsob6.W O2 &zO ftedo j HJ dzr
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OB IO OOd] Iste” W 0O kO SeoamhdacamtOoydd ¢

: 1 Od &3 dagts @ - ] d2OyJ dzd J
#dCUd T r oo s [1dmOdd b s dry O dzg
cLr ¢ ddzls j oW j 2 MO
Ctsf 3sdzj dzlstso  defd st GOy

culture EmMisOdzse € j e : ru-RU
- ¢r-RU® tckzfmfiye d2
- ce-BENé® Odzc dzd2 < 2
. lElsis COOdZEE O HOdzdz | r
data-dir C 5By tsdzj dzls s 3 < s Ols Gidagdz
1 d2Oud dzd J fOLOi] steOd §
Mijlsjotsets Mt H § dzlsdzd
d My s dddw ik gizw sB d&3j dzO ig]
CsBOdBH OB BjyHE ¢ sdif
use-secure- ( 2O ted A3 to, dgd y H3zt u dH
service- MmMjtco jtodzr di3d Mmdzzy B ©Od3d ) | true
connections [ dzv fmdzy jsdzr = € 530 dzH
|

true. 1 Oh d W tctseo Odzdz -
ftsd Hddzj ded v
i false. 1 JL OMdW tctso Odzdg
ftsd Hddgj ded ™
[OCId @O H P (o B O
fstseh jddw o MmdMisj kd

[ekrascada]

ftojorhjdad Colsstets?
Oo ssiOIsde Wi BUD O Ismw
Mistes € .

10Oy Iste toj HAEOL dzOyJ dz
fteJ HSlso teOh jdedwW f sSIsj to
W stedsd tetso @dzed oy Iz tg dz® dzd dzd
LOY dMmj 2 . )
lted L dzOyj ded dO §eOtfc Dk
Mistes ¢ B dzs(intstsB b j dzg
sBicj L OQls! Mw)
3.8.3.2 [ f dGpzdWj © 2 dz@enerate.confe
A O2 dgenerate.confée MsH j ey dls  OtcOdR Ister ZOoMmMstc Odzs@ s
HdMC toj Isdz" 7 AffPcrglzedats.oonfe OC sz Odzj dz Hdzv fdzj HEzZ8 b d A1 JCIsE3Y ts
stsdz? S5 9 Mtslse jlsMmlsoakzs hdrn §Of<COR:
ofmMy Ctdif sdzj delst fsHMmdMmlsj &3 MO HOdzdz = ;
fsHmdMmMisj 3O dsdzd Isstcd dzc O (Mtegditisriemitor)y Y J dzts M ls dzts iy ls ¢
fsumdmisj &30 H Healtmwssifgls d ¢ d  (
ljtedydde d sfidmOded] f OtcOdRj stetso7. W O2d&zO ftedoe jHJ dar

log-wrap-length 8000

vOBZFHO OOk Iste’ ¥ 02 zO Sgeneglitefosrdc Oyd d ¢

; 1 Od d&3j dzts o . 1 dz0 Yy J dzo
g4 Cyd f OOk Is {fdMmOded § b &5 dry O
I'C dz¢ y JededCjdzs yededld) tOydd O
[generate] | analog fndez@dztsa\ e no
- cyed o ¢ dz ujededidl s0ydd
- ¢cnooetsls ¢ dzs yg datkiitc Oyd d
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- 1 Od o34 dets @ , 1 dz0y j dzd
#dCud " v oo, Is [ dnodad] b dsts dry O

analog.period l1JjtedBBH G6Jdzj sOydd OdzOdztsc t 5000
[ ddzd &3O dz! dets § L dz0y J dzd J 0.0
OZOd&secso 1 Mdc dzOdzts o '

[ O¢CMmd B3Oz dzts L dzOyd dzd J 2200
OO so ™ B fdc dzOdzts :
analog.min.over |1 " asH L dzOyd dzd?2 L O dzd ¥ dzg

analog.min

analog.max

step OkOdzseso ' n Mdcec dzOdztso, % t5'0
analogmax.ove |1 " AatsH L dzOyjdzgd?2 L O dzd dzc50
rstep OdzOdzse s, % Bls detsd3d dzOdz! ¢ ™
analog.step 206 (L a3d Oz dgd ¥ azEOg dA 2 2.5

% tsls HJOJ OL s5dz2O0 d L d3gj dzi dzd
AstedBO ¢ jdzj tedtelzj dBssets Md G ¢
- Gtriangleé 8 dzd dzj 2 dztsj dzOtc Oy
(WBtedBO c¢clstcjzetsdz dzd € e

analog.fn . csawtoothe 8 dd dzj 2 dzts 0 t triangle
tejLSCd?2 MfoOH (WNBtedBO ¢
- ¢sined MddzemMsdH Odz! dgr 2 T
1S dzs y JsdseCdze W e dpdig) te OycfigfS te
. md e dzOdtsse
discrete no

- Gy e sdés & dzf yJjededigi tOydd
- ¢cnodetsls € dzs yg pdatkiitcOyd d

edtsH ¢ dz IOy jfigdia &Odse , | 1000

G 5Od dzsj L o) ded§ |,
M ¢ te ) fipcfias BO dzts o

¢
fn
tc

discrete.period

discrete.min

Md 3odz dats § L dz0yd dzd § |4

¢ to j figdfte @O dzts o

BO cGjdzgjtediolzj BBse s fMdac(

- Gtriangleé 0 dzd dzj 2 detsy dzOt O
(W stedsO chtejlzcsd ded § &

- csawtoothe & dzd dzj 2 dzts J dzO te
GjiLSCd2 MEOH (UBttdO c

- ¢sinéed MddzfmM®dz! dzf 2 fMmdc dz

discrete.max

discrete.fn triangle

3833 dMOded § ¢esB@rezCconfe

A ©2 gesserver.confe W o dzv j Gzt d ¢ Ztc Oy d ts dzdz" 63 V] AAsdiztfizz © df dzj dzd v
EKRASCADA (esserver). [ Odzdz" 2 W ORezasH d Is fga ) ]
/< s Ols QdE=dgdzYcohfig/scada2/esserver/.

ljejuid d s§dnoadyoly@®ofygdas) H $.d o kOB d&dyj

VOB &ZBYO OtcOdzj Ister W O2 dizO Cessdptedconietc Oyd d ¢

- 1 Od d3j dzts o - 1 20y dzd J
#JfUd yorods [1dmOdd] b &5t doy O dz
[ dzw [ & Wi
. slsfmMizlsMmlis o Lz

RABWY tsdz! L s9 Olsj dzw , Csilstst
[esserver] | web-user-name w . (dMmyf sdz L B
H dz L OWebimy o J tc O ndmlsj dgdz 2
fsdz' L ts9 Pl
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: 1 O B dztso - 1 dzO U ded §
#d Cyd f OO Is {fdmOdad § b s dry O dz
[ &z & Lion
cwwwhlatae
[ OCMd &30 dz! dzgOW H dzd 2O Mg
shaplen LOf M koW dCo, BO2IS 262144
VO dzj dad 8]t d dEyibls | &
d dals j 6l § 2 MO, tf usalEaif NS
promiscuous- foOoCjlsr o Mmjlsd, anquOV\l
mode HdzW o BtocOdzdzse s f Stels O:
- ¢c08& 9" Cdzt yJ dz
- ¢18 9Cdzs Yy dz
ltej W tYdHOddY fJjtedH L
read-timeout fOCjIlstse dL B isiinzts® Is 4 ¢q 1000
[esserver. HOdsdzr 5, d3f
pcap] = t OL B tc o dgkzlstcj dzdzj 65 B Iz W
buffer-size 7 Ods) ded ¥ § OF ]St U’JtGJﬁz
1 @ d3j detso Oz S g H dz¥ f
dump-dir WOo2dzse Mmj ls]j o thctste dsQdgadb o pcap
C Ols O dasse( Is QudB=dgdzycenfg/log/
[ OCMd d&3Odz! dzr 2 W @&Xpizbfg] 5] o
dump-file-size koY dC o, [B 100
dump-files- stsdzd yj Msots W O2ldAsON i@ | 10
count ydedzdyimis2 fittjL Of dMmg
P l1tedMmMis©e €O ¢ dzO L &G dad] ¥9
dump-file-prefix 5O d T @ d @40 smC@LaD) dump
] steMTP Mj tco His® jcets HJO
port &ts dzd Is s te d dzc O 123
oreVer | imeout 502 GOkl Hd¥ SfEshHO NTHS500
, 1 jtedtsH tsB dzts o dzj dzd W
eriod n : . 16000
P fd dem esdgd L Oydd o tej dsj ded,
[esserver. | .. U022 BOLEIS H dzw st HJ O
webapp] | "MeO! M j HBHWEB O { [ dsf >009

3834 dMOded § gd&@amadnBtor.confeé

A O 2 ddatamonitor.confé W o dzv j Isttlzel d 6 Ztc Oy d 5 dzdz' d3ts f P @ aris dgoCulp =iy
HOdzdg A7 Odzdz" 2 W O2 dz dz0O Kts HOdsOAEdr! cdhfig/fc@dp2/datamonitor/.

liwjuid d sfdnodd] f@feQdsijldds s . MstRedda | J

OB ZPHO OOdj Ister W 0O kO SdmaEdrer.tod®ydd ¢

_ 1 Od di3j dzts o - 1 dzO Y g dzo
vd Syd f Otc O dsj Is {fdMmOded §  d3ts dzy O
N [0S df®@d HdzddzO Mmjljots
queue-size Lofdid kto¥dso, 802 Is 1000000
t}gztl:cm dzj gz%J thth? ddslﬁmdl;ég
_ jwWj 0, L teo cftcldrfv '
[datamonitor] replication- fOCjlsr o Mmilkd, o¢dsyow 2000
reconnect-delay |[HdzW or BtcOdzdese s ff sStels O:
- ¢08& 9" Cdze;yj dz
- ¢cl1é8 96 dzs Yy dz
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i 1 Od d3j dzts o . 1 dzOy § dzo
g4 Cud f OO I {fdmOdad j b s dry O

resync-max- [ OCMd i3Odz detsy € tsdzd yd Mise 10000
chunk teJ fdzd S Oydd ftcd dzOyOdz' dg
command- l toj d3w sy dHOdzd v ot jif Liskizidz) 10000
timeout CsdzOdzH " , d3fy
tcp-keepalive- ltej 3w HB s tc 0o SO Cffjjlstad 3000
idle-timeout alive ftcd ftesMmlstsy MtsjH
tcp-keepalive- Rdzlsj tco Odz o toj d3d dfdO Sd3Jlsi@idzd 1000
send-period alive, ®
switch-blank- v 02 BOLEIS n B tesmO B dzO dz¢ @ 3000
reset-timeout Memlsswdzgdj "y tlstse”, diMm

I d O¢ dets ffsdnds® W dzed v tsYJ t6
enable-packets- |5 j 6OIsdo dzts?2 B OL " H Odzdz frue
buffer-log - ¢cf alostele€ dz¥; yy dz

- ctr deés dzs yy dz

1 O e Sfodzd € Oydd y ktcdzO
replicate- s JwOBdoads § BOL'™ HOdzds'
wjournal- - ¢fal séve;\ e § dzd & Oygd™ ( false
changes fr)tsfr]lsts,\ dzq 2 .

- ¢ctr Wetef &zdS Oydw ofmjn
N EtedzOdzO Istcj o9 ts@

wcounters- 1 jtod sH tsB dzts © dzj dzd W oy 500
update-period stcj otsc, diM

3.835( § dMOdzd J tsdc@Shilrer.confé, ¢ maconfady§ ¢ p o sdonfé& es ql

A O 2 dgarchiver.confe , ¢ maconfeaddpb ¢cposanfgy ezl sdeW e e Oy d ts dzd
WO2dzOd Hdzw tOBtlsT ftsHMmdmilsj di3f Oter d adhivéslo Odzd 8 ' g tc @ gza
g¢UJ [ MaraDB d dzd PostgreSQL). [ OflzdzW O2rdz  dzO - vsH W 9 foOf
/< s Ols Gudedgdzicohfig/scada2/archiver/.

litejuyddz d tfdmOdedJ cHrchieedclpfdsticdstpo JWHQI2d?O 010.1s OB dzd y 4

v OB QD! OOk s’ ¥ 02 O CashgérdancOydd ¢

. 1 Od d3j dets o G . 1 20y 4d dzd J
#dEUC T o 0d) ks 1Y dmOdd b 3ts dzy O dzd ¥
root-name R 3V dffHizd MistcOlsstc © d root
buffer-dir bels: HE O§Cd H@_ o6 adpgdr o>

otcj d3j dzdzgr = W O2 dztso
{ OC Md &30 dz! dzts §

cached-rows-count fitcj d3gj dedzr = o i j ts| 300000
ftoddtsy j ded ™

hi _ .
larchiver] buffer-file-size L OL Bt BHAEEE ot
gur, [B

sbdzdyimset ot &l |4,
HdzW tsHd?2 kOB dzdyr
l jtodtsH tftesMO s
events-poll-period dzO dzO dzd y d J4 dztse r 4 1000
d3d dzdzd fnd € ZdzH O R

buffer-file-count
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. 0] dzts o G . dz0 Y 4 dzd J
A 1tjgt(cj33é)d3;lste {1 dmOdd ]Izd3tsiézJqu(ri;q'“
vsdtf EMlsOdztse dzj dzdats 2
- ¢mar i ad bredzw o
db-type MariaDB mariadb
- gcpostgroesagzvée d
PostgreSQL

dzd yj mlso s ftso sttt
dfmd L dOyjdd?2 o

write-query-retries q
CMd dz3O0dz! dzts § 1000
d
tc

max-rows-per-write-

request BBy dzlstso 9 tsH dzts

JtiodtsH W tstcd3d tcts o DU

)
L
f
1
] ]
sql-write-data-query- SOL-L Of tesf O L Of d fy{ 200
H
3
Ly

period dzdz" = ©® LI 9

dz
on-fill-ram-save- dzd y4 Mise ts B dzts ¢ t5¢
bufferfile-request- ntcOdzj dzdvw o W 0O2dz1
count fjtejftsdzdzj dzgdd [y v

litjuld d sfdmnodsdj cintate O.cgptitficischo jwHORdiz@dalljls O

s
O]
O
dz
O]
s
s

v OB QYD) O O®R) ster ¥ 02 ZO ¢ sdW daewOydd ¢mari adb

. /1 0dd3j dzts o . 1 dz0y 4 dzq
g4 Cyud f OO Is {fdmOdad § b s dry O
read-timeout v 02 d@30EIs yYlsj dzdw rH @d2dzdsi ~| 300
[mariadb] write-timeout U002 dBOEIs L O dmMd HOdzdz =~ 600
l toj d3w H S LOCtr Isdw s
wait-timeout HOdzde' & fted Shhilsmise dd 9000

ljejuid d sfdnmodd, cipoisa dggolstapld of jOR jdity  o12.1s OB dzd y

v OB dzd D) Ot Oy Ister W O2 dZO CtsdeW JEedmtiseOydd ¢postgresql

. 1 Od d&3j dzts @ : 1 dz0y 4 dzg
g4 Cyd f OLO|) Is {1 dMmOdzd J b &ts dry O
t Ofmh dtcj dzdzOW LOf dMm'OHBBY
extra- N tedzOdzO OB SIS t6j f dzd ¢ O false
replication-log - ¢f alosteleC dztlzy
- ctr 0ee dzeday
replication- . . .
o, (dBdBY fTitjH fsfristOodd
[postgresql] Leacuosr;nectlon nEHj ) §dfCOUqd UL, 60
max-replication- | | tc j dgw ntcOdzj dzd v H O dzdz 7
depth o f dzd S Oydd, Hdzj?
replication- . . .
cleanup-period }jtedsH Bydmls¢d tydted Hd| 10

3836 dMOdzd § gask@gdebver.confe

A O 2gdskdgserver.confew o dzw jClodfiigl d e Etc Oy d sdzdzr d3 W O2 dzts d wrsdgwy M J
[ Odzdz" 2 ¥ O2 dz dzOr BHg GENOHdOEEdd @tH 9 i o ndskdgsénserd.a d a 2 /

ljtejuyjde d SfdmOoddj fOLOd) lstetsoldl O2 dZzO ftedo j Hj d
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v OB QYD) OLO®) ster ¥ 02 ZO Caskdgledverka®ydd ¢

wjcygyt o880 [ dRodd | dZOj datf s i ©

lkk! ¢ §0§S4 ¢g
HOdd# Blstes2 Mise  C tsd

[askdgserver] | target-dir < 5 Ols GidB=dgdz/askdg

3837 dMOded § ¢ie@618EWerver.confe
A O2 dgiec61850server.confe W o dzv j I€fipde e ztcOydsdedz” d3 W 02 dzts 3

[ € s61850. | Odzdzr 2 W Oz 20 K fOdsidddzdz” -~ >/ ¢ o niecb1@90sevaa/d a 2
litejyjde d sfdmOded) § OwOd3j Isteso 14 O2 dzO0O ftcdo j Hj dzar

v OB Q4D O O®j ster ¥ 02 &zO CesalAbosenetcated ¢

: w| 1 Oddj dztse , 1 20y dzd
44 Syd f OO |) Is {fdMmOded j b s dry O d
init-timeout v 02 BOEIS ddzd ydoOdzdL ©yd | 10000
llec61850server] en sand- s 02 GOk s 55000 Cd 50000
timeout tcpAnts j Hddzj ded ® , d3fy

3838 dMOded J dIn@@rddz@onitor.confe

A O 2 dantegritymonitor.confé w o dzw j BfgeV e tcOydtsdzdz d3 W O2 dzsd3 H C
Bsdzd s ste d dzc O Y 4 dzts s @etiziizls W02 d ZzOr sH dIsmw
/< s Ols GudBdgdz" -~ >/ c o n/itégdtymenita/d a 2

ldtijydde d sfdmOded) § OwOd3j Istcso 15l O2 dz0 ftcdo j Hj dz

v OB &Zd3®0} OwLOd) Iste” ¥ 02 &zO Crtedatydianitotcented d ¢

PRI et {7 dMmodd L o
stsdzd yj Mlso ts SHdztso toj dF
Y j dzlsias @zts ¢ 5 ffstst®y j figfffly f s d
HdzZw o' f sdzdgj degdV s j tcO
scheduler- - s o} Qo lstsdzOIs d
threads-count j HJ dzJ dzd J B30
YjiMmso 0 fslstsC ts
dz' L so Oded 4 ¢ sdz
5] Stsdduyjmksts

[iec61850server]

3839 dMOdzd § dim@r2ulz@lient.confe

A © 2 gmercuryclient.confe W o dzW jlstindzW d ¢ Ete Oy d ts dzdz’ d¥ dzdD)? fifis@E b teizfv 2
[ Odzdz" 2 W 0O2 dz dzOr BH I BlEGudaszds GtH9 £ o n/mercgrycliert/a d a 2

ljtejydde d sfdmOded) OO stesoll O2 d&zO ftedo j HJ dz
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v OB ZAGD) OLO®) ster ¥ 02 zO Centtydienkasr@®ydd ¢

v eudv| 006 . {fdmOded | 2 dsts dzy @ d
tdindd dedsedess Odd"
. L dzOy § dzd v, f sdzlz yd dz" J
|gr|10re-undef- C sl sdzj dzls O true
values - ¢f aldswled dezy
_ - ¢ctr 0ee dzéday
[mercuryclient] vfnstseo 2 tejydd dc datdzds
_ yls j dzd w L dzOy 4 dzd 2 H
test-config- slsfizlsmlso s h R f j toj d3j | false
mode
- ¢f aloswles dzelzy
- Gtr @ enél dzéday

38310 §dmMOdzed § doExdadadver.confe
A O2 dopcdaserver.confe W o dzv j Stz e 2tcOyd sdzdz” dzmy © 9 PB@DOAH dzW

[ Odzdz" 2 W 0O2 dz dzOr BH I BlEGudaszds GtH 9 £ o n/dpidasérged.a d a 2
ljtwwdudd d sfidmMOdedd § OtcOd3j stetso1l7W O2 &zO fHtedo j HJ dzr

v OB QYD) OLO®j ster ¥ 02 O Copdabeiverzaa®ydd ¢

. 0] | dzts @ . dzOy j dz
w«:uqvlqgggms [ dMmodd j gdw‘g,;u;g
iz  LOfdqMmd o ©Is
dzj dzls s d3
865 kdtsdzyoded
& 3 Wit s dzdzd s |
6 dzCipdaatzd j § OB O] I
e
e

[opcdaserver] | debug-level 5 H Y t5dzdzed Is |

RZOdzd etso Odzed 4 ¢;tsls
@ cOmh dqtoj dedetsy  kzte
9" osHtsd L dzOyJ ded 2
fnjtco jtcO HOdzdz =

38311 dMOdzd § ¢oEdaddi@nt.confe
A O2 dgopcuaclient.confe W o dzv j Gzl d e Ztc Oy d 5 dzdz’ oz ¢ Wiz9l§ @APAGUAH dzw

[ Odzdz" 2 W02 dz dzOr BH I BlEGHdAszds GtH 9 £ o n/dpiuacliest/lc a d a 2
ljtejuyjde d SfdmOoddj §OLOd) lstetsoldl O2 dZzO ftedo j Hj dz

U OB &z A1) Ot OWJ Ister  WIARGCHc Gafsfdgcliept.confé

: 1 Od B34 dats o , 1 dz0y j dzd
#d Cud f Ot O|) Is {fdmOdad § b s &y O d
vars-per-read- ssdzd yj Mlsets Mde dzOdztse , 100
request LOftets) ylsd dzgd W
| ;ﬂgﬁgmg‘w Rdzls j 6o O § sz yj degdw W Od 1000
lopcuactent] Fsipscription- |1 j g Sn  SE§ 6@s ¢ g e k depsi o
keep-alive fsHfdMECOR (9 fitcdtsHOR
outstanding- stsdzd yj Mlso ts tsls dzts ) § dadzr 1
publish-requests |f sz yJ dzd i HOdzdzr = s f ¢t
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: J1 Od d&3d dzts e , 1 20y dzd
“ItNI] fowodjls [dmOddy b dsts dry O d

monitoring- . . .o
) 1 Of tcOh do O d3r 2s Yyt @Y B tc o
lems-quete s daf stz © o fsHygne (P

38312 § dMmMOdzed § dsmallien@confe

A O 2@dpaclient.confew o dzw jCladipg¥ ¢ Z te Oy d ts dzdz” & d2y Q@ BE2Bds. H ¢zvO dzdz" 2
WO2dz dzOr tsH J Iy Ols QAL j= >/ ¢ o n/dpaclent/s c ad a 2

ljtjuid d sfdhodkd@p POt @dgs b add. o IsOBdzdy)

v OB d&Zd®D! OO Ists” ¥ 02 O Csmadidngosrts Oyd d ¢

. 1 Od d3j dets @ , 1 20y d dzd
g4 Cud f Ot O®) Is {fdmOdad § b s oy O d
, delay-after- . .
[spaclient] request 1 OHjtYC0O fsmdzy Blsfte®o O

391 Ofls o EPCAc s dzded 7§ s sdzj dzls 5o

3911 OMtets?2 SO wULIT
lted dzj sBratsHd@sMIsd dMfsd L e Oded W ) ftetsj Clsy oF
ftoj HEMd3OodsjsdgDIs d L d & 5 s O dethz® &0 M Is &6 5.2 MabiaDB d dzfostgreSQL H dzW
OB s5ls' ASCADK.R
rdzv sBifmMfjuydiddy OttrndodtetseoOdzdWw HOddzr »  BtOB
ZOMmlstetsdIs! :
- "0l 39101, 391.2);
- sH fd Mtg ke d tc 529 dgcft13.1@).

3.9.1.1 MariaDB

39111 Bhdj Mo jHjddWw
[ dzv  EMmis Odzts M&iaDBis sy B z:j Is pw
- 9 [Windowsd 9 @BOMIsj tej BbOdmaLods! ( ¢ i3l sdzj dzls ¢}
Ordodiso Odzedv e, L OLj B3 dz0 oNMadeDB;Cj ¢ Odzdz” j e ¢
- 9 [lWnuxo EMlsOdztse dlIs! f OCZnwriagh®k3rl.2)s c ad a
]l ftesyj M BERASCOMBEDESdH OY My sdWOPaztcOydd wuvig
- 9 uWindowsd 9 COlsOdztey HOdzdzr =, ECOLOdzdzsd3 ots 9 tc
¢ D a\toafig\database\mariadb\conf.d\99-ekrascada.iniée ;
- 9 [ d"Astra Linux, Debian
¢ Var/ekrascada/config/database/mariadb/mariadb.conf.d/99-e k r ascada. cnf e

- o[ u¢ dz! dlsc¢/var/ekrascada/config/database/mariadb/conf.d/~ekrascada.cnfe .
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NO2dz CtsdalV e zteOYd d d3ef wzd [(3OfdAs wlz] By f § toj wJ, dz'te j L Astalf) ddgnisztg
Hdzw dL digjodziyigddry 7 sSflsddi3dL Oydd tcOBTsisT vl o MmMblse j
QolssdizdOIsdL Oydd
d sfdmOdsd j S Qds)Hddad=pf] i @2dz@ dzr  a20.ls OB dzc

Vit yj d

v OB ZRYD! Otc O djWs@? & dz¥ d ¢ Lw®ONyY d

1 Od o34 dztseo O
f Otc O d3j Is te G

{fdmOded |

] 20y dzd
F i3ts dzy @ d

bind-address

IP-OH tej M fhjteo j 6O, YjtejiL
ftoddztsy j dzedv s (¢t [, L it
tcOLtej N OjIsmw HtsMIskzy € 11 H
1dapj dzdi OO IstcO® EMlsOdzOe
Htsfiiskzd € 41 HBdyJjdz BT Is! -t
OHt] MO Mjte j 6O

0.0.0.0

port

1 & 5 TEP] & .ls O
1 ted dL &34 dzjudednds ' , Ysts o
fsltejeljlsmY LOHOd]] kOSE
¢l sHMdMisj BO Oter d ojdeddspd@idzdtyl
Y 9C &ZOHC O ¢ n@sdddflosr Y § Ot
fsicle)

56282

skip-name-resolve

[Sdzs yjdadj  to] tse0E@L theas® dadk v
Hisd3j dzdz’ j dJd3j dz0 Y§tod-lj ©a P
ZOMstes2 COR Mjlsd. RMItd L
EmMCstew jIs fsHCdEnjdd] dBS
dzj Cstotcj Clsdalzé -figjOBasjstizO .DN S

1 tod dzj 5B n tschifigftiisisty SDfizd @ Y d &y PNS-
fj oo josiS dzs ydls! tsfyds fElsy
f OtcOBRj stetsdg Md 3o s dz@ ) s B3} dz

tmp_table_size*

[OCMd RO dz 2 ©OL &Bjte otsj iy
fitejn 1§ j Ozt
tj Stsd3j deH lz j Isipw  daj o3j dzj jJ 12§

128M

max_heap_table_size*

O¢C Mmd BOdz' dz" 2 tcOL 34 to o te]
JtcOIlsd o dzts 2 f Odzw Isd . 1 ts
fsd L s kv, o ssd  ud
sd3j y 2lstsydz A H O dzdz" ~ 9
Odzd 3" = fetsyj HEZtG.

Oyd ded § sBHEy dBSsdz! M j  d dzd
f Otc O d3jtnpidadle size

— 110 @Y
gEEI=

128M

lower_case_table_name
s

1 OMtes2C 0O tjedMmiste® Hdzw

[ Odzdz" 2 f OtcOd34 Ists fitcj s toj
ZOMmstes2Cd wuvip HAW tBJ MY
gvlr o [ Windows ftdr tej
I ded B3O URLid3] dzj dzd § § OtOB st O

innodb_flush_log_at_trx
_commit

—

iINdds MsateOdzj ded § N 2z t6 dzO dzO
- 00 MsrtcOdsj dad j H OdfdzWad SCofn
WO2dzO ttOL ;8 Mmj SkdHkE
10 MsmrtcOdzd dzgdJ HOdzdz" =~ yg
WO2dzO ffmdzy CORHB2 i j
20 MsnteOdzj dzdj HOdzdz" = o
sfjtwoydd, WVWJE&moydw wO0o2
td Sz dzH g BEOdzts e d Is ! 10 dzO w J

bojddujddY B' flstesH j2Mmlse W
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1 Od &3 dztso® O¢ [ dfhodad 1 20y dzd

f Otc Odsj Is te d b dsts dzy O d
. . s1 h H ObpdDE:
nnodb_bufler_pooLsiz | 1 ¢ s dsj dzn bz jokOy S0 W STl k2 f dats 3 768M
UOOBWISQ'
t OL a3 ¥ O2 dzOInngDBtc dz@ irP ts dz! L Iz
915fnfnls®dztssdz;dzq"” 17 fted Bls¢
{4 Stsd3j dzH Iz j Isfyw :

166M

- h v
innodb_log_file_size* Hdzv  dzj B tsdz "MPR56My g 4

- Hd&zvw Mmtej HdzdNO 16 @ 51
- Hdzw Btdz h@&R4Ga 1 : 2
YJ B Btsdz! h j ) Iz e dz0 dz, Is§ d3
otsimis Odets o izPdzede” = PisBezj 4 35§
* lted dzj yoOdad fz0y j dzd W f O tc Gnagitdble tsizee , ¢mag _heap_table_sizee ,
¢innodb_buffer_pool_sizee , inngdb_log_file_sizeé L OH O¢ Isfqw o o dHj L dzOy

- 1 H§ W Is diydidple:) d3d
- Ki(lKi=10°B 02 Is
- Mi(AMi=10°B O ) Is
- Gi(1Gi=10°B O3 Is
- Ti(ATi=102B O3.1s
- 1 Hetdudets?2 (BJddz2Otedets?2) MmdMmlisg d3g :
- k(lk=2%B O)ls
- M@AM=2%B0OJ;ls
- G(AM=2¥B 0O s
- v THA2%BO2YIs

1 O IsXcCdff to d d3J dewftdshfrifrj tc § L GfdMariaDBE
-9 Jg Wi mdtppws Of M ¢ sd3 ERKRABQADA: Databaseé 9 ts ) dzO M Is
cudzzy B e
- 9 "wlLinuxo f t€ s d3Q dmystemctl restart mariadbe.

391121 Oflses2§C 0O to] § dzd S N qWiHrOtzdar <
td ¥ dzd %O Wdo dedzr 7 u 0B 7O @ o Of ) Qidgdi s o 3OMIs j 6O ks
EKRASCADA (3.1.1).

391131 OfMbEs2C 0 tjifddSOydd HOdd = o [ Linux
J ftesyj MMmJ IERRASERS 4 do s fdate jCk@ascada-2-mariadb
Qo lstsBOIsduj M § Ofy OUABB tizls §) 18 dz¥ e jzticdSI @y d d

-9 [ d Astr a Linux, ®ebi a
¢ var/ekrascada/config/database/mariadb/mariadb.conf.d/99-r e pl i cati on. cnf .
-9 {u ¢ dz' Is 0

¢/var/ekrascada/config/database/mariadb/conf.d/~replication.cnf.disableé.
[ dzv dzOMmistets? € dd3dey W Hzd € Odfy Mj teo j OB ddp JsBF:Jste d B
1.1 jtej dd3d dis@OXEsdz e ztcOydd toj f dzd S Oydd:
- 9lua Astra LidhgoPepebrahni om.c®aeplicaiansnéelb| e e

- ol 4 ¢ d& clsreplication.cnf.disableé o ¢~replication.cnfe .
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2. 1 WOodgsdzt dezteOydd i dzdik O dgnetsdd @& misOdztso d
L dz2OyJlddddgd 2, tslsdzdydetsy tsls L dzOyj dedw, dzO toj f dzd y
3. 1 J te jfLiz@f Ist) dzlz ymsakdadb ¢ ts d30 dzsysteémctl restart mariadbé.

3.9.1.2 PostgreSQL

39121 Bhdj Mo jHJddWw
[ dzv [k Mmls Odzts BPoStdreSQLIsStgj B 2 IsMmw :
- 9 [Windowsd 8 &3Ofmisj tcj BiOdase&tdOIg! € tsBY tsdzj dzls
OtcrdJodtectso Odzdw e, L OIsjd3 dzO oRosifPas@lj ¢ Odzdz” j & ¢
- 9 [lnuxd EMlsOdetse dlIs! f OC-J-pestgcesgler3d2)c a d a

I fesyj M) EKRASCAB § 6 sHsA) W O 2 dz6 s dz¥ d ¢ B PestgeSQL.
lijtejyide , OmMfif sdsy Pdss ¢§JisPdaddgQoaR, 23.

v OB ZRYDOt OMY sz PA=fL sdzv d ¢ fRoStgefQLo [ 4 Wi ndows

AO2 dz t O sdztsy j ded j

pg_hba.conf ¢ s Ols O dzis@ dzdzicohfig\database\postgresqme, G H j & M j 1 i)
PostgreSQL

postgresql.conf

archiver.conf <s Ols O =HzB dzdz\ config\scada2\archiver

v OB dzRAOt OMY s dzs ¥ Pl ts dz¥ d ¢ f RoStgreSQL o [ ¢ Astra Linux, Debian

AO2 dz t OfmY sdztsy j dd j

pg_hba.conf c/var/ekrascada/configidatabase/postgresq/wmaingé, & H jm 8 o j 1 fi)

PostgreSQL

postgresql.conf

¢/var/ekrascada/config/database/postgresqgl/m/main/conf.dé, e HA 0 9 j tc

99-ekrascada.cnf PostgreSQL_.
' 1 OtcOBY Ister H WO @Zztz Gote W IS ' cdastgresql.confe H
fiteitsftedHjdzded™
archiver.conf /var/ekrascada/config/scada2/ archiver

v OB &ZRJDOT OMY tsdzts ¥ Pl s dz¥ d ¢ B RoSgreSQLo [ ¢ dz' Is
AO2 Az { O sdztsy j dad J

pg_hba.conf

/var/ekrascada/config/database/postgresqgl/conf.d
postgresql.conf

~ekrascada.cnf /var/ekrascada/config/database/postgresql/conf.d/conf.d

archiver.conf /var/ekrascada/config/scada2/ archiver
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Cst¢.
ZCOL' o 08 Is fiz Hp@w te)j s j H d dzgj dad v

d $Ode@HAy

ftedoe jHjdr e0.ls08ddyj

v OB ZRAD) OOk ste’ W 02 dzso

0-01032 @

59 W02 dzis o cposdlgraesqgdda.on

Ctsde¥ d 6 e Oy ek rcapsacsatdgar. ecsoonlf . e

0] j dztse O¢ . dzOyd dz
! qodtedséldy s tc O [1dmOdd Y d351$;u0({j
IP-OH tgj M tco j 6O, Yd ted L
SR R S
: L H J H, .
listen_addresses 1dz®1{j dzq’j f OLOB) ISt O szr]lerdzO 0.0.0.0
Hemiskzy € a1  Hgdyfjiide jedz lsyg e
OHtj MO Mmjte jtcO
1 5B TEPY Stels O
lted dL d3j dzjudednds ' Ybsts o
port fslstcj BEJj Ismw LOHOdzq’J sO¢ ts 56282

¢l sHMmdMmisj BO Otndodteise Oded W

Y 9 C&ZOHC O ¢
ftstelsé)

IHGsEBdRf @ Y f Ot

password_encryption

dbze stedIsdz =~ J
dn

[ dzw OB BIsT
¢ OLmds!

ML HOddd ddd dLdddjddd .-

hJtese Odzd ¥ 1 Ots 5 (

EKRASCADAN dzj 5B 7 15

ssl

1 € dzs U ded § / 5I5€ dz% g dzd fts Mt
d3J  HEKRASCADA e u fn f sdgsh + & ]

SSL/TLS.
[ dzw OB BIsT
ZCOL Ols! of f

off
BEKRASCADAN dzj tsB n 1S

shared_buffers *

{Bl jddMmy sdz L
Cihdtctse Oded v
C s d3j dzH kzdpjls
jt60Olsds dzts.?

—
Q—.

MiEE20s d o dzs 2§
HOdzdz' &, ydloj
My d2g% s H s i)
f Odsv Is d

1250MB

work_mem *

CMd dzO0dz! dzr 2

dz dzts L Od3y
ts dfj jdisifn W

fsdz LtsoOdz HdzW SHddets?2 Y J
fesmMO. [ Mmdd t§jLoydy bt
Hil dfmMfsd L s Ols! ot d3j dz

tscp,l j QIS 14f tHeBWAs ¢

1 150MB

Hdzw jIs o' f tsdzdzj dg
M sd L 59 Ols!  dzgj

maintenance_work_me
m *

‘*—w@“—swrcas‘@=R

Md 30 dz dzr 2
ExdeOdzdw BOLT HOdzdz' =~ 600MB

sBl jd&3 § O™ |
iy sdz L 50 Ols!  dzj

effective_cache_size *

s*ngﬂn

dz
¢ & dig jdsif v
d

R.UJ

©
&
Ej

9 BWJ

B MotsBGHMGS?2 ( HGMISEY d
tjdzOdz,q’thsathOHdeGH@mh ditd 4GB

Is dzO shardgd buffers

wal_level

UthSJ&dzJHJlsOdchL oydd d dgW tstp 5@ 1

feso j Hj dede 7
edf zdCOydd:
[dzv Cotetej ¢

dzj 5B - 5H d d3sSlogedl OL Ols ¢

H sy jtad@syfirfldzts My Is d
Is dats 2 tc J HKBASCADY (

logical

log_destination

[ ilssH L Of dMmd eAstad@idetsypdz’ 4-u 1 1

[ &Zv SlstsB tc O

EKRASCADA dzj tsB - SH d d3ts'sydy'OL Ols ¢

Jdzdw tslsd&zOH tsydzg | 'syslog'




82
st ¢. 0-01032@

1 Od d3d dztse O . 1 dz0y j dzd
{0120k, Is 15O {1 dmOdd b s dry O d
* 1 ted d3g yOdzd § 02Oy j ded W i Otc O dfjateds mifferse , ¢ work_meme ,

¢cmaintenance_work_meme , effective_cache_sizee L OHO® Isfqw o o dH ] o Qz0sY
oHotsdydes?2 (BddzOtcdes?2) o MmdMmlisj d3d :
- k(lk=2%B O ls
- M(AM=22B 0Yls
- G(AM=2¥B O s
- v T=H2*%B0OYIs

r dzw  ftedd3d dzj dzdv f OtcOd3 stetse B 64 .p 7 jtdg MmO ctfcjzte £ LOO fPLOfig
o' ff sdzdaw § Ismyw :
-9 [u Widdaysiise ORd MmdMmisj dit o delz yas'delztsy § ded d
- 9 "dLinuxd C sdRBOdagHIsSYst emct | restart postgresql e.

3.913ud3J dz2O w v J rLinex [ &
YistsB T fdsd ded Is ! sH dzz MaviaDB dz@FOstgre®}r afrlzd (dzOtsB Stetsls)
EMlsOdzso S 52 dzsots? wuvi | dzgi sBrtSHI B lsCde ydls: EfmlsOdzets
[ dzv 1 fisdgS sk | I S dzdig sy § tc VS HSAB® dzH '
- systemctl disable <1 >;
- systemctl stop <4 >;
, &HpPO dMmYf sdzr L & dzOmariaghe. d dddstgresqgle ) .

I fdkzy0o,] kejadnidad wojidERi HEjls EejHdls! v, ylst
EHOMG jugs Yy MeR©Ods do@ ( dz0fteddsj 6, §sSOLOded™ fdc dzOdztso

39141 OfMlstets?2C O Y sHMdMIsj @3 Oterdo dtetseo Oded W
rdzv fsumdmisj i3*  Qfte ~edjoddjtaasd(xidifte’ss s in y bigy dzOMmisteddIs
MariaDB d dzHostgreSQL.
vyissBr fjtejCdzt ydis! tcOBtslskz f tsH fi/fldmsDBoz] =BG tHUdIdps (P o
1) [ Is€ tcWI®2 akchiver.confH dzv toj HOO WS dL &3 dzd s+ L dzOYJ
cdbypee dzO ¢ g odzgmagadbes ql é
] Oy dzgBL o3 dzj dzd j adfcBiledeénfe¢ dzj sBrsHd B fteseo sHJIs! ¢o
sBdztseo dzj dzdv s1 .EKRASCADA
2) 1 dzw f tod d34 dzj ddgde -~ o odg@Mmistetsj € fitcjLOGtkzL dls!
Otcmrdodtwe @dzc § dzd Ws@wd d tslsy
- 9] &Windowsd Mtcj H Mish i3 plted dztsy ¢ deckE B " €
- 9o "wlinuxd ¢ ts 30 dasystemctl restart archivere.
r dzv ftedd3d dzj dzgdv § OtcO3J stetso dswcy.Blzjlsmw f jteiL Of 2Mmls
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3921 OMstets?2 €O Web Apache?

3921 Bh dj Mo JjHJjddW
[ dzv tcOB BIsT EKRASCAJDAIs hdgftscas ofdiad j dzgls© d ilstsB Oy |
Web-fflstcOdzd yoOr dMi tsdzjj ok j EmMapWehe?2.
r dzv kmlsOdzso §d apache2 IteijBlkzjlsmw:
- 9 [ Windows 0 o BOMIs jicflsOdzso € d o BtOls! C s sdad
tsls 5B tc OXYj Wathf j tco j3td.a); (
- 9J "wlLinuxo EMmlils Odzts o d Is ekragcadlf-yebe (¢cH dzv  tc OB BIsT 5 dzgj L O
f tetsls s Chdpzlz d dakrascada-secure-webé ( Hdzw OB BIsT s L O
ftoslstsC sdXl2ht t ps,
stsdW deztcOydtsdeds j 2202 tzh W Bmac he
- 9 a#Windows 8 ¢<s OIs O Hz® dzdz\Data\config\database\visualizer\c on f . d e ;
- 9 ¢lLinux 0 c/var/lekrascada/config/visualizere.
Il 1Isdrn COOdseOn rttOdzWIsfw Mmdzj Hize P j WO2dz :
- Hdzw L OhMdh jdedetsets MisjHddel dzgdw htt ps:
- 100-ekrascada_apache2_s.conf;
- 110-ekrascada_web-arm_s.conf;
- HdzWv  dzj L QEsEhts) dy s htgp:dzj dzd W
- 200-ekrascada_apache?2.conf;

- 210-ekrascada_web-arm.conf.

39221 Ofstts?2 ¢ We picO
1 jgdz d S §ioGddk Sedabdc rWaimgdo f8Go j 1 j d 9251508 dz

OB ZdBD | OOk ste’r W 02 ks § sdkdaste@ydd apadbe2 s.

ekrascada_apache2.conf e

1 Od d3j dzts o . . .
f OO Is {1 dMmOdz § 1 A0 datf B3t tizty O dag
, 1 Els! Hs dMmf sdz' L ] disa| \<sOls O dztOdtzdzh ~
Define CertPath L Oh dh vy dzdzts d3 htipg 3 d d3d ¢Dataé\certs\ekrascada_http.crt
Define Port | 5 BITEP 5t s OWebdn'j g o j O - 2283 H@Y htt
- 36533 Hdzw ht

} tod agP dzd J :
*ZWOZ Mjelsdi SO0 Hisdyjd Hsks jlsfise so Ols!  fdzj H

SOl CtHdteso Odzg WenfysH J toy Oded W
O2dz HBdJjdz MtsH]toy Ol MY debsBtdEGO@OIds d JjceB
LOhNdWitctso Odgdgtsdz © dH J

= ==
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3931 Bh dj MmojHjdedw

l sSHMdMisj BO X ztedzOdzd tetso Odad v

N EtocBOdzd tetso Odzgd™w Nx 1 og

q i) ORdasIO fiAdA & : H dzv s 7

- YktcdzOdzse OB BIST CoiRf sdzj delsse EKRASCADA;

- fsB Isd?2
s s o3t s dzj dals

ANO2dsdzf d e fff@sw i Myls § d3r

ddzt sted3Oy d wdppssi?. B j L 5§ OfMdz

f sHMd M| Bk Mk DidaRe s © © ezt 530Is d yj S d 1
ElsOdtso Cd dzf Bsets Stiftsdz dzs® EKRASCADA.

- 9 [Windows 8 \<sOIs O dztOdizdzicehfig\logger);

- 9 dLinuxd /var/lekrascada/config/logger/.

I [ Wi ned@wsef QOd) EEH fMdMmlsj dr

) 2 tctzO iz & z® ® G s MW :

3 k2 1o dzptfyidis ©O dady™

ftej Hadsh BOMISj 6O EMisOdNBEW VL BKRAZSERDAS dZOfk s ls!

- tlsOyds

WO2dzse Y ktodzOdztseo tcOB BIARG;
- 4ty dzOf tc O dzj dzcRl dz® Iz & dz biztizef J

39321 OfMtes?2C 0O twslsOyYdd Y EztodzOdztse
[ dzv dzOfmtemYd (P L Of fiadzPHbQUtzB 0 ) EtedzOdztse dzj 5B R
L dzOyd dzed v ff Ote O d3Jclvém/skpascada/toffig/idgper/conf.d/01_rotation.settings.confe.
st d MOdzd J f O tc@ degtasida seftings¥ddfe dzOYf tegf © j H | dz"

1ty dz d
s OB dz@68y j

v OB ZPGD) OLOd) Iste’ ¥ 02 &zO WO datatiprsetingsigonte ¢

sd3f sdzj dzlstso

fjtejter .

1 Od d3d dzts @ O dz

f OOdj Istc0O

{ ff MOded J

1 dzOud dzd
E dsts dzy O

1 OMtes?2C O ¥WO2dzse Y ktodzOdzse tOBBIST C S G

define
LOG_ROTATION_MODE

tdydd3 slsOydd WO2 dztse :
- ¢sizeéd f 5 ttOL B gz W 02 dzO
- ctimeed 5 o tcj d3j dzd

size

[OCmd BOde Qe 03 ®2 zBe2 st ZMS (
M sdz L so Oczdj GtedmlsOo ¢ d
(BqddzOtedzes?) Mmdmlsj &kj:

E_COUNT_VALUE

define - k@k=2%B0O2ls
LOG_ROTATION_BY_SIZ - M(@IM=2%B 03;ls 10M
E_VOLUME_VALUE
- G(AM=2*B O).Is

] OOy Iste dmf sdz L 2§ Ismw Is

tej 3 d ckidee

s sdzd yd Mmis a@dzv ndg'~ s dz0 HdMmY
define WO2dztse BlsdZzOH sydz -~ ) Iz tc dzO dzt
LOG_ROTATION_BY_SIZ |(® SCtslstster 2 duY s L Ofdm: mtg10

1 OO st dhMisd LEjkshy s

6 ¥ dekidee
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1 Od d&3j daetso Odz - 1 dzO Y J dzg
f OOd Istc O [ W mOdd ] b s dry O

ssdzd yj Mlsets Hdgi?2 RtcOdaj dzd W
define WO2azsd&zOBtsydz' » Y EZtodzOdzse B §
LOG_ROTATION. BY Tl [t slsOydw W O2 d&se o f tsdzdgv j Isf] 90
ME_DAY_VALUE 1 OteOBj Iste dMftsdz L 2jlsmw Is
o ) JeBOi me e

1 OfMtets2C O WORdztce Y ktoedzOdztso d deW stc 3Oy ts dzd

define tdydd3 eslsOydd WO22 dztse :
SECURITY_LOG_ROTAT - ¢sizeed f wOL i3] Loz ; W O2 dzO "time"
ION_MODE - ctimeed 5 9 tcj d3j dzd

[ OCd B0 de Qg dff @2 B 2([SE Y 2 MC ¢
M sd LsoOdedj GtedmlsOoCd
(BqdzOtedzs?2) MmdMmlsj &&j:

define - k(lk=2%B O3} s
SECURITY_LOG_ROTAT " 10M
ION_BY_SIZE_VOLUME_ - M(AM=2"8 O3l
VALUE - G(IM=2¥B O2.1Is
] OO®j ste dhftsd Lizjlsmw s
64 3 dcidee

stsdzd yj Mlso ts MrtcOdzv § d&3" n
WOddzse SlsdzOHsydzr 7 Y Iz tc dzO dzt
(9 Skt 2 duHYIls LOYdMm! M 10
1 OcOd3j Ists dlénff ws dz* ls tzdp! € ]
tej ¥ dckidee

stsdzd yj Mlso s Hdzj 2 - tc Odzj dad W
WO2dzse GSlsdzOHtYdz = Y Iz tedzO dzt
t slsOydw WO2dtse or ff tsdzdz" j Isf] 90
1 OteOB§ Iste dmf sdz' L &z j Isfyw Is
tod ) deBOi me e

rdzv fteddsj dagj dedv dL d3j dzgj ded?2 o WO2dzy SCosdWdebkzteOydd
-9 l ¢ Wisndo jL Oddzldryfndzizly B cEKRASCADA: Loggeré 9
shdeO figlsiSglz y B ¥ €
- 9 Ju Lnux 8 fjLOfEkMmisdIs Mdtodm f sH Md iflssidgigsdzH ¥ [z t

¢systemctl restart nxloge .

define
SECURITY_LOG_ROTAT
ION_BY_SIZE_COUNT_V
ALUE

define
SECURITY_LOG_ROTAT
ION_BY_TIME_DAY_VAL
UE

39331 OfMstes2C 0O fjto] dzOf teOQo dzj dzdV > kZtedzOdztse d dzW¥ tstc 3O

r ztcdzORzI R tcOdzvdg@ W fj tow j ol § M BH O A O2 dzf  t6OL B M O Is
COOdsEj, kS OL Oddatsds egdefindzSRCHRIEHYLOG R Y, disctdGic O\ d 5 dzdzts G t
| <s OkOdzse¢ HIiE/tagger/Mxiod.comf.n

EKRASCADAY SHH jtey do Oj s ¢ § teggEapdptcifiptais sdzdjrdzdz® bk H Odzy dzdz'
md o)
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393311 jtoj 2O tcOQo dzj ded J Y EZtedzOdzseo i Yy HEZ Mjtco j tOd3d E
1jteHHOYO Y ktedzOdztso R J BdYHE MJjdco nis@dze o JE K it joERids @/
Qo s sB@BOIs JlzOMmYylsitdOd o O Isfqw Qo lstsBOISdyd MSd § tc EKRASCARBS dzj dz
ltesyj M o Cdzt yO,  Is:
W s tc di3d o ts g @RAIZHO
/| < s OIsio@atzdz" cohfig/logger/conf.d/32_security.remote.project.server.conf;
LOfdMm! o WO2dz fOoLOd3j stetso :
CcHosotIP-OHte] MO dEMijpHtde j ese fesj CISO;
cPorted 9 n BHVYTAPYH stelsT MMjHddr Mo jtese f tots
15 Ed@tsdzyOdzd® /B dzf tc Gadfedz@rse R d fAPHE{ds talskz j5Isifiv. | dz
dL d3j dzj dzdv dzj sSBAGSHJ BS:
d®  tod dzd dFPIs &8 tg B dzj :
slsCter Is!/ 4PODdzse H OltmmerMxod.comf;n f i g
dz02 Isd friginPutsysiog_tcp>;
dL d3j ded s’ L dzOyj dzfqQte § @B OB s BBO] Bts | .
dBEslsf 0 gzi¥s stesdzj :
slsC ol B2 dz
| <s OIlso@atkzdz cohfig/logger/conf.d/32_security.remote.project.server.conf;
gL d3j dedIs! L dzOyj dzfQite § @@ OBE s BP ] Bisj .
Yyistsenl d&3j dzgj dadVv CtsdeW JeztcOydisdzdzr 7 W O2dzse o Milskzy  dzqd
fMd cofdii Md Misj 3" Y ktedzOdzd tetso Odzd W :
9 [ d Wisndo fjLOfEMmlsdls! ERREECARAz  Loggeré 9
sMdzOfiglaCdglz ¥ B 7 €
o wLinuxdo o' ff sdzdzd Is* c¢SyseCGtdmstart nxlogeé .

3.9332) jtoj dzOf g dzy EtedzOdztso dzO Mmlsstesdzded i MJ tco j tor
ltod dzj sBrSHI@EMIsd § & Bdd O ty iz dedia(jdy ol © f 36!
9 [d& Wi:ndows
ZC OL @Od d3j dzts ododdefiPiOH tej M EH Odzy dzdzs® 5 3@ I5p 1§ J
Z Mmils O dzts RAICARAK
9 [L#nux:
4ty dds detso Ols ¥0O2d c8hfsdcesabt ger
¢31 _security, remote.conf e
9 W 02 dgj 3 becurity.remote.confe z ¢ OL @®d d3j dzts odQZHP-P H tc §
ZHOd ddtsc sdToR-tketsls 0o § OtHOsRIdisBoAE; ¢
fJjtejL Of iIpfipk ofrizldn § t€ 5 B3O d@ystemctl restart nxlogé .
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3941 OfMlses2S 0 (umfdhehEdiL Oydd ot dj dd NTP

Il sHmdMmisj &30 Md dzn to s dzdozjO8EEd 1o d d5Ote | 3dzizd M d dzn
f ol s NEREZOS MOBses M) o j ts@EE MRASGADA S M

o ted d3d dzd ;
Ciydd Miojwd Hiw sSlfteOoCd o) dj dzg

to s dzdf LSO Y d ¢
stcts?2 Mise ,
LIssdBz fmjteco jtekz, o LOadMddisMmisd ls or BtcOdedetse s toj 4 d &3O

i ddgd fdzgs © HdzW MddemtesdedL Oydd o te] dajlsdzdin Jfip] tdoots)

9 f sHC dz¥

CsdiiBddzd totso Odzdz" 2 tojydd3 HdzW SHddztso toj d3j dzdzs 2

Coyjfmlsej SCddjdlsO d Mjotejttd® otej d3j dzd

sddzrntetsdzd L Oydevr thtsdedyy Jdgmw Mtej H Mis o G dgff Mtff tstsils & Aste d2@zd N
ntpd/ntpsec( & L OoadMmMddsmisd Bls [ Miteo jtO® d jY ojtmdd) .
sdW dektcOydsdeder | WO2dzr ftsHMmdMmlsj &3 Mdder tetsded L Oyd

9 J[Windowsd 9 COlsOdzscGjy HOdzdz' m, EZSCOL Odzgdzsdz o s

¢Data\config\ntpe ;
® [lnuxd © BHEsEBMdz]jHEZE R COlOd&Zscetse,
odteimdd 1

letc/ntp.conf;

/etc/ntp/ntp.conf;

/etc/ntpsec/ntp.conf.

3941ssdzl ( C Oy sHAREH Mg Mlsj &&F Mddem esdedL Oydd
liteduyid d sfdmodd] fit@der@eds]fisidefsonj HYjO' dZB ¢ls OB dzd y §

v OB &ZQYDO! OwLOd) st nihdF dzO

9 LOsadMm

dlstesC O o .
CdW JezteOyd sdz {fdnod J

H O dzdzicehfig\ntp\ntp.drift’ | ot j d3j dzd Isj S zh dd3 Mmj tco j tetsd3

driftfile '<sOlO|} £ls! HE Griikezd0 CZHO LOJdM' o Oj s

logfile "<s OIs O
H O dzdztlog\ntp.log"

l1klst Hts WO2dzO0 M lsdzOH sydz dzdogfiek t

< Otc O dzjalghc - enableauthd 9 CYj dzef etso j 6€ d;

1 Cdzs yjded g/ tslsCazs yj dedJ 1 tcTPsiyjtdcCod taf

disableauthd tslsS dz yj dzedj ftetse jteld

1! WG & Q2@ O0kd, dmnfsd
Hso jtoj todzdzs e 5 5 XS #ZOOBKNT Pd
fSHCdd yv j dssets kEMmstes2 Mo O.

keys "<s OIs O

H O dzdzicéhfig\ntp\ntp.keys" ({SEYHC BT 7 dzscs) ) :

CqWtctso MDBIIHAL SHA256 d Is. H.
<f Oteted'inj Stoj lsdzOW MtesC O (O

LzJ &3
dHJ
ANO2dz

< dats dz,jStalzs Yy O> <Odzé sted Is i< f @& tdkio P dzd
<dzts 34 to_ ©Sdz#0y Oz dzd ¢ Odz! dz" 2 dHJ dzalsd W

<Odkz¢stedlsds h W% icBo Ofad of dsj dgv j dsr 2

s d )

o te] d3
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slstcsC O 9
CodWdektcOyd sdz

{fdmOded §

RH dZsqW dC O st ¢ dzs ygiRkeysj L @ Sadz® L
sBd@3jdzgi §OCjlsORBd BIYHE EMlstets? Misg
trustedkey <L dzOyjpdzd j |[RH j desd W d € Olstster dsckzls B Is4 L OHOd
(gustedkey1 2 13¢e), Is0¢ d o o d HtustedkgyC
(1 é 20)¢)
sfzfmisd BOYJ da@ dtc OL ded yr o toj d3j dzq
fdMmisj &3 &3d yOMOBd Isj Sk jigitcs i@
tinker panic 0 teOL dzd Yy d o toj d3d dzd Btsdz! M j ¢ OL O

ftesosHdIsMmw :
00 tslsCazs yjodzgdj Htetso jtel d

tos<f Otc O Bz j<ls telzO Y J

pdzcstcdlsdz o Bstc©® YOMtse Hdzw it dzf
minclock 46 v € OL Odzed J d3d dzd d30 dz! dgtdrplstds Y&i
ote] d&3j dzdC B l§ BHds dzy dB " Is ! HisME ] fdayd s
Cototej € dwvdsdstf toj H j dzj dedwV ftedL dzOC O
1 [ ntp/ntpsec;

minsane 38 v & OL Odzd § d3d dzd d30 dz! dgiIEldss Yt
Hdzv  dzOudodddOs ts dzdfi OOY@L]T o GBI EZDC o 59
f toJ H jtdsOiaxdist ( f-isdz3sdzy@dzi # 5 Mj S kdzH " )

server < OH tefgthyj H d dzj
<f OOk Iste>

1 OteOd3j Ister dMmistsyded ¢ O o tej d3j dzd :
RMlssydzd ¢ Odsd o toj o3 dzd d3STEPHS teo’ jBe B
sOC B3 Mz yoy ZCOL " ateiflsmiy 6z03
} tod a3 to:

server 10.0.0.1<f Otc O d3j3As te T

server 10.0.0.2<f Otc O d3j>As te T

<f OteOBRj Ister > iy ddiO MddemtesdadL Oy
NTP-lj tco j tc 5 d3:

prefer o ECOL Odzd J 9" BlcOdzdzts @ ts mJ
ftoedtstedlIlsj Isdets G t5;

burst diburstd toj Y s tcOo Cd oL Of G fipts | tc
9 COYHBABR ydSdzj MddemtetsdzedL Oydd:
churstt 0 SO C O LOftesMmtse fm o HJ
sB 4 MY 4 ud dzd v or MsC 52 Is t5 y ddts ) Is1 D dz
ey ddd ydsdz MddntetsddL Oydd L Odzdd
ciburste 0 BlsftcOQoa O LOftsMBse BJL Hez
o J dzd ud 4 ded W mMe stesMmisd fd dzr tcts dzd |
ejyddisj ftsorhojlsmw dzOH ] detsfyls: f &
minpoll <L dzO yjp dagxpoll <t dzOyJ d&f d&3d dzd 30O dz!
BOC Md 3Odz! dets B N H z-T jstf dejsth)@ GH O oNA
L dzOyj ded v 7 Ny g SEa@H ¢ 2

}tod o34 to:

minpoll6 6 o3 dzd 3O dz! detsj o @Y MY etsMO
maxpoll 108 &3 dzd 3O dz! daets§ o toP=dgv0 4] tefifs fn ©
1 jtedsH MddemtesdzdL Oydd otej dzj ded
ERtsHO o dzzlstej dzdzed = Y Ornitpell. 6 dIm@xgoll 0S¢
tOMmMUj bdetsy otej Bj dzd 3 My lBo SH G tishipes
sls 64 Hts 1024 Mmj S EdzH
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slstcsC O 9
CodWdektcOyd sdz

{fdmOded §

fudge <OHtJ M Mtsy
<f OtcOBPIste’

] jtojSitoj HY@c®ABj Stcso o dzj M dzgj G 5 1
<OHtjfm Mtsj.Hddzaj dad W >

<f OLOBplswdY §jtjsftwojHjdjddy dof
stratum <L dz2®y gl dzdzd dzd dzd | Ftctso dzv
djtcOts d fistpEsbkicj NTP

] EKRASCADAd Mff sdz' LSEQUs: iyw

server 127.127.1.1

fudge 127.127.1.1 stratum 3

[ Odzdz" d&3d MsesC OB EZ2COLT™ 9 O smw,
dMmlstsydzed $ O otej d3j ded dMmY tsdz! L &z Ismw
Ptesodz?y 3 o dJjttOtrnduyud M 524 litds toHz e
Ylsser ld[ntpsact fipyd s Odzs MmjBvw Mdder t5d
slsmizlsMisodd odzgjhdedr dMmistsdzydSsa 9

restrict < OH tefijtdnj H d dzj
<f OO Iste>

[ eteOdzd yj dedw wHdzw Mt Hddzj ded 2 :
<OHtEy Hddzj] dz§ Vv Cslsstetsdizz Bilsdzatsd s
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EftcQodzj dzdw 11, B4 M J wdo QrOedshc Siots tei1d@dmls orO ddgo tMhdztse
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PegakTop

KA ¥paHHRMOA NPOLELyPE sp_PeriodicAnaloghinute

HaBop 3HajYetiid CUMHANDE 33 NepHo € 3343HHOW JHCKDETHOCTEED,
BosepaluakoTca:

- 3HAYEHWE CHUIHANOE

OnwWcarwe XpaHuMoR MpoUedyphl - AVBO MIMEHEHWMA 3HAYEHWA OTHOCWTENLHD NPEAbLIYLIAYK EbIBHDAEMED SHAYEHMA
TOrO 3TOTO We CUrHana

MapameTpbe:

T LR R ;
Kisan Mapametp Tun 3HAYSHWE N0 YMONYSHWMHD

1 fara, spema aDay Hata/spema TeTEKBPEMA%:

2 Yacosol noAc alimezone | Yacosol noAc %YACOBOMMOACH:

3 | MepemerHbe varlds MepemeHHkIe

4 Mepwog period MonoxuTENEHOE Lenoe ynong 30

5 | Sraqermne(0)/Mamenerne sHaqeHns 3a nepuog(l) isBalance | Norvyeckui 0

Tekcr

BEGIM

SET @startTime = CONVERT_TZ({ aDay, '+00:00", aTimezone };

SET @startTime = CONVERT_TZ{ DATE_FORMAT( @startTime, "%Y-%m-%d 00:00:007 ), aTimezone, “+0000° J;
SET @endTime = DATE_ADD( DATE_ADDY{ @stariTime, INTERWAL 1 DAY ), INTERVAL -1 SECOND J;

SET @currTirme = UTC_TIMESTAMP;

SET @valuesList = "=

SET @varindex = O

SET @variablelds = varlds;

SET @varld = SUBSTRING_IMDEX[@variablelds, ', 1);

WHILE LENGTH{@warld} = 0 DO
SET @variablelds = SUBSTRING{@variablelds, LENGTH({@varld) + 2);

CALL dbEkraScada.E5_PREPARE_INTERVAL AMALOG VALUES tblPeriodicAnalogValuesiMinute”, CONVERTUNHEX]@varld), E

t MEzaiee t jHOC Is@Gded B'ter §tesyj HEte

tJHOC It ntcOded B = HtosyjHlzte MsHj oy Is:
- dz20d d3j dztseo Odzd j RteOdzd BBs?2 fesyjHlzter woay
- sfdMOded] RtOdkd®Bs? ftsyjHEZE
- fjtjujdr d sfdmMOdedj eontHA 7 fOO®B)lstese DO
- kjCMmks fteOdzd Bs?2 HtoesGPL EZter o W istodzOlsj
[fdMOddj rRtOddBs? §tetsyjsH zas do ok gOMWYE sHMS OL €
(tedmid2B)sCftcd o' BBt ftesyjHEZter o HBtOMYY Isj L dzOy,j dzd?
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o (B O & (B @ » S

Orobpawate | [Mpaswno | [floBasute | Quarpamma Qénacts Mapametpsl MpoBras

pT
obnactn | OTOBPEXEHWA | BEHISOE - KOMMDOB3HMA *  MEYETH nedars
A B C D E F G H J K L M N o P Q
IC 220 kB CyTOuHaA BeAOMOCTb 3a: %0THET, DATA% [aTa GopMHpoBaHKa oTJeTa: %OTHET JATAOOPMWPOBAHMAY, %OTHET.BPEMAGOPMMPOBAHMAY
Bpema T 220 | TT-1-211 TT-1-210 1212 | TT-1-221
Ib, A P, MBT Q, Mea Ib, A P MEBT Q, Mea Ib, A P, MBT Q, Maa| Ib, A P, MBT Q, Msa Ib, A P MBT Q, Mea; Ib, A
P p P P P

00:00 BHSopz....BHﬁqnz_._IBﬂﬁop:_._ Bﬁﬁom.lBﬂﬁopz.. Bribopra... Bribops
00:30 | |
01:00 PefakTop BBIS0BE XPEHUMEIX NPOUERYP X
01:30 -
02:00 b &3 Monssosatens Xpanuman npouesypa BeiBiopka no mukyTam v '@
02:30 b U Crpykrypa ofwekta Xpanuuas npoueaypa sanacu | BREOPKa o MiryTam 0|
03:00 B
0330 Pasmepel obnact oteeTa By B Habop sHaueHmid curHanos 3a Nepuoy, € 334aHHOR AMCKPETHOCTBIO. r

- @ Bosspawatorca: =
04:00 Hanpaenetue sanonxenns (@ R P E T B
04:30 Crocof packpackn B| - 1w vamener SHAUEHMI OTHOCHTENEHO MPEAKIAYLLMX SEIBMPAEMEIX SHAEHMI TOTO 3TOTO X CUrHana L
05:00 ﬂ N BuiGopxa no gram_1
05:30 e Buifopxa no mecayam_1 |
06:00 Mapamerp N npeasiayumx spibopok_1
06:30 [lara, spenn ] MrHMansHoe sHaueHe NO MUHYTam
a7:00 Uacaso nosc MiHMMaNEHOE SHAUEHME NO AHAM
07:30 MunvmansHoe sHasenve No MecAuam -
08:00 Mepentennan MuHMMansHoe sHauere No MuHyTam_1 i
08:30 Mepuog MuHumaneroe sHauerve no gHam_1
09:00 nauenme(0)/Mamerene 3 | | MuHIMansH0e sHauesme no mecauam_1 N
09:30 MakcumaneHoe 3HaUEHUE NO MAHYTaM I
10:00 MakcymansHoe SHaHEHUE N0 AHAM
10:30 MaKCUMansHOE SHAYEHUE MO MECALAM
11:00 MakcimaneHoe 3Ha4eHue No MuHYTamM_]
11-an
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PegaxTop

WMIMA XDaHUMON $yHKLHK f SavedFundction

OnKcaHWe ¥PaHUMoKH NpoLeay Pkl

MapameTpss

H™ . ] F
I||_|'I '|_;J ';. .l o

41

HMwam Mapametp Tun 3HaweHKUE MO YMOAH3HW
1 NMepemerHan parameter_V8HCwcs4dx Nepemertne |0

2 fara parameter_vBwuSTeOkKS Data/spema 0

MocToaxHEas |:|

MenonbsoEaHWe gaHHBIX ConepsmT oneparopsl, KOTOPbIE YMTaHT daHHsie (READS SOL DATA)

TekeT:
BEGIM

DECLARE variableType INT DEFALILT NULL;
DECLARE result MVARCHAR(100) DEFAULT MNULL;

IF varlds 15 MULL THEM RETURMN MULL; EMC IF;

SET @wvariablelds = varlds;
SET @vwarld = SUBSTRING_IMDEX{@variablelds, ', 11

WHILE LENGTH(@wvarld) = 0 DO

SET @variablelds = SUBSTRIMG{@variablelds, LENGTH{@varld) + 2);
SET @D = CONVERT{UMHEX{@varld), BINARY{16)):

{ qiNdz213 [ jHOC st NOdddr & Whkde€ yd?2
49, OfMes2C 0 kOdh o

VL jJulted WiftsH j to) dIs dzOMlstes2C¢Cd ttOMy dMOdedw, ¢ Odzj dzH Ote
fjtejotsHO yYyoOmtse.

] SOtedW dztsdz wWOMy dMOdedd d ¢ Odzj &OBg & 8w B.opdE)Y Jj s
ftesWddzw fsiSlsO. 1 IOtedWwditsds teOMY d i Odad 4(8.16.2) § f cilis'W j oflsctiry
ftesy CO.

491t O d O ded v
I ©OL b Qlpf d MO dzd s dzdzw | sMw  dzO M s to 15 2 PO decRATIUIRRIG 5 tc O f)
vlstekClsktc®  tOMY dfioded W ZOMistcOdo O] Isfw Mt HMlse
Mf tOo syded € tso .
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w =i ByaHu

ino YMOAYEHIO
b ==t CybBoTa
b == BockpeceHse

b = 01.07.2024-31.07.2024

| QK || Otmena |

tdmzda28e t OMYf dMOdedj . Rdzlsjtco Oz OMY d MOdad W

Pacnucanue *
i @ 2 Tun Mpazanvk -
v A Netnuid ceson Dunetp Arm Hegenn IZI
» = 01.06.2024-30.06.2024 Pacyer dakTnyeckod MowHoCTH
4 Crint 6 kanexgape ByaHu IZI
b = CyBBoTa Crune B oTueTE Byarm m
b =4 Bockpecerbe BuixoaHoi |

b == 01.07.2024-31.07.2024
b = 01.08.2024-31.08.2024

| QK || Otmena |

tdmzdxwe { OMYf dMOdedj . sObjcestedd Hd"
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Pacnucanue bt

ol [ e = -
o v || 3] |5 | |= Dopmar TekcTosnlid -

v & Netsui ceson Yachl makcumyma

- = 01.06.2024-30.06.2024 WHTepsans 00:30-23:30
» === ByaHu
b= CyBBoTa
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b = 01.07.2024-31.07.2024
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TapudHbIe 30HEI

[ 4 no YMOMYEHIHD
4" Byanu
= 4 Brogroii

¢ ]

DuneTp:

| OK |[ Otmena l

t Mz [ JOzse o BtstcO® Ik OtedW dats?2 L tsdz

4925 Odzj dzH Ote?
] teQLdg Odzj dzH®'telf tsdzdzg j sfv  &zOMistets? ¢ O 128)0 dzlf tz@@ W ' ( o
ljtejyjde , odzgjhded?2 odH  tsfdmOdzdj Ctsdi30dzH B OCIststc O

Pacnwcakvs | KaneHgape | Mepesog Yacos

e ——HEDD .
Fog Mecay JeHe DeHe Hegenu KaTerapua gHR
1 2021 Maii 1 cy660Ta -
2 2021 Mai 2 BOCKDECEHBE BockpereHse|
3 |2021 Mai 3 MOHEAENEHWE
4 |2021 Maid 4 ETODHMK
5 |2021 Ma 5 cpena
6 2021 Mai [3 YeTEEDr
7 2021 Mai 7 MATHALE
g 2021 Maii 3 cyB6aTa
g 2021 Maw 9 EOCKDECEHBE
10 2021 Mai 10 MOHEAENSHMK
11| 2021 Maw 11 ETODHMK
122021 Maii 12 cpega
13 | 2021 Maw 13 WETEEpT
14 2021 Maid 14 NATHULA
15| 2021 Maii 15 cyBbaTa
16 2021 Mai 16 EOCKDECEHBE
17 2021 Ma 17 MOHEAENSHMK
1§ 2021 Maid 18 ETODHMK
192021 Maii 19 cpeaa
20 2021 Maid 20 YeTEEDT
21 2021 Maw 21 MATHALE
22 2021 Mail 22 ty660Ta
23 2021 Mai 23 BOCKDECEHBE BockpereHse|
24 2021 Maw 24 MOHEAENEHWE
25| 2021 Maid 25 ETODHMK

t Mz d2B6 { OL HS Qizj dzH Ots !
v OB dZBQUD) Odzj dz2 JdzmMlstckz B delstso 6 HOCIssteO® € Odzj dzH Otew
s sdi3OdzH O I dH {fdmodzd j

l1jtej2id dz2O ligines o Cin' HEh d2 .
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s 5 dBBOdzH O I dH {fdmode §
bl py SIRIMEINED gy jeinien @0 Maiukrhd2 B MYy g
bolssdRO d WO dzso C O Hd" &3 Is
14 dzj eOydw € ONK ¢ - s )
: et Odzj dzH Otew MiEissisdhg Is € Olsj e sted 2
Hdzj 2 L O g m"y (4.8.15.1)
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MpWBA3KA | OUALTD | MapaMEeTPLl COBAMHEHUA MO YMOAUAHUIO | XKyPHan | PyuHOl BEO4 | MOHWUTOPWHT | MOHUTOPUHT COBLITHIA

H I .:C: MpueAzate COpoCHTL

-
o

PoauTenbCkui obLekT

1 CnyxebHble cOBEITUA

2 OObeKT.INCKPETHBIE CUTHAE
3 CBLeKT.JUCKPETHRIE CUTHAME
4 O6LeKT.ANCKPETHBIE CUTHANE
5 OObeKT.INCKPETHBIE CUTHAE
a6 O6bekT.AMCKPETHBIE CUTHANLI
7 OOLEKT.AMCKPETHBIE CUTHANE
8 OOLeKT. JUCKPETHBIE CUTHAME
g O6bekT.AMCKPETHBIE CUTHANLI
10 OObeKT.INCKPETHBIE CUTHAE
11 CBLeKT.JUCKPETHRIE CUTHAME
12 O6LeKT.ANCKPETHBIE CUTHANE
13 OObeKT.INCKPETHBIE CUTHAE
14 O6bekT.AMCKPETHBIE CUTHANLI
15 OOLEKT.AMCKPETHBIE CUTHANE
16 OOLeKT. JUCKPETHBIE CUTHAME
17 O6bekT.AMCKPETHBIE CUTHANLI
18 OObeKT.INCKPETHBIE CUTHAE
19 CBLeKT.JUCKPETHRIE CUTHAME
20 O6bekT.AMCKPeTHBIE CUTHaNbI
21 [f] | OBhekr.ANCKDeTHRIe CUrHARL

HMmn
CnyxefBHoe cobritue
CBAZL C yCTPOfcTEOM
BLIEQ B PEMOHT
AMarHoCTHKA.COCTORHME Apai
AuarHocTuka.Onpoc yCTpoicTi
JnarHocTrka . CHHXPOHU2aUMA
ANarHocTKa.COCTORHME CHHX]
AMarHoCTHKa.KOMaHL3 Koppek
AnarnocTvka.KoMaHga CHHXpC
AuarnocTvka.CocToRHME 0OMe
AMarHoCTHKa.COCTORHME 0GMe
AuarHocTvka CocToRHNE 0DMe
AuarnocTvka.CocToRHME 0OMe
AWarHocTika. CoCTORHME 0OME
AnarHocTrka. NpeBbilueHne M2
AMarHocTHKa. KaHan ceazu
MNopagok YepedoBaHWA daz
AuckpeTHele Bx0bl.MCKpeTHI
AWMCKPEeTHbIE BXOAkLAMCKPETHE
JWckpeTHble BX04blANCKPeTHI

AnckpeTHble BX0ALLIUCKDETHL

CUMEC/BHEIR 3apec

$172.16.9.5/#COM1/0/!DeviceConnectior
$172.16.9.5/#COM1/0/!DeviceRepairvaria
$172.16.9.5/#COM1/0/! DeviceDriverStatu
$172.16.9.5/#COM1/0/!Devicelnterrogatit
£172.16.9.5/#COM1/0/!DeviceClockSynch
$172.16.9.5/#COM1,/0/!DeviceTimeSynch
$172.16.9.5/#COM1,/0/!DeviceTimeCorre:
£172.16.9.5/#COM1/0/!DeviceTimeSynch
$172.16.9.5/#COM1/0/!DevicePollingStati
$172.16.9.5/#COM1/0/!DevicePellingStati
$172.16.9.5/#COM1/0/!DevicePollingStati
$172.16.9.5/#COM1/0/!DevicePollingStati
£172.16.9.5/#COM1/0/!DevicePollingStat
$172.16.9.5/#COM1/0/! DeviceTimeAccur:
$172.16.9.5/#COM1/0/!DeviceLinkChann¢
§172.16.9.5/#COM1/0/!Satec_EM132_Fun
$172.16.9.5/#COM1/0/!Satec_EM132_Fun
$172.16.9.5/#COM1/0/!Satec_EM132_Fun
$172.16.9.5/#COM1/0/!Satec_EM132_Fun
$172.16.9.5/#COM1/0/!Satec FM132 Fun

SnemeHT npoexTa

Desktop\Cepeep1\Kanent Modbus\Mopt ceRsmEM 132
Desktop\Cepeep1\Kanent Modbus\MopT cERZM\EM 132
Desktop\Cepeep1\Kanent Modbus\MopT cEAZMVEM 132
Desktop\Cepeep1\Kanent Modbus\Mopt ceRsmEM 132
Desktop\Cepeep1\Kanent Modbus\MopT ceAaM\EM 132
Desktop\Cepeep1\KaneHT Modbus\MopT cEAZMEM 132
Desktop\Cepeep1\KaneHT Modbus\MopT cERZMEM 132
Desktop\Cepeep1\Kanent Modbus\MopT ceAaM\EM 132
Desktop\Cepeep1\Kanent Modbus\Mopt ceRsmEM 132
Desktop\Cepeep1\Kanent Modbus\MopT cERZM\EM 132
Desktop\Cepeep1\Kanent Modbus\MopT cEAZMVEM 132
Desktop\Cepeep1\Kanent Modbus\Mopt ceRsmEM 132
Desktop\Cepeep1\Kanent Modbus\MopT ceAaM\EM 132
Desktop\Cepeep1\KaneHT Modbus\MopT cEAZMEM 132
Desktop\Cepeep1\KaneHT Modbus\MopT cERZMEM 132
Desktop\Cepeep1\Kanent Modbus\MopT ceAaM\EM 132
Desktop\Cepeep1\Kanent Modbus\Mopt ceRsmEM 132
Desktop\Cepeep1\Kanent Modbus\MopT cERZM\EM 132
Desktop\Cepeep1\Kanent Modbus\MopT ceasM\EM 132
Desktop\CepeenTi\KanenT Modbus\(onT ceazm\EM 132
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CECHCTES MprERzKK O6eexThl JWCKpETHBIE CHIHANEL AHENOTOERIE CUTHANE Cxeme JeitcTEnA
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« Ixcnopr - O X
Meuats 3kcnopT B PDF 3kcnopr B Excel -
A B C D
ObnazatencHblt  PoguTenscknil o6bexT Uma Tun
2 Da O6beKT.[JMCHpeTHbIE CUrHalCBA3b C YCTPOWCTBOM OBbIYHbIA |
2 [Oa O6bekT. [IMCKpeTHbIe CMrHa/BLIBOA B PEMOHT OBbIYHbIA !
4 Oa Obbekt.[luckpeTHble curHasluardocTuka.CoctoaHMe gpaneepa OBbIYHbIA
5 fa Obvekt.[lnckpetHble curdallnarHoctmka.Onpoc ycTporcTea OBbIuHbIA
6 [Oa O6bekt.uckpeTHele curHalnarHoctmka. CHHXPOHW3aUMA BPEMEHN OBbIuHBIA
7  Da O6beKrT.[JMCHpPeTHbIE CUrHal[lMarHocTMKa.COCTOAHWE CUHXPOHU3aLMKU OBbIYHbIA |
8 [Oa O6bekt. [IMcCKpeTHble curHasuarHocTMka. HomaHaa KOPPEKTMPOBKK BPEMEHW OTNPAaBAEHa OBbIYHbIA !
Na Obbekt.[IMcKpeTHble curHalnarHocTMka.KomaHaa CUHXPOHKW3aL MM BPEMEHH OTNPaBaeHa OBbIYHbIA
Na Obvekt.lnckpetHble curdarunardoctmka.CoctoaHme ob6meHa AaHHBIMK - YTEHKME TERYLWKMX 4atOBbIYHBIA |
1 Oa O6beKT.[JMcHpeTHble curHallnarHocTuka.CocToaHWe 0BMeHa JaHHBIMM - YTEHME apXMBHBLIX 0iO6bINHBIA |
12 Oa O6bekt.[IMcKpeTHble curHaluarHocTMka.CocToaHue 0BMmeHa AaHHBIMK - YTeHKWe perrcTpaTopOBbIYHBIA |
12 Oda Obbekt.[IMckpeTHble curHalunarHocTka.CoctoaHMe 0BMeHa AaHHBIMKM - CUHXPOHM3aUKWA BPeOBbIYHBIA |
14 [Oa Obvekt.lnckpetHble curdarunardoctmka.CoctoaHme obmeHa gaHHbIMK - YyTeHKMe ocumnnorpaiOBbIuHBIR |
3 [Oa O6beKT.[JMCHpeTHbIE CUrHal[lMarHocTMKa. MIpeBbILEHWE MaKCUMManbHOW KoppeKkTUpyemoit pasOBbINHbIA |
16 Oa O6bekT. [IMCKpeTHble CUrHalAMCKPETHEIE CUrHanel. JUCKpeTHbIe BXoAbl. AMCKpeTHbIM Bxog DI1 OBbIYHbIH |
7 [Oa O6bekt. [IMCKpeTHble cUrHallMCKPeTHEIE CUrHanel. JUcKkpeTHble Bxoabl. AUcKpeTHbIH Bxog, DI2 OBbIYHbIA |
2 [HOa Obbekt.[IMCKpeTHbIe CUrHal[lMCKPeTHBIE CUrHaabl. JucKkpeTHble Bxoabl. AnckpeTHblid Bxog DI3 OBbI4HbIA |
% [Oa Obvekt.[lnckpeTtHble curHallMckpeTHble curHansl. JuckpetHele Bxogbl. AnckpeTHblid Bxog DI4 O6biuHbIA |
20 fa O6beKT.[JUCHPETHBIE CUTHAJ[IMCKPETHBIE CUTHANbI [UCKPETHbIE BXOAbIL. AWUCKPeTHbIHA BXo, DIS O6bINHbIA |
21 Oa O6bekT. [IMCKpeTHble CUrHalAMCKPETHEIE CUrHaabl. JUCKpeTHbIe BXoAbl. AMCKpeTHbIM Bxog, DI6 OBbIYHbIA |
22 [a ObbekT.[IMCKpeTHble CUrHal[lMCKPEeTHBIE CUrHaabl. JUcKkpeTHble BXoabl. AnckpeTHblid Bxog, DI7 OBbI4HbIA |
23 [Ja Obvekt.[lnckpeTtHble curHallMcKpeTHeble curHansl. JuckpetHele Bxogbl. AnckpeTHbld Bxog DIS O6biuHbIA |
24 Na O6beKT.[JUCHPETHBIE CUTHAJ[IMCKPETHBIE CUTHANbI [UCKPETHbIE BXOAbI. AUCKPeTHbIHA BXoa, DI9 O6bINHbIA |
25 |,El.a | O6bekT. [IMCKpeTHbIE CUrHal[AMCKPETHEIE CUrHaabl. JUCKpeTHbIe BXoabl. AMCcKpeTHbIM Bxog DIL(OBbIMHbIA |
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PyuHoii BBOA | MOHWTOPWUHT | MOHUTOPWMHI COBBITWIA
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137) ECOLTM90QjlsmMw HOLO, L O (sltsttlkzt dgj sBR SHJNB
ftesmMBEslstcO.
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| M I DUNETD I MapameTpel COSAMHEHNA NO YMONHEHWD | Hyphan | PyqHO# EEOL I MoHWTepUHT I MOHWTOPMHI COBEMUI |
= 1 Crpywrypa oBwexTa Aartbie |
b T ogvet [naenan
- I;I OEberT2 .
- XpaHuman npousgypa LT ':'_.i. .oon A
4 BuiSopia (1 ’ S @ % oo0 | o+ 8
" Buigopka KT Bribopka no MuHyTam
- 'QJ CHETHMK_33
4 Buisopka KT dpamMerpe -Ep
- W cévenr3 As A- R+ R-
" BuiGopka C1 1 1,00000 0,50000 0,00000 2,00000 .
" BeiGopks KT 2 200000 0,75000 1,50000 4,00000
b I Cuenn 33 3 3,00000 1,00000 3,00000 £,00000
v T Cfverr usweserinn 4 400000 1,25000 4,50000 500000
5 500000 1,50000 £,00000 10,00000
4 Buisopks KT § 600000 1,75000 7,50000 12,00000 3
b T Cuerm 33 7 7.00000 2,00000 5,00000 14,00000
g 800000 2,25000 10,50000 16,00000
g 5,00000 2,50000 1200000 18,00000
10 10,00000 275000 13,50000 20,00000 —
11 11,00000 3,00000 15,00000 2200000
12 12,00000 3,25000 16,50000 24,00000
13 13,00000 3,50000 18,00000 26,00000
14 1400000 3,75000 18,50000 28,00000
15 1500000 4,00000 21,00000 30,00000
16 16,00000 4,25000 22 50000 32,00000
17 17,00000 4,50000 2400000 3400000
15 1800000 475000 25,50000 36,00000
19 18,00000 5,00000 27,00000 38,00000
20 20,00000 5,25000 28,50000 40,00000
= 21 2100000 5,50000 30,00000 42,00000
CDum:'rp.' -
L 3 OO0 =ti=fa"a'ul 21 SA000 AA OO0
tdmMzads e 1 SHtcOLHQIdEdztePL H § 2@ dzO dz
[lononHWTeNbHbIE NapaMeTpkl x
[lata, spema 30.06.2020 11:11:40 ] v |
Yacosoii nosc (UTC +03:00) -
Mepuog 30 @
3nauenue(0)/Vsmenerue ]
| OK l l Ommena I
tdMEza3E6 [ sf sdzdzd s j @A @aBiIstfr o7 L 59 O

4105r tedzOz Istcj 9 ts5G

t OL Hrjlde dzO dz IS(tetg p fipEBR)S ¢ 5B 4 MY § wd 9@ O Is:

slstsBtc Oy § dzd §
Wsted3d tetseo Odzd J
d OeaOted?;

fdtd yde”

B nOdzdL &3 f sSHIso jtey Hj ded W

d
Yyo jlstse 52

ftsfls tsw dzd 2

sftseojh jdadw

fld ¢ dzO dzts o
Mdec dzOdzdL Oydd { tgde tsfeL ds.

Is t

5 fMhlsswc
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MpWEA3KK | ©unbTp | MapameTpbl COBANHEHWMA NO YMONYaHWK | HypHan | KYPHaA TREEOT | PyuHoii BEoA | MOHWTOPMHT | MOHWTOPUHT COBBITHIL

K... Jata/Bpemsa BozHMKHOEe... Bpems noetopHo... Ko... Bpemsa... [autene... Bpemsa kBu... WpaeHTudukarop... pynna cobeith

I'IC2=23.11.2020 11:16:02.018
NC2 =23.11.2020 11:16:02.486

|061=ex‘r1, O6bekT2
0O6bekT], O6bekT2

0
0

AC =.23.11.2020 11:16:11.736 0 |06'bex‘r3
0

AC [=#123.11.2020 11:16:13.852 O6bekT3

t dMzadd86 { OL Hrjatc dzOdz Istcj & G

ststelsdesoa CO fjtojydew Istcjotse orf ff sty g ikt S dzej oy St
Colsstetsdidz Istej Bz j Isfptcls ¢ to tf as@idnzd Is 4 j thyj yJ dz MlssdzB ysse IsO
Msof OHOjIs ) oW ddzj B4 dzOdzO Istej o s (

sodldieso Odzd] Istcjotse d OoaOttd?2 NktedzOZzZO Istej o ts5¢G
CdzOodhd 3" hd fts 9" BteOdzdzts?2 Istejotsej d OeoOtd(d.

t OLHf e dzOdz Istp) xBlEtczC sEtcO® b &ERPOJ sy © dmHaLd O
WO2dz0 dzdygidBBFdsHEdigts ctisOB SIsT ) ZtedzOdzO Is EBKRA Stadio.e ff to d dzts y

4106t 2ydets? 9 9 tSH

t OLHf ydets?2 6BEMEIRMC MsH | thHfiplsofiptc 0 0o SHO L dzOyJ dzd 2
Hsdzésotej dgd dgdzz® 1 1. tOLHjdZ MsHjteydls 4ty dz HdmCt
lotsH LdzOyj dzd?2 COYHBGEt Mdc 2Ozl ydzs sdzdzsplsmw 5 € 53O

v wi} Mpoest Ceolicrea | Mpuerskn | OBbekThl | JQWCKpETHLIE CArHansl | Axanoroskie curhancl | Cxemsl | Jeictewa
» ¥ Mpoduns Tekcr | Mpoduaw | Ordernl | Macnopt | dwnetp | fJadssie | Mewsutopudr | MOHWTODMHE COBBTAR
L Tapudsl Lankkle | OTaetsl | PyqHow 5804
1
« -l Crpywrypa obberTa AWCKPETHEIE CAMHANR! | AREAOTCBRIE CHIHaALI

D

41

w BuBanorexa cem

&3 Nonesosatenn Wian Pyutioil BB
* bl Crpyaypa T 1 Auckpennsii curvan [ Praoiesor |
« B Cepsep 2 JMCKDETHBIH cursan | R — |
b 1) AmarHocTika 3 JIMCKDETHBIA CrHan3 | BT |

b ._-,',-J MogcWcresma apKMENPOSaHKA

tdmMkzddeo t OL Hijlda dzts? o9 9 SH

[ S des teisydete sSHO MtsHjtydls 9 ¢ dzOHC J:

- ] 20y GbY M ARsA106.1) . | CEZOHSC O MtHjtey dls f Odzj dz
otej di3j dzad Mdc OO d Mstslse jlsMiseolzs § §§ d d asts jL digOdn
LdzOyd dzedv MdedzOdzO dL dzj dgv s smpw s Ho 82 desdzlz € oz
F2:
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CrpykTypa obbekTa\06bekT1\Mpoduns KT\AHanoroe... X
3HaueHWA | Baza AaHHbIX

1 W e :
.#‘f;'uijiﬁ. s

g

Bpemsa AHANOroOBbLIK CKUrHanN

01.01.2020 00:00:00 8] v | 25.3
01.01.2020 00:15:00 (8] | 25.7

01.01.2020 00:30:00 [ ~ | 24.8
01.01.2020 00:45:008 +| 25

01.01.2020 01:00:00F8] v | 25.2

01.01.2020 01:15:00 (8] ~ | 246

01.01.2020 01:30:00[8] ~ | 25

01.01.2020 01:45:008 | 25.3

01.01.2020 02:00:00 8] ¥| 25.3

1001.01.2020 02:15:00[%] v| 253

L B =+ T I = T B A

it dMEzadde6 [ Odzse tkzydese s 99 s5H O L dzQ Waldrd dzdfiyd ¢ dzO dzO

1 OL O H Oztzy )z dats 9.10.6.3 2 ] CdzZOHC O ftsLotsdwjls o' B
Oidodtso Oded™, MijHMlso Ok Stlsttts? BEHEI of
Cydsets o2oGBHO. uvwkjBkjdOw fsHfdhmlsj O OwZde
MistezC Iskztcj lus g OLIOE dz@wOUEG HRsisz f dzO, Mg fbzd ZOY
Oenidodse Oded™ kyj ©ftjH OOk e i jHrjdds] dz
k dsts dzy O @d6.3).

Crpyktypa obbekTa\ObbekT 1\ Mpodune KT\AHanoroeele curianeiA., X

3HaueHwa | baza faHHbIX

ma

-~ m Crpyktypa MNTK
~ (W] .3} Bepxnwii ypoeeHs
Bl Cepeep ACY ocH

L] E! Cepeep ACY peseps

DUALTP:

t dMzadde® [ JOdzse tkzydetse s 99 t5HO L dz@\QjLdad H Ofgleflr 20O dzO .

410617 dzOYJ dzd W
1 Odzj dz' e digdels 5o Je@O v jj a®w j ey dls fdzj Hizs h dj § tsdgOdzH '

Y 1l sz ydstsBOdH 0  fydisizeQdedy  d ¢ dzd &0 € 6350 deH |
slCter o AIOPsE L Of esMO H Odzdzl72) . L) jutgj y(j tezf f) bodzsts
f QOB Stetso lsijddddiMs ¢ OO dedz’ 7 YistOpedgcBhyjjdzl 5 o € tS[dsO dzH |
HJOWtse O dZOMtesj ¢ otej d3j dedescts fetsdgy y 2SO o'
L o' BOdEs2 I LO bejBkjd 2 fsdkjyksss ot
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BpemeHHoR gnanasocH

>
(@) ABCOMOTHEIA NepUoa EPEMEHM C | 01.01.2021 00:00:00 @zl Ao | 12.01.2020 00:00:00 @3
() OTHOCHTEAEHEE NepUC BPeMEHK

i) HaumHan ¢

HauwuHas ¢ YY4:MM:CC

PyuHoM BECA W A3HHBIE € YCTPOWHCTES M

| QK | | CmmeHa |

tdMzadR® 1 Odzse L O tetsMO HOdzdzr = L 17

v OB dzBYD) Otc OB Iste’ HJOEZSEO L OftesMO HOdzdzr = dL 4

] Ot Odj Ists [ dMmOded
b B Mtsdzs Isdzr 2 JTBECO L dOyjdd?2 Mdcdaoezdod @z0P, teH
o tej d&3j ded <s sdzj ydzO®» H OISO

{Isdztsmdlsj dz dzf
§J tdaste] d3j dzd

restel O L dOyjdzd?2 MdedzOdzO L O ftojHT

S1C O L dOyj dzd2 Mmdc z0dz0 0y &z

]
ouddgow f |18
1oy 5jSbkhjdt dsdj dzls O
[ ¢t

Odzd yj dedwv 5 adHlkz dhmssyddS O L dzO
Ols: - HOdzdz" j st Yoz SHO
0, & - HOdzdz j, ftdzkzyjdedz j M kMt fmise
- HOdgdz" | tkzydesets 9 9tHO d HOdgdz |,

%]Og’q’ﬁ]OIslls CsBBOdzH ] o' f sdzdzw jIsfqpw L Of d My o
fptsH j tey Oh d A mw ) 4 ted ydad L dzOyd dzd 2 . 1 20y J dzqd
fMted HMIso O3 tHZQ,dsEISBP VWO sw o 11 Mtslse jIsMmise iz
U sBOo Sl BOdRBOD thdzv jIs HBBOoadls!: o §jtojyd d da
It CBOdzH] or LT 90jlsmw HJOdtsE dzOfistets? €4§). H sB
I1ts CtsdizOKza j f j toj yJj dz& L dzOyd dzd 2  H tOB O joffty cftdsDifpO L
dZ0 Y Oda0s<f Ol O dey® S OL Odedz’ 8 ddzls j oo Odzs s, dzOY
L dzOyj dedv, M f§tedtetshls suy didsindegdn Q6 e dgjded dzd W

>
MuTepsan 30 @ MunyT V
IHaqeHWe 2
Lar u3Menenwa sHadenus |6
flara Hauana 29.05.2023 00:00:00000 B v |
flata konua 07.06.2023 23:59:50000 & v |
| OK | | Ormena |

t Mz dA8 6 rd Odass e Ooddrj dz dzOYJ dzd 2 fd ¢ zOdzts ®
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YIrfOHOsh | B dey 56 ORPSH Y dl CsBOdHT W
dzOB Stctse HOdzdz" » ttkydsets 99tsHO 5 tLOL dzd yder &3 C
HonoddsvrnOdjddjd dd' & Ldoyjdd?2 dL d&ossKo;
2o et dzd s o Ot BOdZH O Lo jIs kHOd]l! , dL
Wstcdddtetseo Odzdz" | Mtej HMlso ORd twkydessets 99 t5HO. ]

ZOMistets?2 S d Odedzkz dzd oz j d3" T44).0 dzO § jsdgPizrig@ay jindadists Cte Iz y
99BHO MdedzOdzO L O ECOL Odzdz 2 fhedtsH otej d3j dad E

X
[lata Hauana 15.10.2020 00:00:00.000 2] ~ |
[laTa KoHLa 15.10.2020 23:59:59.999 2] ~ |
‘ 0] 4 | | OTmeHa ‘

{ dMzdwe d OdBdedze dzv yd d L dzOyj dzd 2 Td ¢ dzO dzts o

[ sMiskf dr Mmdzj HEs hdj Odéstedlkd of ydmdj ddv L doOyj d
ltedtetsfls (14 Mz dtsGBdtelz j smvw dzOB st L deP daPded 2z fi) d ¢
MO0 @ZOYUAEDEO OtsdiyOOo desd3j tdzr i3 o L Mis 5d3
zfls Odzts o dzj dzdz’ 2 Redidsjjdgisdaids 2 <

X
[lara Hauana 08.06.2023 00:00:00.000 & v |
flata xorua 08.06.2023 23:59:50.999 [& ~ |
MHTepean 30 @ MunyT -

IHaUEHME 120

| QK | | Ormena |

{ Mz a#5e [ Cdets dzOMbstes2 L gd B&HS ydd

dtcjHdzy J L @Z@UYNodaES AsStcdizdtelzj Ismw dzOB St tt0Oo dz' n
fd e dzO dzO.

[ Mdzd WikzpEdsH o ™>B tdeil JOC Isd o J dz, sts Mtej Hdzai 4 L d
MteiHd oMjr LdOyjdd?2 MdecdzOdzO M ~ttsh dd SOyJ f
[ Mdzd WiizPted sH o "> WI&ls]] o § dz,  Is@sy jfpliedj jH daj" jy difrpz | Is fr
L dzOyj dzd 2 fmd @ dzO dz@0O fO ezO> o1 BA@ ¢ sdzyO >0 BstcC
ViMtcd Hdeydedsjj dzdj HEB OO dzw jIsfpw o OB Bt dBdtse 56
<f OO dZOyYOElOIO OtsdEy @ ' B tc Odzdz” A3 RodE jdid ad@laztxiRlz <
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x
flata Havana 08.06.2023 00:00:00.000 & ~ |
flaa konua 07.06.2023 23:59:59.999 [ ~ |
HMHTepEan 3@@ Munyt V
[ Nepnog suifoprn
Jata Havana esBopru 07.06.2023 00:00:00.000
Jata koHUa ELIBopKK 07.06.2023 23:59:59.999

| OK | | Otmena |

a6 [Cdes zOMsts26 6] W tzizs yd O j dzd J

MOtOCIs | todgrtgd fiptAdiIs S 165 tojL zdz sOOB OB SIS Odz@
OB tste dL 24 ddzd 48 L dzOyJ ded?2 Md ¢ dz@adigb jdse OCo
lrBdteOs sfqw L dzOyj dzdm O tchPf dsdp@ectd | Lifd defefj IsSC O3 o to
CtOlsdr i3 f sz yOMmkz ddzd yoOfmk o L O JRNHLEsdEps@dz ts
1 20y dzd W H dzw dzOB sStc® H Odzdz’ R tczydztsets 99 tsH
OtedW dsj sdud ME 5§ Mej Hd L dzOQlsgetpe Mg efigisPedOO o @ "=
By sC OB ot d&3j ded ;

X
XapaxTepHale gHuW |Z|
[lara Hauana 07.06.2023 00:00:00.000 ] ~ |
flaa koHua 07.06.2023 23:50:59.999 5] ~ |

MHTepEan Monyyac *

| QK | | Ommena |

tdmMzadEe [ Cdes dzOMistets?2 A @tc® ©idzf g H dzd

vsdf seots?2 ¢ @WHfeassc [ dzv ¢ @Oy @dzez®8 stedsd tolz j Ismw

fMtcj H deddaOy j dad 2 OO dztsd d Yydetsc s M EidzOHAO0 ¢ dzO sj ddifc
Mmd e dzO dzts o sdf se s ts sBl jCIO H dzw ZMmtej 1 dzj dzd
<MOtOSCIsj tedz j> daddmjyr EkMmlsOdztse dzj dzdizls 3 to® 1© fidiz] fizfizs d t
o' BtsteCd oCdzt yos Ismw Istsdzr S5 Hdzd ,<s BOtsF s & jcld i ls & Hz
(1 EHded, wbkBBBIO, ItMCtejMmMjdy j, 1tOLHddS) .

1 0Btste L dz2Oyj dzd? Mde dzOdzO Wstedzsdtelzj Ismw fklsy d3 t
L dzOy J dzeflyd dzB B dzts ¢ s-d3ffdidefls dBt0G s L dzOyj ded v M d ¢ dzO dzO
f OtcOd3] IRtgifls | €)O0dzL O o' B 0@ded2C Jsj ddnviy* .d&3d vy Ofmse s
dqdzlsj tco Odz W sted3gdtelzj smw CHEo hiz 3D H B8LBR yPiQFa h &
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x
ObnexT <He seifpans EI
XapakTepHble MECALH EI
Kareropuw gHei Byanw, CyG6oTa, Bockpeceree, I'Ipa3,q|—
Mecau 062023 £ ~|
MHTepean Momyyac N
| OK | | Otmena |

t dMzdaB86 [ Cdets dZOMstes28 Y el ydgoOw d ¢

¢ ls O ddtstele] I H4BS S A S to i3] tBbisjtds feOodd® & L dzOyj dzd 2 € OC
OdzOzsc d Yydzts e 5 M@t ® dB I § CIsO>. 1 dOyJ dzedv md
5Bl jCKO Hd&v EitejHdg ddw o [eCiseds ds@ny O dzG ooHldsjtlsy
GOMsEYh jets Bedj ds0 yjtjL L iRsEcdtondirsd Hads i |
LdzOyj dzdd HBSBOO dzW jIsfpw o dzOB e d3dztsic@lE @ Odz@ap0 dryc
HsT ©IsO Otsdiy @ ' B tc Odedz’ 3 RodES jdig ad@iplztsRiz <

x
[lara Hauana 07.06.2023 00:00:00.000 & v |
flata xowua 07.06.2023 23:59:59.999 & ~ |
MHTepean EG@ Munyt V
STan0H <He Babpan > IZI
Nata Havana ecIBopKK 07.06.2023 00:00:00.000 @zl
| OK | | Ommena |

t Mz dA86 [ Cdets dzOMstes2CHO&EAS ydd

1 zO0dztso ™ 2 (CdPWHEBES | v 2SO Qzap®¥ tstckd tclz j Isfyw

f ZOdzstso ' 7 Mtej Hdzd R L dzOyj dzd?2 Mde dz0dz0 &0 s fydzts
Bd dad 3O dz! dz" = L dzOy  dzed 2 OdzD dzis ¢ 6 g Gets) CdEO yfy dfiat| dzO dheq
kdqfsotsets Bl jCKO HM ki joH dajtcifidedss Gts @€]l4siOt ds i
Bi MWy YjtejL bkfsOdtss dzj dzeztzl j toste i) dzdptg e SH o !
pCdzs YOs sipw Istsdz $t5 Hdzd, McbOEFHISEHE Y ¢ fid @ @&,
skBBBIKO, ItMStijMmidy j, 1tOLHdd]S) .

1 0Bt L d2Oyjdzd?2 MdecdzOdzO WstedRzdiokz PEfW 3 B udgGnh®
L dzOyJ dzefiyd dzB B dzts 6 ts-dzqffaidz]ls dBt0c s L dzOyd dzd v M d ¢ dzO dzO
OOk btzO] €2)0da O o' BHcOEAR I§] tedzr j> d3j MW yr
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1 d2Oy g ded § f OtgOfjuitimi@ Is j<dz' dz" 2> g epdzv jls
Hef EfMmisddse s BISC dzsdzj dzd v sls ff ea@fzts a 'OR O 64w J dz
Hef EfMmisddistsy BIsC dzsdzj dzdj W OSIsdud MEBEets L dzOyJ ded v
1 2Oy dzd § f Olk®@y $@O s Yo Mdepapf y Is dzO© € sdzj ydz'
MdedzOdzO Mmdzj HEE h Jd&3 BBtOL 5A3:

1dl. [Cdtsdjdd] s §d&Odsor n L dzOyj ded?2 dzj

+ . 1 z0dzso s¢ j L ffapdide@izO o 1 t5q MWy tg dglinckzj < fte,

LdOyd dzdd > / L GG stzdzfE) dz' dzr @),  totsyJ dzls

] zOdzso 5§ L dzOyd dzd J ) dfctzO & @ tc dylz dayid ) ez do |

LdzOyd dzed i > /-<l8Psddddpd dr 2). sy dzls
1l z0dztsotsj L dzOyjdedd o ydmdzw jJsmw dz® 5 dedsiceizlz/dz 1 &
< sftsdzddlsj dzd dz" 2 ) f o fpfedels f cOo ddzs o " ydmdzj dedv &z
sls § dzOdztse " = L dzOyj ded?2 dzgj HBTIEMEOJIsmw.

t Mz a6 [Cdzs dzOMstes2 K kO &R YOV d S

t Offyy IsdzOv W totddglzdm®S A tstedBdtelz j sfw  dzOB st L dzO
§f sdzlz yd dzdz’ n fzlsy &z fjtejmyy sO L dzOyj dzd 2 H O dzdz
<t OfpyY bdzs?2 W.ptssBE dpj L 2Oy dzed v twOMMydlsr o O lsfyw
9" BloOdzdzgs 6 5 fd ¢ dzO dzO .

1 20U ded Vv B o O Isw 5 W stddykdiag >y d lapdiz'b,) , b
MzOe 0 il jdzO WO dz! dzsj L dzOyj dzdj T ¢ldz®uizO dz0 g © dzis dg’
LdzOUjdedj 53 sHEeOLE®R] 90 sy §jteotsj L dzOUJ ded j
<r OO dz®yOdzO

[C et HOSC sdteso Odzd Y YW sl (rsL § Bdhzzs® ' BteOls! Wt
fjtejmMyuy O d LOHOI! L dOyjddy §jtjdjdd » a d
WsteBzdzr . 1] 0ot YOMmisd ¢ ezt Bishgs @O ORE KL O
[ dztsy dlsj dzt OE®D) B judzb) .
































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































