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AHHOTALUA
HacTosawmn oKyMeHT ABNAeTCa onMcaHneM npumMmeHeHus komnnekca nporpamm EKRASCADA
(aanee — EKRASCADA).
[lokyMeHT npegHasHavyeH Ansd noHumaHust obnacTter NpUMEHEHMs KOMMeKkca nporpamm wm
OLIEHKN BO3MOXHOCTW BKINIOYEHUS €€ B NPOEKT.
JOKyMeHT coaepXuT cBedeHWss O TUMOBbIX BapuaHTax WCMNONb30BaHUS U OCHOBHbLIX
KOMMOHEeHTax KoMrirekca nporpamm.

HacTtosawmn gokymeHT aktyaneH ana KM EKRASCADA sepcun 2.14.0
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MepeyeHb NPUHATBLIX COKpaLLEeHUN

COmpanion Specification for Energy Metering (cneuundukauus, B KOTOPon oTpaxeHa
UHTepdencHas mogens npubopoB y4veTa, obecneuvBaiowlas npeacTaBreHue UXx
G YHKUMOHANbHbLIX BO3MOXHOCTEN)

Cyclic Redundancy Check 32 (unknuieckni n3bbITOUHbIN KOA)

Device Language Message Specification (cneumdukaumss npuknagHoro ypoBHS,
paspaboTaHHas Ana  cTaHgapTu3auuMum  cooblieHur,  nepegaBaemblx MO
pacnpeaenuTenbHbIM NIMHAUSIM)

General Packet Radio Service («nakeTHas pagMocBsa3b 06LEero nonb3oBaHNSA»)
Global Positioning System (cuctema rno6anbHOro No3NLMOHMPOBaHUS)
Message Digest 5 (128-GMTHbI anropuTm XeLmpoBaHus)

Network Time Protocol (mpoTokon ceTeBOro BpeMeEHM)

Object Linking and Embedding (OLE) for Process Control (cBa3biBaHMe 1 BHeApeHNe
0OBbEKTOB ANA yNpaBfeHNsi TEXHONOMMYECKMM NPOLIECCOM)

Remote Terminal Unit (ycTponcTBO CBA3M C 06 bEKTOM)

Supervisory Control And Data Acquisition (aucnetyepckoe ynpasneHve u  cbop
AaHHbIX)

Secure Hash Algorithm (anropuTm CTOMKOro xelwmpoBaHus)
Short Message Service (ycryra KOpOTKUX COOBLLEHWNN)
Simple Network Management Protocol (npocTon NpoTOKON CETEBOrO ynpaBneHns)

Simple Network Time Protocol (MpoToKon CMHXPOHU3aLUM BPEMEHM MO KOMMbLIOTEPHON
ceTn)

Stromberg Protection Acquisition bus (npoTtokon nepegayM AaHHbIX, NpwU
aBTOMaTM3aumMm NOACTaHLMI)

Transmission Control Protocol (npoTokon ynpasneHus nepegayen)
Transport Layer Security (npoTokon 3auTbl TPAHCNOPTHOMO YPOBHS)

ABTOMaTU3NpPOBaHHaS WHOPMaLIMOHHO-U3MepUTENbHas cucrtema yyéTa
ANEeKTPoIHEPrum

AKUMOHepHOEe 06LLIECTBO

ABTOMaTU3NpOBaHHOE paboyvee MecTo

ABTOMaTU3NPOBaHHasi CUCTEMA ANCNETYEPCKOro ynpaBneHus
ABTOMaTU3NPOBaHHAsi CUCTEMA YNpPaBNEeHNs TEXHONOrMYECKMMM NpoLieccamm

ABTOMaTM3MpOBaHHasi cUCTEMA yNpaBIeHUs1 S3HEProcHabXXeHnem
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ATC — AOMUHUCTpaATOpP TOProBOM CUCTEMBI

b — bBbasa gaHHbIx

Bl — BosgywHaga nuHna anektponepegaymn

BY — BblicokovacToTHbIN

r — [eHepaTOop

MOHACC - TInobanbHas HaBUraunmoHHasa CNyTHUKOBas cuctema

ESC — EpuHas aHepreTnyeckasn cucrema

3y — 3apsgHo-noasapsiaHoOe YCTPOUCTBO

MBK —  WHdpopmauMoHHO-BbIMUCANTENBHBINA KOMMIEKC

nn — WcTovHuK nutanus

KA — KommyTauuoHHbIn annapaT

KN — KabenbHas nuHuns

KCTCB — Komnnekc cuctem TexHMYeckux cpeactB 6e30nacHoOCTH

JIiBC — JlokanbHasg BblUUCNIMTENBHASA CETb

M1 — MukponpoLeccopHbIN

M3C —  ®unman OAO «®CK ESC» — maructpanbHble 3NeKTpU4eckme cetn
HIMN — Hay4yHo-npounsBoacTBeHHOE NpeanpuaTue

OAO — OTKpbITOE aKUMOHEPHOE 06LLLECTBO

Ob — OnepatmBHas 6r1O0KMpOBKa

ony —  ®unmnan OAO «CO-UAY ESC» — o6beanHeHHOe ancneTyepckoe yrnpasneHme
OoMr1 — OnpegeneHne mecTa NoOBpEXaeHUs

000 — OO6LecTBO C OrpaHNYEHHON OTBETCTBEHHOCTLIO

MA — [NpoTuBoaBapuiiHas aBTomaTuka

MAC — [peobpasosatenu aHanorosblx curHanos (AMU)

nac — [peobpasoBaTtenun gUCKpeTHbIX curHanos (DMU)

MK — [epcoHarnbHbI KOMNbIOTEP

MK3 — [lokasaTenu kayecTBa 3MEKTPOSHEPInN

nvacC —  ®unmnan OAO «®CK ESC» — npeanpusaTne MmarmctparnbHbIX 3NEKTPUYECKUX CETEN

Mno — [porpammHoe obecneyveHne
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rnc — OnekTpudeckas nogctaHums

MNTK — [lporpaMMHO-TEXHNYECKUI KOMMNEKC

POY —  ®unmnan OAO «CO-LOY ESC» — pernoHanbHoe gMCneT4epCcKoe npaBieHne
P3A — PenenHag 3awurta n aBTomaTtuka

PIH — PerynupoBaHue HanpsKeHusi No4 Harpyskom

PY — PacnpepgenutenbHoe yCTpoOMCTBO

CKN — Cwucrema KoHTpons nsonaumm

CMnYK3 — Cuctema MOHUTOPUHIra 1 ynpasneHns Ka4eCTBOM 3MEKTPOIHEPrnn
CMIMo — Cuctema MOHMTOPWHIra NepBMYHOro 06opya0BaHMSA

CcoO — CwucrteMHbIl onepatop

cont — Cwucrema onepaTtMBHOIO NOCTOSAHHOIO TOKa

crnogsC - Crneundmkaumsi npoTokona obMeHa AaHHBIMU SMIEKTPOHHBLIX CHETYMKOB
CCrin — Cwucrema cbopa 1 nepegayn nHpopmMaumm

CyYb[ — Cwucrema ynpaBsneHunsa 6asamu gaHHbIX

CMP3A — Cwucrtema MOHUTOPUHTa YCTPOMUCTB PENENHON 3alLmThl U1 aBTOMaTUKK
T — TpaHcdopmaTop

TN — Teneunsmepenune

™ — TenemexaHvka

TOuP — TexHu4eckoe obcnyxmBaHne N peMoHT

TC — TenecurHanusauus

TY — TeneynpaBnexve

ycnpg — Yctponcteo cbopa u nepegadn gaHHbIX

N4C) — YyeT anekTpoaHeprum

OCK — ®epepanbHas ceteBasa komnaHus — OAO «PCK ESC»

LyC — UeHTp ynpaBneHus cetamm
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1 HasHaueHue nporpammbl

1.1 O6bwee onucaHue

Komnnekc nporpamm EKRASCADA npegHasHadyeH Ans  MCMNOMb30OBaHUA B cOCTaBe

aBTOMaTu3npoBaHHbIX cuctem (ACY TI1, AUUC YO n 1.4.).

EKRASCADA saBnseTtcst ICNONHMTENBHOM cpeaon, obecneynBatoien BbliNONIHEHWE DYHKLUIA

ynpaeneHusi, cbopa, 06paboTku, XpaHeHus, 1 nepeaayn gaHHbIX.

EKRASCADA gaBnseTca pacnpedeneHHON KIMeHT-CEPBEPHON CUCTEMOW, paboTarwen Ha

MHOXecTBe cepBepoB [1TK un npegocrtaBnsailowen cpencrtsa  MOHUTOPUHIA W yripaBneHus

KOHTPONMPYEMbIMA [aHHble C aBTOMAaTM3NPOBaHHbIX paboymx MecT nonb3oBaTenen U CoO CTOPOHbI

CMEXHbIX CUCTEM.
OcHoBHble yHkuMn EKRASCADA:

a) TEXHOSOrMYECKMe:

n3amepeHne, npeobpasoBaHue, cOOp aHaroroBoM M OUCKPETHOWM uHGOpMaUun o
TEKYLUMX TEXHONOMMYECKNX PEXNMAX U COCTOSAHUM 0B0pYyAOBaHUS;

KOHTPONMb W perncrpauus  OTKIIOHEHUSI  aHarnoroBbIX  NapaMeTpoB  3a
npegynpeanTensHble U aBapunHble Npeaesbl U BbIBOA UX HA 3KpaH;

npenctaBneHne TeKylen M apXUBHOW WHOpMaLMM OonepaTMBHOMY MNepcoHany Wu
APYrMM nornb3oBaTensam Ha (KOHTPOSb U BU3yanuaaumsi CocTosaHna obopyaoBaHus MNC);
oTobpaxeHne Ha MHemMocxemax obbekTa (C AMHAMUYECKUM U3MEHEHNEM COCTOSIHUSA)
3HaYEHUN aHanoroBbIX TEXHOSOMMYECKNX NapamMeTpoB, CYLIECTBEHHbIX ANA BeAeHUs
PEXNMOB N OTOBpaxeHue COCTOsHUA obopyaoBaHMsS C MHAWKAUMEN OTKIOHEHUN OT
HOPMbI;

aBTOMaTM3MpoBaHHOeE ynpasneHne obopyaosaHuem NC, B TOM Yncne KOMMyTaLMOHHOWM
annapatypon lNC (BbikniovaTenu, pasbeanHuTenu, 3asemnsoLwme Hoxu, npmsog PIrH,
TexHonorn4yeckoe obopygoBaHme: HacoChl, 3aABWKKN U Ap.);

yaaneHHoe U3MeHeHUe COCTOAHUSA NPOrpaMMHbIX OMepaTUBHLIX 31EMEHTOB CUCTEM
P3A, MA, ACY TI1, cuctem Y3: nepekntodeHne rpynn yctaBok TepmuHanoB P3A,
onepaTuBHbIN BBOA-BbIBOA, U3 paboTbl, OTKITHOYEHNE-BKITHOYEHNE OTAENbHbIX (PYHKLUNA 1
Ap.;

KOHTPOMb COCTOSIHMS W AUCTaAHUWOHHOE YMNpaBfieHWE foKanbHbIMKM  CUCTEMaMMU
aBTOMAaTMYECKOro yrnpaBrieHus;

nporpaMmMHble 61I0KMPOBKM yrpaBneHnss KOMMyTaLMOHHOW annapaTypou (onepatuBHas
nornyeckasi 6rnokuposka KA);

TexHonoruyeckaa npegynpeautenbHas M aBapunHas curHanusauumn: KOHTPOMb W
pernctpauus npegynpeantenbHbiX UM aBapuHbIX CUrHaNoB, BbiBog uX Ha APM,

punbTpaums, obpaboTka;
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perncrpaums cobbITUIA COOCTBEHHBIMW  CpeacTBaMu nnu nocpeacTsoMm
MHOPMaLIMOHHOIo 0OMeHa ¢ aBTOHOMHbIMK cuctemammn P3A, MA, PAC v ap.;
dukcaumnss pesynbTaTtoB onpegeneHns mecra nospexgeHns Ha BJT (OMI) nytem
NONy4YeHusl, apxMBUpoBaHNSA N NPEACTABNEHUS OaHHbIX OT aBTOHOMHbIX YCTPOWCTB
OMI, cuctem P3A, PAC;

MOHWTOPUWHI NapamMeTPoB KavyeCcTBa 3f1EKTPO3HEPrnN NOCPELCTBOM MH(POPMALMOHHOIO
obmeHa co cneuyunanmampoBaHHbIMKU ycTporcTBamum MK (cpeactesamm namepernin NK3)
nnm cmexxHbiMm cuctemammn (CMnYKQ3);

NMHOPMaLMOHHOE B3aMMogencTame ¢ umetowmmmncs Ha NC aBTOHOMHbIMY LM POBbIMU
cuctemamu (P3A, MA, PAC, AMNC Y3, KCTCB u T.n.) N0 CTaHgapTHLIM NPOTOKONaM;
npeaocTaBrieHne pesynbTaTtoB U3MEPEHNIA, COCTOSIHUI CPEACTB 1 0O bEKTOB N3MEPEHU
B AO «ATC», AO «CO E3C» n cmexHbIM cybbektam cornacHo npunoxeruto 11.1.1 k
lMonoxeHntio O nopsigke MornyyYeHus ctaTyca cyObekTa OMTOBOro pbiHKa M BEAEHMS
peecTpa CyObekToB ONTOBOIO pblHKA 3NIEKTPUYECKOM SHEPTMN U MOLLHOCTU;

KOHTPONb ypoBHen HanpsxkeHna oT 110 go 500 kB Ha wwuHax noacTaHuuw.
MHTErpnpoBaHHbIN y4yeT crydaeB MNPEBbIWWEHUS ONMUTENbHO AOMYCTUMBLIX YPOBHEN
HaNpsKeHNs;

MOHUTOPUHI paboTbl NepBMYHOro obopyaoBaHuA. YyeT pecypca KOMMYyTauMOHHOIo

obopynoBaHus;

6) obecncremHbie:

opraHvM3aumsi BHYTPUCUCTEMHBIX W MEXCUCTEMHbIX KOMMYHMKaUuiA, obpaboTka wu
nepegada nHopmauum Ha CMEXHbIe N BblLLECTOSLNE YPOBHY;

TeCTUpoBaHME N caMoamnarHoCTMKa NporpamMmmMHON, annapaTHON U KaHanbHOM (CETEBON)
yactu komnoHeHToB [MTK, B TOM uucne kaHanoB BBOAa-BbiBOAA W Mepenadn
NHpopmaLmm;

CUHXpPOHU3aunsa KomnoHeHToB MNMTK 1 nHTerpupyembix aBTOHOMHbIX LIMPPOBbLIX CUCTEM
Mo CuUrHanam CUCTEMbl EANHOTO BPEMEHMU;

apXMBMpPOBaHUE N XpaHeHue MHdopMauun B 3adaHHbIX dopMaTtax M 3a 3adaHHble
WHTEepBarnbl BPEMEHN;

3awmta OT HeCaHKUMOHMPOBAHHOIrO AocTyna, MHGOopmauuoHHas 6e3onacHoCcTb U
pasrpaHuyeHne npas (YPOBHEW) [OCTyna K cucteme n yHKLMAM;

AOKYMEHTMpoBaHMe, (hopMMpoBaHME U neyaTb OTYETOB, ParnopTOB U NPOTOKOSIOB B
3agaHHon dopme, BedeHue onepaTtvMBHOW 6asbl OaHHbIX, CYTOYHOM BEOOMOCTU W

onepaTUBHOrO XXypHana.

NcTtopusa paboTbl 06bekTa aBToOMaTU3aUUN coxpaHsieTcs B 6ase AaHHbIX pensumoHHon CYB[,

N Ha XeCTKMX anckax cepeepos NTK B Buae dannos ocumniorpamm nepexogHbix NpoLeccoB, 0TYETOB

W )KypHanos.
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O6meH nHopMaumen n KomaHgamm ¢ cUCTeMamMm CTOPOHHMX NPOU3BOANUTENEN, BXOOALLMX B
eguHyto CCIA, mMoxeT BbINOMHATBCS C  UCNONb30OBaHWEM nokanbHom cetn Ethernet nu6o
nocnegoBaTtenbHbIX LM(PPOBLIX KAHANOB CBA3U.

O6bmeH MHdopMauMen co CMeXHbIMM noacuctemamu, B ToM uucne ¢ ACLHY «PCK» u
CUCTEMHBIM OMepaTopomM, OCYLLECTBNAETCA N0 MexayHapoaHbIM npoTtokonam: MOK 60870-5-101, M3K
60870-5-104, OPC DA, OPC UA, Modbus n 1.4.

EKRASCADA obecneumBaer:

— ynpaBneHue npoueccamm npeobpasoBaHnst U pacnpedeneHuns arIeKTPUYECKON SHEPTUK;

—  ©OVHCTBO CUCTEMbI KOHTPOIS 1 ynpaBreHnst 06opygoBaHUEM;

— HabnogeHue napameTpoB U COCTOSHUA 06OpyaoBaHMS B HOPManbHOM U aBapUNHOM
pexumax;

— ynpaerneHne aBToMaTu3npyembiMm o6opyaoBaHueEM;

— 6e3onacHOCTb 1 kKOMGOPT paboTbl oNepaTUBHOIO N 06CNYXMBatOLLEro NepcoHana;

—  WHOpMaLMOHHOe obecneyeHne nNpPOM3BOACTBEHHO-TEXHUYECKON AOeATEeNbHOCTU

aKCniyatauMoHHOro nepcoHarna.

1.2 CocTaB cucremsbl

EKRASCADA no poay BbINONHAEMbIX 3a4a4 pasferieHa Ha cneayrowme nogcuctTemsi:
a) noacuctema cbopa AaHHbIX:
— nofy4vyeHne uWHOpMaUMM WHTErpupyemMbiX YCTPOWCTB W CMEXHbIX CUCTEM MO
pasnnYHbIM NPOTOKOMaM Nnepenayn JaHHbIX;
6) noacuctema nepefayv AaHHbIX:
— nepefaya [AaHHbIX MO Pas3NUYHbIM MNPOTOKOMAM B CMEXHbIE CUCTEMbI W MeXay
KOMMOHEeHTaMu B npeaenax ogHoM CUCTEMbI;
B) NnoagcucteMa apxXuBMpOBaHUS U reHepaumm OTYETOB:
— hopmMumpoBaHMe apXMBOB COCTOSIHUIA UCKPETHbIX M aHaNOoroBbIX CUrHANOB Y CUCTEMHbIX
CcoObITUI;
— opMMpoBaHME OTYETHbIX (POPM Ha OCHOBE AaHHbIX, coaepXalumxcsa B 6ase gaHHbIX;
— npepocTaBneHne nHdopmauumn nogcucteme otobpaxeHus;
r) noacucTeMa oTobpaxeHus:
— npenocTaBfieHne AaHHbIX Ansa oTtobpaxeHna Ha APM;
— OTOOpaXxeHne MHEMOCXEM;
— 0oToOpaxeHue TPEHOOB;
— oTobpaxeHue XypHanoB cobbITUI;
— oTobpaxeHue XypHarnoB TPeBor;
— nepegady koMaHg ynpaeneHus;

— MpocMoTp/3arpy3ka OCLMmNorpamm;
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— dopMMpoBaHME OTYETOB;
A) nogcuctema onoBeLeHus:
— OTnpaBka nonb3oBaTensM CcooOWeHnn 06 W3MEHEHMM COCTOSHUA CUrHamoB Mo
3IIEKTPOHHOWN NoYTE;
— oTnpaeka nosnb3oBaTtenamMm SMS-coobuieHnn o6 N3MEHEHNM COCTOSIHUS CUIrHarOB;
€) nogcmnctema obpaboTku channos:
— npeobpa3oBaHue ¢opmaToB anfoB AdaHHbIX BCTPOEHHbIMW CpeacTBaMm U C
ncnonb3oBaHMeEM CTOPOHHMX NpeobpasoBaTtenen popmaTos;
—  WMMOPT aHHbIX U3 hannos;
— nepegada (hannos AaHHbIX (OTYETOB, OCUUIIIOrPaMmM, MakeToB) NO ANEKTPOHHOM NoYTe
no 3aJaHHbIM CLLeHapusM nepefayu;
X) nogcuctemMa pernctpaumm cobbiTun:
— hopmumpoBaHme annos XypHanoB COObITUA B TEKCTOBbLIX hannax;
— dopmMmupoBaHmMe alrnoB  ocuusinorpaMMm  OUCKPETHbIX coObiTi B dopmaTte
COMTRADE;
3) cMcTemMa CMHXPOHN3ALUN BPEMEHMU:
— MpPWEM 3anpocoB Ha CMHXPOHM3ALNIO BpEMEHM OT KnneHToB NTP;
—  CMHXPOHM3auna NIOKanbHOro BpeEMEHN CUCTEMbI CO BpemeHem cepeepa NTP;
n) NOACMCTEMA CETEBOIMO YNPaBeHUs:
— nepegadva gaHHbIX No npotokony SNMP;
K) cuctema anarHOCTUKN:
— oTcnexuBaHne paboTocnocobHOCTU NporpaMMHbIX M annapaTHbiX KOMAoHeHTOB [MTK;
— hbopmmpoBaHue cobbITHI Npy NoTepe/BOCCTaHOBNEHUM PpaboTOCNOCOOHOCTH;
n) cMcTtema MOHUTOPUHIa LLEeNOCTHOCTU:
— oTcneXxumBaHMe HEU3MEHHOCTU NCMONHAEeMbIX dpannoB KomnoHeHToB EKRASCADA,;

— dopMupoBaHMe  OUCKPETHbIX  CUrHamnoB  COCTOAHWA  UCMOMHAEMbIX  (pannos
EKRASCADA.

1.3 BoamoxHocTn EKRASCADA

EKRASCADA npefgocTaBrnseT criegyoLlmne BO3MOXHOCTH:

— cbop wuHMopmaumm c yctpouctB P3A, yCTpOMCTB COMpPsKEHUST C  OOBEKTOM,
n3mMepuTenbHbIX NpeobpasoBaTenemn, CHETYMKOB, MOAYEN BBOAA/BbIBOAA OUCKPETHbLIX
CUrHaNoOB pasnu4YHbIX NPOU3BOAUTENEN;

— nepegaya faHHbIX MO Pa3fiMYHbIM NPOTOKOIAaM B CMEXHbIE CUCTEMBI;

—  NpWémM KoMaHg no pasnnyHbIM NPOTOKOMaM CBS3N OT CTOPOHHUX CUCTEM;

— onepartnBHasa 6]'IOKVIpOBKa ynpaBJiieHNA Ha OCHOBE NOJTYYEHHbIX OaHHbIX]
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Bbl4ava ynpaBnsitoLmMx BO3OENCTBUA HA YCTPOMCTBA CONPSHKEHMSA C OOBEKTOM, MOAYNN
BbIBOAA ANCKPETHbLIX CUrHarnoB;

npeaocTaBreHne MHoOpMauum O Tekylwlem nonoxeHun obopyooBaHus B Buae
MHEMOCXEM, apXMBOB/XXYpHanoB cobbITUI, XXypHaNoB TPeBor, TPEHAOB MOfb30BaTeNAM
APM;

ynpasnexne KA ¢ APM;

npegocTasneHne nHopmMauumn 0 COCTOAHUM BNOKUPOBKN yNpaBreHuns:;
AOMOMHUTENbHBIN NporpaMmMHbIN 06xo4 6rTIOKMPOBKM yNpaBneHns;

CUHXPOHU3aunsa BpemeHn komnoHeHToB [NTK 1 obopygoBaHma obbekta ¢ MICTOYHUKOM
TOYHOrO BpPEMEHMU;

aBTOMaTMyeckas 3arpyska ocuunnorpamm yctporctB P3A, pernctpatopoB aBapuimiHbIX
coobITUI N T.A.;

npegocTasneHne 4ocTyna K apxusy ocuunnorpamm ¢ APM.

EKRASCADA o6GecneunBaeT BLINOSIHEHME CIEAYOWNX 3agad OnepaTUBHOMO ynpaBrieHUs

(TEXHONOrMYEecKoro n gUCNeTYEpPCKOro):

CUMTLIBAHME MapaMeTpoB TEXHOMOIMYECKMX pexmmoB paboTtel obopymosaHusa MC n
OTXOASALNX NMIMHUI 3NeKTponepenayn, napaMmeTpoB OKpyKatoLlen cpeabl Ha [1C B Temne
pearnbHOro BpeMeHU;

KOHTPONb BbIXOA4A MNapamMeTpoB 3a TexHorormdeckue npegensl, ¢opmupoBaHue,
nepegady u perncrpauuio (3anucb) curHanoB O (pakTtax HapyweHun u  ero
XapakTepucTukax (BpemMsi Havana, A4nUTenNbHOCTb, BENUYMHA U T.4.);

KOHTPONb MOMOXEHUS KOMMYTaUMOHHOro 00OpyAOBaHWS, KOHTPOMb HapyLUeHWs
3agaHHon cxeMbl paboTbl nogctaHumm (Tononoruun), opmupoBaHue, nepegadvy u
perncTpaumio (3anvMcb) CUrHamnoB O MEPEKNIOYEHUAX U UX XapaKTepucTukax (Bpems,
BEMMYMHA KOMMYTUPYEMOrO TOKa, 3Ha4YeHWEe HaNpPsKeHUs 1 T.4.);

ANCTaHUMOHHoe ynpaBneHve KA u ynpaBngembiMM CpeactBamMu perynupoBaHus
TexHonormyeckoro pexuma obopyposaHus [1C (nonoxenuve PIIH, perynupyemblie
cpefctBa KOMMeHcauuMuM peakTUBHOW MOLLUHOCTKM, (ha3ornoBOPOTHbLIE YCTPOMCTBA,
YCTPOWCTBA MPOLOSbHOM KOMMEHCaUMW, BCTaBKM NOCTOAHHOIO TOKa M Mp.), KOHTPOMb
YCNOBMA M YPOBHEW [OCTyna, HEOOXOAMMbIX Of1S BbINOMHEHUA KOMaHAbl, KOHTPOSb
BbINOSIHEHWS KOMaHA, permcTpauunio (3anncb) KOMaHAa U pesynbTaTtoB UX BbINOSTHEHWS;
aBTOMaTM3MpoBaHHOE (popmMMpoBaHMe KapT npoBedeHus onepauun (6naHkos
nepeKkntovYeHni);

aBTOMAaTUYECKUA KOHTPOSb MPOBEAEHUS MEPEeKnioYeHnn, 3almta oT HenpaBUIlbHbIX
OEeNCTBUN NepcoHana;

aBTomMaTnu3npoBaHHOE BbiNONTIHEHUE nepeKmoquMVl.
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2 YcnoBus npMMeHeHus

2.1 CuctemHble Tpe6oBaHuUA

CuctemHble TpeboBaHus onucaHbl B gokymeHTe «Komnnekc nporpamm EKRASCADA.
OnucaHnue nporpammbl» AKPA.00010-08 13 01.

2.2 BapunaHTbl UICNONb30BaHUA

®OyHKUMM aBTOMaTU3UMPOBAHHON CUCTEMbI MOTYT ObiTb CKOH(UIypMpOBaHbl Morb3oBaTenem
Npoun3BOSbHbIM 006pa3oM B COOTBETCTBUM C TpeboBaHMSIMM MpoekTa aBToMaTtusaumu. B aaHHOM
pasgene npuBoOAATCs Haubonee pacrnpocTpaHEHHble pacnpeneneHns yHKUMIA No Tunam cuctem

aBToMaTnsaunn n HanpasneHnam npumMmeHeHun4.

2.2.1 TenemexaHuka

Cxema cbopa 1 nepegayn nHdopmaLlmm B cucTeMax TerieMexaHukn npmBeaeHa Ha pucyHke 1.
CepBep SCADA BbINOMHsAeT c6op MHGOPMaUUN C pasnu4yHbiX YCTPOMUCTB No npoTtokonam Modbus,
M3K 60870-5-104, M3K 61850 n gp., ocywectBnaeT nepegadvy cobpaHHoOM MHopmaumm no cetu B
CTOPOHHME cuctembl no npotokonam MIK 60870-5-101, MOK 60870-5-104, OPC DA, OPC UA v ap.
Ona obecnedyeHns HaQEXHOCTM MOMYYEHUA [AaHHbIX YyAaneHHbIM CepBEepoOM, KaHamnbl CBA3M
aybnuvpytotcs. Cepepbl SCADA moryT nepefaBaTbh AaHHble B HECKOMbKO CTOPOHHMX cuctem (LYC,
POY, OOY nt.4.).
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PucyHok 1 — CTpyKTypHasi CXema CUCTEMbI TENIEMEXaHMKM

B kauyectBe cepBepa Takke MOXeT OblTb Mcnonb3oBaH KoHTponnep. CepBepbl MOryTt
aybnvpoBaTtbcs, ucxogsa u3 TpeboBaHun HagéxHocTw. [logknioveHne mopynen BBoAda/BbiBOAA
AVNCKPETHbLIX CUrHanoB, YCTPOWCTB COMPSPKEHUS C OOBEKTOM, U3MepuTenbHbIX npeobpasoBaTenen
MOXET BbIMOMHATLCS HANPSMYHO K cepBepY/KOHTpoNNepy Yyepes npeobpasoBaTenb MHTEPGENCcoB 6o

ceTb Ethernet.

2.2.2 OnepaTtuBHas 6n1oKMpoBKa

OcHoBHOM uenbto cuctembl OB  saBnsieTcs npefoTBpalleHne OWMOOYHbIX  OENCTBUIA
onepaTtMBHOIO MNepcoHana no YNpaBfeHUK pasbeuMHUTENAMW, 3a3EeMMSIOWNMN  HOXaMW,
OTAENUTENSIMM U KOPOTKO3aMblKaTENSIMU.

Cxema cuctembl OB npuBegeHa Ha puUCyHke 2.
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PucyHok 2 — CtpykTypHas cxema cuctemsl Ob

,D,J'Iﬂ COKpaLleHnAa 3atpaTt Ha aBTOMaTU3NpoOBaHHbIE CUCTEMbI NMPU HANM4nmn OpFaHM3auMOHHOVI
BO3MOXXHOCTU CUCTEMbI TeENemMexaHnkm n cuctembl Ob MoXHO coBmellaThb. npl/l 3TOM CUCTEMA 6yneT
OAHOBPEMEHHO BbIMOJTHATb 060p nnepegavy aHHbIX CUCTEMbI TeNIeMEXaHUKKN, a TakKKe NCNoJb30BaTb

Te e AaHHble B cucteme OB ans NPUHATUA peLleHnd o 6J'IOKVIpOBKe ynpaBneHus.

2.2.3 Cncrema cbopa v nepegaym nHdopmaumm

Cunctema cbopa v nepegadvm vHdopmauum pacwumpsaeT OYHKLUUW CUCTEMbI TerneMexaHuKu
CYHXPOHU3aumMenn BpPEMEeHUM W aBTOMATMYECKOM 3arpy3kon ocuunnorpamm ¢ yctponcts P3A,
N3MepUTENbHLIX NpeobpasoBaTenen, permcTpaTopoB aBapuiHbIX cobbiTun 1 T.4. Ons obecneveHus
HaJEeXHOCTU nepefadn AaHHbIX, MOMUMO AyGnvMpoBaHMA CeTU nepefadv AaHHbIX, NPeAYyCMOTPEHO
aybnvposaHue cepsepos CCIN.

Cxema cuctembl cbopa n nepegaym gaHHbIX NpuBeaeHa Ha pUCyHke 3.
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PucyHok 3 — CTpykTypHasi cxeMa cuctembl cbopa 1 nepegadn gaHHbIX

2.2.4 Cncrema moHutopuHra yctpoucts P3A/NMA/OMI
Cunctema moHuTOpUHra npegoctasnsieT aaHHble CCIMN Ha APM B nonHom o6beme, BKNo4vas
Tekylee cocTosiHme obopyaoBaHusa obbekTa n MNTK, apxmBbl COObITMIA U Ocuunnorpamm 1 T.4.

Cxema cuctembl MOHUTOPUHIa npneeneHa Ha pUCyHke 4.
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PucyHok 4 — CTpyKTypHas cxema CUCTEMbl MOHUTOPUHTa
2.2.5 ABTOMaTU3MpoBaHHasA cuctemMa ynpaBneHusi TEXHONOrM4eCKMM npoLeccom

ACY TI1, kak npaBwuno, pacwupseT QyHKuMmM coBMeLwéHHbix cuctem CMP3A un CCIA
dyHKumen ynpasnenus. Cxema ACY Tl npuBegeHa Ha pucyHke 5.
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PucyHok 5 — CtpykTypHasa cxema ACY TT1

2.2.6 ABTOMaTU3MpOBaHHaA cCUCTEMA y4yeTa 3NeKTPO3Heprum

CtpyktypHasa cxema AUNC Y3 npuBeneHa Ha pucyHke 6. YCI mncnonb3yeTtcs B KayecTtse
cepBepa cbopa MHpopmaumm, nepBmyHOM 06paboTkM M Nepegaun AaHHbIX Ha cepep VIBK. C6op
AaHHbIX BbINOMHAETCA C YCTPOMCTB YYETA IMEKTPOIHEPTUM N N3MEpUTENbHBLIX NpeobpasoBaTtenen no
ctaHgapTHeiMm (DLMS, RTU-325, Modbus, MOK 60870-5-101 u T.4.) 1 nponpueTapHbIM NpoTOKosiamM
npoussogutenen ycrtponcts. [Ona obecneveHnss HageXHOCTW XpaHeHus uHdopMauun cepsepa

BEPXHEro YpoBHSA MoryT AybnvpoBaThCs.
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PucyHok 6 — CtpykTtypHasa cxema AUUC Y3

2.2.7 NpoTuBoaBapumnHan aBToMmaTmkKa

B pacnpepeneHHbix cuctemax npotusoasapuiiHon astomatukn EKRASCADA obGecneuvBaet
cbopa AaHHbIX C yOanéHHbIX OOBLEKTOB MO MOAAEPXKMBAEMbIM MNPOTOKONaM M WX nepegady B
LueHTpanbHyto cuctemy A, B TOM ymcne no HU3KOCKOPOCTHbIM OAHOHanpasneHHbiM BY kaHanam

ceasn. CTpykTypHas cxema A npuBeaeHa Ha pUCyHke 7.
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PucyHok 7 — CTpykTypHasa cxema MA

2.2.8 CucrteMbl MOHUTOPUHIa CUCTEM ONEepPaTUBHOIO NOCTOSIHHOrO TOKa
B cuctemax monutopunra COIMNT EKRASCADA obecneunBaer:
— cBop AaHHbIX C MOAyNen OUCKPETHbIX BXOOO0B, M3MepUTEnbHbIX Nnpeobpa3soBartenen u
KOHTPOIINEPOB;
— hopmumpoBaHve 3Ha4YeHNN PacHETHLIX ANArHOCTUYECKUX N aBapUHbLIX CUTHaroB;
— ynpasreHue penenHsiMyu MoaynaMn Ans opMmpoBaHna aBapumnHOM CUrHanu3awmu,;
— oTobpaxeHue aaHHbIX (MHEMOCXEM, TPEHOO0B, XXYPHAanoB) Ha NaHenun oneparTopa;
— nepegayy AaHHbix COMNT B cMeXHble aBToMaTU3MPOBaHHbIE CUCTEMbI MO NPOTOKONam
M3K 61850 n MGK 60870-5-104.

CtpyktypHasa cxema COINT npuBeaeHa Ha pucyHke 8.
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PucyHok 8 — CTpykTypHas cxema cuctembl MoHUTOpuHra COMT

2.2.9 lLino3bl NPOTOKOSOB

EKRASCADA ucnonb3yetca B KayecTBe LUM3a NPOTOKOMOB B Criydyae nporpaMmmHon nimbo
annapaTHON HECOBMECTUMOCTU MHTErPUPYEMbIX aBTOMATU3NPOBAHHbBIX CUCTEM W/UIN YCTPOUCTB.

EKRASCADA obecneunBaet cbop u nepefady 3HA4YeHWn CUrHamnoB W KOMaHg Mo
nogaepxvueaemMbiM npoTtokonam (3.1, 3.2). NMpoTokonkbl npuemMa 1 nepegayv MoryT 6blTb MCNOMNb30BaHbI

B tOObIX COYETaAHUSAX B COOTBETCTBUM C Tpe6OBaHI/IFIMVI npoekKkTa.

2.2.10 CncreMbl MOHUTOPUHIa NepBUYHOro 060pyaAoBaHUA

B cucremax moHuTopuHra nepsudHoro obopypoBaHus EKRASCADA wucnonb3dyeTcs Kak
aBTOMaTM3MPOBaHHasA cUcTemMa BEPXHEro YpoBHs, obecneuvBaiowas cbop, CTPyKTypupoBaHue,
06paboTKy, XxpaHeHVe ¥ NpeAcTaBneHne B eAVHOM BuAe AaHHbIX CMEXHbIX CrneunannampoBaHHbIX
MTK. Mo pesynbtatam o6paboTkm Habopa gaHHbix EKRASCADA ¢opmMupyeT curHanbl aBapuHOWN
CUrHanuM3aumm n KoMaHabl, HanpasreHHble Ha NpeJoTBpaLLeHne 0TKa3oB NepBUYHOro 06opyaoBaHUS.

CprKTypHaFI cxXemMa CMcteM MOHUTOpPUHIra nepsn4HOro OGOpyD,OBaHI/IFI npueeneHa Ha pucyHke 9.
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2.3 TpeboBaHUA K yCTaHOBKe

Mepen ycraHoBkon EKRASCADA TpebyeTcs:
— ybeouTbCs, B HanMyuMM Ha XECTKOM Aucke CBOOOAHOrO MecTa, JOCTaTOYMHOro Ang
yctaHoBkn EKRASCADA,;
—  NPOBEPUTb COCTOSIHUE KECTKUX ANCKOB U YCTPAHUTL BbISIBIIEHHbIE OedeKTbl;
—  BbINOMNHUTb AedparMeHTauunio aUcka;

— NpoBepuTb KOMMNbIOTEP HA OTCYTCTBUE BUPYCOB.

2.4 Tpe6oBaHUA K nepcoHany

Mpn opraHmsauun cuctembl Ha ocHoBe EKRASCADA akcnnyaTauuoHHbIM  nepcoHan
pasfenseTcs B COOTBETCTBMU C YCTAHOBNEHHbLIMWU YPOBHAMM JOCTYNa K OYHKLMAM CUCTEMBI.
B obwem cnyvae cpeam akcnnyaTauMOHHOro NnepcoHana onpeaensTes:
— onepaTop (onepaTuBHLIN NepcoHan);
— Hanagyuk (obcnyxusaroLwmin nepcoHarn).
[nga nepcoHana onpeaenstoTca TpeboBaHus:
a) onepaTop OOSTKEH:
—  m3yunTb JokymeHT «Komnnekc nporpamm EKRASCADA. PykoBoACTBO CUCTEMHOIO
nporpammmcTtay AKPA.00010-08 32 01,
—  m3yunTb AokyMeHT «[lMporpamma AsTomaTunampoBaHHoe paboyee mecto EKRASCADA
(komnnekc nporpamm EKRASCADA). PykoBoacTteo onepatopa» OKPA.0010-03 34 02;

— WUMeTb yBepeHHble HaBblku paboTbl ¢ K 1 Be6-6paysepamu.
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6) Hanag4YuK OOMKeEH:
— un3yyunTtb gokymeHT «Komnnekc nporpamm EKRASCADA. PykoBOACTBO CUCTEMHOIO
nporpammmcTay AKPA.00010-08 32 01;

— WUMeTb yBepeHHble HaBblku paboTbl ¢ K 1 Be6-6paysepamu.
2.5 O6wme NpuHLUUNbI paboThbl

2.5.1 MpuHUMNbI paboTbl ceEpBEPHbIX KOMMNOHEHTOB

EKRASCADA saBnsieTca pacnpeneneHHon BbIMMCNUTENBHON cuctemon, obecnevmBaroLlen
cbop, obpaboTKy, XxpaHeHue, nepenadvy, NpeaocTaBneHne nonb3oBaTensam MHgpopmauumn yCcTponCTB
TenemexaHnkn, P3A n A M cMexHblX cucteM aBTomMaTM3auMm B MOSTHOM OObemMe; a Takxe
dopMUpOBaHNE U Bbldayy CUrHaNOB YMpaBfeHUs 3SNEeKTPUYEeCKUX W LUMpOoBbIX CUrHaANoOB — Ha
ANCKPETHbIE BXOAbl U MOPTbI CBSA3M 060pya0oBaHMA 06beKTa N CMEXHbIX MOACUCTEM.

McxogHble gaHHble hOpMUPYIOTCA B CUCTEME MYTEM NEPUOANYECKOro OnNpoca U NogN1cKn Ha
cobbITUSI YCTPOMCTB, CMEXHbIX CUCTEM M KOMMOHeHTOB [MTK no opraHn3oBaHHbIM KaHanam CBSA3U
pasnnyHoro Tuna (Ethernet, nocnepoBaTenbHble KaHanbl W T.4.) C WCMNOMb30BaHMEM Kak
MEXOYHapOAHbIX  CTaHOAPTM3MPOBAHHbLIX  MPOTOKOMOB, TaKk M MNPOTOKOMOB  pa3paboTku
npov3BoanTENEN YCTPOUCTB U CMEXHbLIX aBTOMATU3UPOBAHHbIX CUCTEM.

K ncxogHbIM faHHbIM OTHOCATCS:

— COCTOSIHME OMCKPETHbIX curHanoB (nonoxeHue KA, BHYTPEHHWE CuUrHanbl YCTPOWMCTB,
AnarHoctmyeckas nHgopmauus 0 COCTOSIHUN CBSA3M C YCTPOMCTBAMMU M KOMMOHEHTaMM
MNTKwnT.4.);

— COCTOSIHME aHaNnoroBbIX CUrHANoOB (TOKW, HanpsKeHWsi, MOLLHOCTN MPUCOEOUNHEHUA U
T.0.);

— [aHHble permcTpaTopoB YCTPOWUCTB (MCTOPUA W3MEHEHUSI COCTOSIHUA CUrHanoB,
coAepxawasics B yCTPOUCTBE);

— aBapuiHble ocuMnIIorpaMmbl;

— (pannbl 4aHHbIX MPOM3BOMbHbLIX (hopMaToB.

McxogHble OaHHble 4epe3 onepatvMBHyd 6a3y AaHHbIX nepefarwTcs B MNOACUCTEMBI
EKRASCADA, koTopsble:

a) hopMMpYIOT TEKCTOBLIE halsibl OCLMNIIOrPaMM, CoOAepXallne 3Ha4YeHns 3agaHHoro Habopa
CUrHanoB B TEYEHNE ONpenerieHHoro BpeMeHU;

0) hopMMPYIOT COCTOSIHME PACYETHbLIX curHanoB (nonoxeHuve KA, curHanbl GROKMPOBKM
yrnpaBneHnsi, pacyeTHble aHarioroBble BENUYMHDI);

B) 3aHOCAT MHPOPMaLMIO B JONMTOBPEMEHHYIO 6a3y AaHHbIX;

r) nepegatoT AaHHblE B CMEXHble aBTOMaTM3NPOBaHHbIE CUCTEMBI;

[) COXpaHAT hannbl oCLMnorpamMmm;

e) bopMupyLOT hainbl OTHETOB;
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X) NpeaocTaBnsaT cpeacTea Ansa otobpaxeHusa Ha APM:
— MHEMOCXEeM COCTOsIHUSI 06bekTa aBToMaTu3auum n obopyaosanua MNTK;
— MHEMOCXeM ornepaTUBHbIX BITOKMPOBOK M yrpaBrneHus;
—  KypHanos coObITuI;
— KypHanoB TPEBOT;
— ocuunnorpamm, OTYETOB;
3) paccbinatoTca  coobuieHmnst 06 M3MEHEeHMM CcocTosiHMsl obObekTa aBTomMaTu3auun no
3NEKTPOHHOM noyTe n SMS.
[na BbISIBNEHUS 1 yCTpaHeHnss CTOYHMKOB HeucnpaBHocTern n cboeB B EKRASCADA BepyTcs
XXypHanbl paboTbl KOMNOHEHTOB C HAaCTpaMBaeMbIM YPOBHEM AeTanm3auunn.
B uensax npepotBpaweHmsa nogmMmeHbl komnoHeHToB EKRASCADA Begetcss MOHUTOPUHI
HanmMuna U UMOEHTUYHOCTM MCMOMNHAEMbIX PannoB U C POPMUPOBAHMEM CUCTEMHBIX OUCKPETHBIX

CUrHanoB COCTOAHUA LLeNOCTHOCTU KOMMNOHEHTOB.

2.5.2 NMpuHumnbl pabotbl APM EKRASCADA
Ha APM ycraHaenuBatotca KomnoHeHTbl EKRASCADA, o6ecneuvBatowime cBsisb C
cepBepHbIMU KOMMOHEHTaMN 1 NpeacTaBneHme gaHHblX none3oBaTento APM.
[aHHble cepBepHbix komnoHeHToB EKRASCADA nepepatotca Ha APM ¢ ncnonb3oBaHneM
Web-TexHonorun.
K ocHOBHbIM MHCTpyMeHTaMm APM oTHocAaTcS:
—  MHEMOCXEMBbI;
—  KypHan coObITui;
—  KypHan TpeBor;
— TpeHabl;
— cucTema npocmoTpa hannosB gaHHbIX (0TYETOB, OCLMNNIOrpaMm U T.4.);

— Cuctema oTnpaBKknN U KOHTPOJA BbINOJTHEHNA KOMaHA.

2.5.2.1 MHemocxeMmbl

MHemocxeMbl NpegoCcTaBnaioT MHAPOPMaLUI0 O TEKYLLLEM COCTOSSHUM obbekTa aBToMaTn3auum
n komnoHeHToB lMTK B Buae cratvyecknx (Hagnucu, HEKOHTPONMPYEMbIE 3NIEMEHTbl HOpManbHON
SMNEKTPUYECKON CXembl U T.4.), AMHAMUYECKUX SMEMEHTOB (KOMMYTAUMOHHbIE annapaTbl, 3Ha4YeHUs
aHanoroBbIX CUrHaNoB, UBET NIMHUIN 3NIEMEHTOB B 3aBMCMMOCTMN OT COCTOSHUSA Y4YacTKa 3r1eKTpU4ecKon
uenu u T.4.); NPefOCTaBnslT BO3MOXHOCTb OTNPaBKM KOMaHg nonb3oBaTtens yepes BuUpTyarnbHble
opraHbl ynpasneHus (KHOMKU BKMHOYEHUSA/OTKIMIOYEHNA KOMMYTaUMOHHBIX annapaToB); obecneynsaroT
HaBUraLmio No CTPYKType MHEMOCXEM.

HocTyn Kk Tpebyemon YacTn obbekTa aBTomaTnsaumm ¢ NPon3BosibHbBIM YPOBHEM AeTanusauum

obecneuynBaeTcs MexaHM3MaMm MaclLTabupoBaHNS 1 HaBUraLum No CTPYKTYpe MHEMOCXEM.
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2.5.2.2 XypHan co6bITun

XKypHan cobbiTuin npegoctaBnAeT 4OCTYN K AOTOBPEMEHHOMY apXUBY COCTOSAHMWIA CUrHaoB.
XKypHan cobbiTvii no3sonsieT cpopMmpoBaTh XypHarnbl U3MEHEHUN 3HAYEHUN C YYETOM BPEMEHU
cpabaTbiBaHUA, TMNa 1 NPUHAAIEXHOCTU CUrHana aHanmampyemon obnactm oobekTa.

XKypHan cobbiTuin N03BONSAET COXpaHATb OTYET B (harinax bopmarta *.xIs nnm *.csv.

2.5.2.3 XypHan TpeBor

XKypHan TpeBoOr cogepXut MH(OPMaUMIO O TEKyLleM COCTOSAHWUM CUTHANoB, OTHECEHHbIX K
OOHOMY M3 KIaccoB aBapui (ganee «aBapuiHbI curHan»). [Npn n3sMeHeHnn CoCTOSHUS aBapuUnHOIro
curHana B XXypHane Tpesor popmupyeTcs nubo o6HOBNAETCS CyLecTByOWas 3anucb, cogepXxalas
3Ha4eHue curHana, MeTky BpeMeHN U3MeHeHNs COCTOSHUA curHana u 1.4. iidopmaumsa o6 nameHeHun
COCTOSIHNSA aBapuMMHOrO CuUrHama COnpoBOXOAEeTCs 3BYKOBOW CUrHanmsauuen, COOTBETCTBYHOLLEN
Knaccy aBapum aBapunHoro curHana. lNpegycMoTpeHa BO3MOXHOCTb KBUTUPOBaHWUS 3anucen XXypHana
TPEeBOr onepaTopoM Npun HanU4Mm Npas y4eTHoM 3anucu. XKypHan Tpesor nogaepXxusaeT QunbTpaumio
cobbITU B 3aBUCUMOCTM OT Krnacca aBapuu curHana. XXypHan TpeBor No3BONsieT COXpaHATb Tekyllee

cocTosiHue B channax dopmarta *.xIs unm *.csv.

2.5.2.4 Cnctema oTnpaBKU U KOHTPOJSA BbINOJIHEHUA KOMaHA,

Cuctema oTnpaBkM U KOHTPOMSA BbINOMHEHUS KOMaHA, nNpeacraBneHa KHormkaMmu ynpassieHus,
Ha)kaTue Ha KoTopble NPUBOAMT K (hOpMUPOBAHUIO YNpaBnsioLWEro BO3AENCTBUSA (MMMYNIbCHOMY UK
JONroBpeMEHHOMY 3aMblKaHUI0 pene, OoTnpaBke KOMaHObl WU3MEHEHUS! 3HayeHUs B CMEXHYH
nogcuctemy v T.4.). [JOCTYNHOCTb KHOMOK OonpeaenseTcs NOrMkon paspeLleHns BbIMOMTHEHUS KaXaon
KOMaHAbl B 3aBUCUMOCTU OT COCTOSAHUSA curHanos EKRASCADA 1 Hanuumsa npae y4eTHOM 3anncu Ha
BbIMNOMHEHNE AaHHOW KOMaHAbl. B 3aBUCMMOCTM OT HACTPOEK CEPBEPHbIX KOMMOHEHTOB, B LiEeNsaX
npegoTBpaLLeHnNs oNBOYHbIX JEACTBUIA onepaTopa, MOXeT NMPUMEHSTLCS OBOMHOE NOATBEPKAEHNE
BbIMOMHEHNS KOMaHAbl B0 BbINOMHEHNE KOMaHAbl C BBOAOM YYE€THbIX AAaHHbIX Nofb3oBaTens. dakr
BbINOSIHEHWSI KOMAHAbI ONpeaenseTcs nepexogom obbekTa B TpebyeMoe CoCcTosiHMe 3a onpeaeneHHoe
BpeMsi (HanpuMep, CuUrHasm COCTOSIHUSA pasbeauHUTENS NepeLuen B COCTOSHME «OTKMOYEeHO» 3a 3 C,
CUrHan COCTOSIHUS BbIKNOYaTEN NepeLlen B COCTOAHME «BKNtoYeHo» 3a 1 ¢ u T.4.). Mo pesynbTatam
BbINOSNIHEHNST KOMaHAbl nonb3oBatento APM Bbigaetca coobuieHne o (He) yCnewHOM BbINOHEHUN

KOMaHAbl.

2.5.2.5 Cncrema paboTbl ¢ ocumunnorpaMmmamm

Cuctema paboTbl C ocumnnorpammamu npegoctasnseT nonb3osatento APM pgoctyn u
HaBurauuio no chopMMpoOBaHHON CEPBEPHbIMU KOMMOHEHTaMM CTPYKTYpe KaTanoros ocuunniorpaMmm
Ha Bcex cepBepax EKRASCADA.

Cuctema paboThbl ¢ ocuunnorpammamMm no3BosiieT NPocMaTpuBaTh OCUMNNOrpamMmmel oopmaTta
COMTRADE B okHe APM wn 3arpyxaTb Ha xectkmn guck APM dhannbl ocuunnorpammbl Unu

NMPOW3BOSLHOW rPYMMbl OCLMMNOrpamMMm.
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2.6 NMonb3oBaTtenn EKRASCADA

B EKRASCADA pgenctByeT cuctemMa yyYeTHbIX 3anvcen rnosib3oBaTenen.

Cuctema y4eTHbIX 3anmMcen nosib3oBaTtenen NpUMeHaeTcs B Lensx:
— pasrpaHudeHuna goctyna nonb3oBaTenen K APM EKRASCADA,;
—  pasrpaHudeHuns gocTyna nonb3oBaTenen K MHCTpyMmeHTam HacTporiku EKRASCADA,;
—  naeHTMdUKaumm nonb3oBaTens npu BbINOMIHEHUM KOMaHA ynpaBrneHus.

EKRASCADA coaepXuT WHCTPYMEHTbl YMNpaBfieHNa pPondMuM U yYeTHbIMWU - 3anucsamu
nonb3oBaTtenen C BO3MOXHOCTbIO pasrpaHMYeHusi MpaB Ha BbINOfIHEHME KOMaH4 YynpasreHus,
NPOCMOTP MHEMOCXEM, HAaCTPONKY KOMMOHEHTOB CUCTEMbI U T.A4.

MpoBepka 1 ukcauma B 6ase AaHHbIX YYETHbIX OaHHbIX MONb30BaTeNs BbINOMHAETCA Npu
BbIMOSIHEHNN KOMaHL ynpaenenus, pernctpaunm 8 APM 1 EKRA Studio, o6HoBNeHnn KoHpurypaumm

npoekTa u T.4.
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3 OnucaHue 3agaun

3.1 C6op nHcopmauumn

C6op wHopmaumm BbINOMNHAETCS Habopom cepBepHbix kommnoHeHToB EKRASCADA ¢
YCTPOWCTB, KOHTPOMNEPOB, CMEXHbIX CUCTEM MO KaHanaMm CBA3M pasfmMyHOro Tuna v WmMpoKomy Habopy
NPOTOKOMNOB NepeaAayn AaHHbIX. B 3aBMCUMMOCTM OT TMna KaHana CBsi3M M UCNOSb3yeMOoro npoTokona
nepedayn [aHHbIX, a Takke peanu3auumn npoTokona nepefayn AaHHbIX Ha CTOPOHE WUCTOYHMKA
AaHHbIX, KOMMNOHEHTbI cbopa nHpopmauun npegoctasnsaoT B EKRASCADA:

— TeKylue 3HaYeHus1 CUrHasnoB.;

—  apXMBHble 3HAYEHWSI CUTHASOB;

—  WHopMaumo 06 N3MEHEHUMN COCTOSIHUSA CUTHanNoB;3
— [JaHHble perncTpaTopos;

— [AaHHble ocuunnorpados.

KomnoHeHThl cbopa nHdopmauun EKRASCADA noggepkmeatoT cOop AaHHbIX C UCTOYHUKOB
no nocnegosaTerflbHbIM KaHanam cBA3M nmMbo no kaHanam Ethernet. Tunbl kaHanoB cBA3n
ONpeaensalTCss BO3MOXHOCTAMW OnpalMBaeMbiX YCTPOUCTB UM TpeboBaHuamu k [MTK. [Mpun
NCNoNb30BaHMM NOCneaoBaTeNbHbIX KaHaNoB CBA3N 0OMEH AaHHbIMU C UCTOYHMKAMU BbINOMHAETCSA Ha
ckopocTtax ao 115200 6uTt/c. B cnyyae kaHanos Ethernet ckopocTb 0OMeHa AaHHbIMK onpeaensieTcs
NPOMyCKHON CNOCOBHOCTLIO KaHana CBA3N.

EKRASCADA nogaepxusaeTt cbop nHopmMaumm nNo criegyowmnm npoTokonam:

- M3K 60870-5-101;
- MO3K 60870-5-103;
- MO3K 60870-5-104;
— Modbus;

- CTAPT;

— SPA-bus;

— SNMP;

— OPCDA;

— OPC UA;

- MO3K 61850;

— DLMS/COSEM;

- RTU-325;

— HecTaHAapTHbIM NpoTokonam npoussoautenen ycrponcts u MO.

Cbop wvHOpMaUUM MOXET BbINOMHATLECA MO NPOTOKONaM COOCTBEHHOW pa3paboTkm
npou3BoAnTENEN YCTPONUCTB-UCTOYHUKOB JaHHbIX.

C6op wuHpopmaumm ¢ koHTponnepoB cepun B3200XX npoussogctesa OO0 HIM «3KPA»

BbINOSTHAETCA NO BHYTpeHHeMy npoTokony EKRASCADA.
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C6op AaHHbIX BbINOMHAETCA MNYTEM HEMPEPbIBHOTO MNEPMOAUYECKOro onpoca WCTOYHUKOB
OaHHbIX UMM NOAMNUCKU Ha COBLITUSA CO CTOPOHBLI NoacucteMbl cbopa aaHHbIx EKRASCADA. YacTtoTa u
XapakTtep 0OHOBMNEeHNa NCXoaHbIX AaHHbIX B EKRASCADA onpeaensitoTcs:

— TWMNOM KaHana CBs3u;

— NPOTOKOSIOM O6MeHa gaHHbIMU;

— pacnpegeneHnemMm NCTOMHMKOB AaHHbIX MO KaHanam CBA3u;

— 0COBEHHOCTAMM MCTOYMHMKA AaHHbIX B 4YacTuM nepegadn AaHHbIX MO MCMOoNb3yeMbiM
NPOTOKOMaM.

B xoge cbopa nHdpopmauum opMmMpyoTCs MacCuBbl AMArHOCTUYECKON MHopmMaumm, B TOM
yncne, curHanbl COCTOSIHUS KaHasnoB CBS3M C YCTPOWCTBaMM, CTaTUCTMYecKas MHGopMauns (Bpems
paboTbl KaHana cBA3n, konmy4ecTBo cboeB Npyn o6MeHe AaHHbIMU U T.4.).

B komnoHeHTax nogcucteMbl cbopa pAaHHbix EKRASCADA peanunsoBaHbl MexaHu3Mbl
BOCCTAHOBMEHNS MHOpMaUUN MNpu NOTEpPEe/BOCCTAHOBMNEHUN CBA3M C UCTOYHMKAMW OaHHbIX Mpu

Hann4ymnm BO3MOXXHOCTU Ha CTOPOHE UCTOYHUKA.

3.2 Nepepayva gaHHbIX

EKRASCADA nogaepxuBaeTt nepegavy nHgpopmaumm B CMEXHbIE CUCTEMBI.

Mepenava nHdopmMaumm BbINOMHAETCA HAabopoM cepBepHbIX kKoMnoHeHTOB EKRASCADA no
KaHarnam CBSA3W pasnU4yHOro Tvna v LWMPOKOMY Habopy NpoTOKONoB nepefayvn AaHHbIX. KOMMOHEHTHI
nepeaayun NpefocTaBnsaioT B CMEXHbIE CUCTEMbI:

— TeKylue 3Ha4YeHusi CUrHasnos;
—  WHopMaumo 06 U3MEHEHUM COCTOSIHUSA CUrHanNoB;
— [OaHHble ovepenen cobbITU KOMNOHEHTOB Nepeaadn AaHHbIX.

KomnoHeHTbl nepepaun uHdpopmaumm EKRASCADA noggepxuBaloT nepefadvy  AaHHbIX
nprvemMHuKam rno nocnegoBaTenbHbIM KaHanam cesa3m Nnbo no kaHanam Ethernet. Tunbl kKaHanoB cBA3N
onpeaensalTCcs BO3MOXHOCTSIMU YCTPOWCTB-MPUEMHUKA AaHHbIX W TpeboBaHusmn k [MTK. [Mpu
NCnonb30BaHUN NocnegoBaTeNibHbIX KaHaNoB CBA3N 0OMeH BeaeTcs Ha ckopocTax o 115200 6ut/c.
B cnyyae kaHanoB Ethernet ckopocTb 0OMeHa faHHbIMM onpeaenseTcs NPONyCKHOM CNOCOBOHOCTLIO
KaHana cBA3u.

EKRASCADA noggepxuaeT nepeaady MHopmaumm rno crneayowmm npoTokonam:

- MO3K 60870-5-101;
- MO3K 60870-5-104;
—  Modbus;

— OPC DA;

— OPC UA;

- MO3K 61850;

- RTU-325;
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— DLMS/COSEM;
— DNP3.

B 3aBMCMMOCTM OT MCNOSb3YyEMOro NPoToKosa nepedayn AaHHbIX nepefaya BbINoSHAETCs no
nepnognyeckum HenpepbiBHbBIM 3anpocam CO CTOPOHbI MPUEMHUMKA wW/unuM no akTty M3MEHEHMs
coctosiHnsa curHana B EKRASCADA. Yactota m xapaktep OOHOBMEHMSI UCXOAHbIX OaHHbIX B
EKRASCADA onpefgenstoTcs:

— TWUMNOM KaHana cBs3su;
— MNPOTOKOSIOM O6MeHa faHHbIMU;
— pacnpegeneHnemM nepefasaembiX AaHHbIX MO KaHanam cBssu;
— OCOBEHHOCTSIMW MPUEMHMKA AaHHbIX B 4acTW npuema LaHHbIX MO WUCNOfb3yeMblM
NPOTOKOaM.
B noacucteme nepegayum gaHHbix EKRASCADA peanvsoBaH MexaHW3M YCTaHOBKW 3HaAYeHUM

curHanos EKRASCADA co CTOpOHbI MpUeMHMKA.

3.3 ApxmBupoBaHue AaHHbIX

ApxuBnpoBaHne AaHHbIX (UKCUPYET WU3MEHEHWEe COCTOSIHMW  CUrHamoB, [OEWCTBUS
nonb3oBaTtenen n cuctemHole cobbiTna EKRASCADA B gonroBpeMeHHoOM 6a3e AaHHbIX.

B EKRASCADA ncnonb3ytoTcsl pensaunoHHble 6a3sbl AaHHbIX.

MHdopmaums 0 COCTOAHNN OUCKPETHLIX curHanosB 3aHocutces B Bl no dakTty dukcmpoBaHmnsa
nameHeHus coctoaHna B EKRASCADA. MHdopmMauuns 0 COCTOAHUN aHanoroBbIX CUrHanoB 3aHOCUTCS
B B[l nepnoanyeckun Yepes sagasaemble Npn HacTponke EKRASCADA nHTepBanbl BpEMEHN.

lMpenycmMoTpeHO BpeMeHHoe XpaHeHWe OaHHbIX Ha XXeCTKOM JMCKe cepBepa npu OTCYTCTBUMU
cBa3n ¢ bJl. o BoccTaHOBNEHUM CBA3N, UHGIOPMaLMA N3 BpeEMEHHbIX dhannos nepeHocutcd B BlI.

3anucu B[] cogepxaT BCO MHOpMaLnio 06 N3MEHEHMN COCTOSIHUSA CUrHana:
— MeTKY BpEMEHU;
— 3HayeHue curHana;
— Ka4yecCTBO CuUrHana;
— onucaHue cobbITus.

ApxvBupoBaHMe BbINOMHAETCA Ana onpegensemoro npu  Hactpormke EKRASCADA
nogmHoxectBa Bcex umetomxcst B EKRASCADA curHanos.

3anucK guckpeTHbIX CUrHanoB coxpaHsawTca B Bl Ha Bpems, onpegensemoe npu HacTpouke
EKRASCADA, nocne 4ero ygansoTcs.

3anucy aHanoroBbiX CUrHaNOB XPaHATCS B MCXO4HOM BuAE 3adaHHOE BPeEMS, MOCre Yero
noaBepratnTca NPOPEXNBaHUIO U YCPEeOAHEHWNIO 3HAaYEHUIN B LernsixX 9KOHOMUN ANCKOBOrO NPOCTPaHCTBA.
UacToTa 3anucu n Bpems XxpaHeHNss UCXOOHbIX 3HAaYEHUN, a TakKe XapakTep NpopexmBaHUa U BpeMs

XpaHeHUs1 NPOPEXEHHbIX AaHHbIX onpeaenaTcs HacTporkamn EKRASCADA.
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Kpome Habopa curHanoB, napameTpbl apXWBUPOBaHWSA OMpPeadensioT MNepuoanyHOCTb
apXUBUPOBaHMS aHarnoroBbIX CUrHanNoB M XapakTep MNpopexmBaHUA BPEMEHU XPaHEHUSI UCXOOHbIX
OaHHbIX.

B 3aBucumoctu ot ucnonbsyemon CYB[ nopgaepxuBaetcs pesepBHoe konupoBaHue B[ ¢

Lenbto npeaorBpaleHna noTepn gaHHbIX.

3.4 OTo6paxeHue AaHHbIX

Moacuctema oTobpaeHWss OaHHbIX obecneunmBaeT npeAacTaBneHne paHHblix Ha APM
EKRASCADA B BMae ANHAMUYECKUX MHEMOCXEM, XXypHanoB COObITUA, TPEHAOB, CTPYKTYP KaTaroros
ocuunrorpaMm, OpraHoB ynpasneHus u T.4.

Mogcuctema otobpakeHus nonyvaeT MHdOpMauMio O cocTosiHuM curHanoB EKRASCADA,
COAEPXXMMOM [ONroBpeMEHHON 6a3bl OaHHbIX, COOEPXUMOM KaTarnoroB OCUMMASIOrpaMMm CepBepoOB,
npeacraBnsieT AaHHble B BUAeE, onpeneneHHom npu Hactponke EKRASCADA nn6o nonb3oBaTtenem B

xoge paboThl, U nepegaet ux Ha APM.

3.5 OnoBelleHne nonb3oBaTenen

MogcucTtema onoBeLeHMs Nonb3oBaTtenen obecnevmBaeT MHPOPMMPOBAHNE NONb30OBaTENEN
EKRASCADA 006 n3MeHeHNn COCTOSIHUS CUrHaroB, TpedyloLnx AeNCTBUS AaHHOro Nosfb3oBaTens.

Moacuctema onoBelleHuss nornyyaeT WHgopmaumio 06 U3MEHEHUM COCTOSHMS CUrHarnoB
EKRASCADA v npyH1UMaeT pelleHne 0 HeobX0aAMMOCTM OMOBELLEHUN TEX UMM UHBIX NMOJIb30BaTENEN
nocpeacTtBomM pacchiniku SMS-coobueHnin n/unn coobLeHnin SNeKTPoOHHOW no4vTon. [lepeveHb
CUrHanoB OMOBELLUEHNa ANna Kaxaoro nonb3oBatens dopmupyeTca npu Hactporike EKRASCADA
MHOMBUOYANbHO.

MoacucTema onoBeLLeHns NogaepKMBaeT MEXaHN3Mbl ayTEHTUMKaLMK Nonb3oBaTenen npu

pacchbifike COOOLLIEHNI SNTEKTPOHHON NOYTOMN.

3.6 Perncrtpauus cobbitumn

Mogcuctema pernctpaumm cobbltun  popmMupyeT TeKkcToBble hannbl, cogepxaiwime
MHdopMaumio 06 N3MEHEHUN COCTOSHUSI CUTHANOB, AN aHanuaa uHgopmavmm o cpabaTbiBaHMax 6e3
ucnone3oBaHna CYB[ n gpyrux cneumanuaumpoBaHHbIX WHCTPYMeHToB. B dhannax perucrtpatopa
coxpaHsieTca crnegyowas nHopmMaunsa 0 COCTOSSHUN CUrHaroB:

— MeTKa BPEMEHM;

— KJacc cobbITus;

—  YCTPOWCTBO-UCTOYHUK COObITUS;
— HasBaHWe curHana;

— 3HayeHue curHana,

— ngeHtnpmkatop EKRASCADA curHana.
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UHopmauua o ANCKPETHbIX CUrHanax coxpaHseTca B pamnax perucrpatopa no dakty
N3MEHEHMS 3HAYEHUS pernMcTpmpyemMoro curHana. Minopmauma o6 aHanoroBbix cUrHanax 3aHocuTcs
B dpann peructpatopa npu nepexoae 3HaudeHUsa perucTpupyemMoro aHanoroBoro curHana 4epes ogHo
13 3aJaHHbIX NOPOroBbIX 3HAYEHUIA.

lMepeyeHb cCUrHANOB, U3MEHEHNA COCTOSHUA KOTOPbIX COXPaHSKTCH B TEKCTOBLIX (pannax,
onpegensietca npu HacTtporke EKRASCADA. Kpome TOro, MMeeTcsl BO3MOXHOCTb 3adaHus
KonuyecTtsa hannoB 1 nepuoa BPEMEHU, 32 KOTOPbIN COXPaHAKTCA AaHHble B ogHOM dhanne. [Npu
NpeBbILWEHNN 3a0aHHOr0 KonuyecTBa (pannoB permctpaTopa BbINONHAETCH ydarneHue Haubonee
cTapbIX (bannos perncrparopa.

Ocuunnorpad nogcmctemMbl pernctpaumm cobbitun dopmupyeT dannbl ocuunsiorpaMmmMm B
dopmate COMTRADE, cogepxaline MHpopmMauunio 0 ANCKPETHbBIX CUrHanax 3a 3agaHHblii MHTepBan
BPEMEHM OO0 M NOCNe WU3MEHEHWUs COCTOSHMS NobOro U3 CuUrHanoB, yKasaHHbIX MPU HaCTpOMKe
EKRASCADA B KauyecTBe curHamoB nycka ocuunmnorpaga. <PopmmpoBaHne OCUMUITIIOrpaMm
cpeacTBaMu NOACMCTEMbI OCLMNorpadmpoBaHns NO3BONSET NONYy4YUTb MHGOPMaLMIo 06 N3MeHeHUN
COCTOSIHMS M MocnegoBaTenbHOCTM cpabaTbiBaHMA Bcero obopygoBaHuA 3Heproobbekta 0e3
nosnly4eHust OTAENbHOro aHanMaa JaHHbIX Kaxgoro ocuunnorpadga ycrporctea P3A, peructpaTtopa u
T.4.

Hactponkn EKRASCADA no3BonsiT onpegennTb:

— nepedveHb CUrHanNoB, COCTOSHUS KOTOPbIX COXPaHSATCA B ddarnax ocLumnnorpamm;

— CUrHanbl, USMEHEHNE COCTOSIHUSA KOTOPLIX 3anyckaeT npouecc hopmupoBaHuna darna
ocuunnorpamMmmel;

— BpeMms npegaBapuHON 3anucu;

— BpeMs nocrieaBapunHom 3anncu;

— 0obLwy ANUTENBHOCTb OCUMUIIOrPaMMBbI.

dopmMmnpoBaHne annoB BeAeTCA C YYETOM BO3MOXHOCTU COXPaHEeHUs 3Ha4yeHuUsa curHana
nycka ocuunnorpada B Te4eHne NpoaosiKUTENbHOro BpemeHn. B atom cnyyae popmupyetca Habop
ocuunnorpamMm, cogepkawmnin nHopmMaumio 0 MoMeHTax cpabaTbiBaHUA U UCYE3HOBEHUSI CUTHANOB
nycka ocuunnorpada.

OcuunnorpammMbl COXpPaHATCA B CTPYKTYpPE KaTanoros, obecneuvnBatoLLyto 66ICTPbIN OCTYN K
TpebyembiMm dharinam ocuunnorpammam, [OOCTYMNHYH Ans nonb3oBatend cpegcteamun  APM
EKRASCADA.

3.7 CUHXpPOHU3aLUA BpeMEHU

Cuctema CuHHXpoOHM3aUMM BpemMeHn YycTaHaBnumBaeTca B coctaBe EKRASCADA B
o0bs13aTensHOM nopsgke u no Nnpotokony NTP BbinonHAeT yHKUMK:
—  CUHXPOHW3auuun BpeMeHu cepBepa C UCTOYHUKOM TOYHOro BpEMEHU;

—  WNCTOYHUKa TOYHOIro BpEMEHMN.
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KomnoHeHTel EKRASCADA  BbIMOMAHSAT  CUHXPOHMU3AUMIO U KOPPEKUU  BpeMeHU
onpallnBaeMbiX YCTPOWCTB M CMEXHbIX CUCTEM B Lensax obecnevyeHns eanHoro BpEMEHW XypHaroB

cobbiTni, XypHaroB TpeBor 1 MacCMBOB ocLMNorpamMm.

3.8 CeTeBoe ynpaBneHue

dyHkumamu ceteBoro ynpasrneHns EKRASCADA sBnsietcd BO3MOXHOCTb MOHUTOpPWHra u
yrnpasneHusi napameTpamu cepBepoB 1 ceTeBblx ycTponcTs [TK no npotokony SNMP.
B coctaBe 10 EKRASCADA nmetoTCs Kak KIMeHT (nonydYeHue OaHHbIX MOHUTOPUHra), Tak u
cepsep (oTnpaBka AaHHbIX MOHUTOPUWHIa, BbINOSIHEHME KOMaHA ynpasreHus) npotokona SNMP.
Cepeep SNMP EKRASCADA noggep>xuBaeT KOMaHAbI:
—  3anycka/oCTaHOBKM MPUNOXEHWNI/Cryx0;
— YCTaHOBKM NapaMeTpoB CETEBOWN MHAPACTPYKTYpPHLI.
Cepeep SNMP EKRASCADA npegocTtaBnset nHdopmauuio o:
— YCTaHOBJSIEHHOW ONepPaLUMOHHON CUCTEME;
— AnuTenbHocTu paboTbl cepBepa;
— COCTOSIHUM ACKOBOW MOACUCTEMbI CEepBepa;
— COCTOSIHUM OnepaTuUBHOW NaMaTU cepBepa;
— COCTOSIHMM CeTeBbIX MHTEP(ENCOB;
— 06 ncnonb3oBaHMM pecypcoB cepBepa (LeHTpanbHOro npoweccopa, ceTm).
Coctae gaHHbIx MoHuUTOpuHra knmeHta SNMP EKRASCADA onpeaensieTcsi BO3MOXHOCTSIMA
SNMP cepsepa 1, B 06em criyyae, COOTBETCTBYET AaHHbIM, nNpegoctaBnaembiM cepsepom SNMP.
Monyyaemble knneHtom SNMP paHHble npeactaensiotcs B EKRASCADA B Buae aHanorosbiX U

OVCKPETHbIX CUrHanNoB 1 obpabaTbiBaloTCA Mo 0OWMM NpaBunam.

3.9 OnarHocTuKa

Cuctema guarHoctukn npepoctasnsetr B EKRASCADA vHdopmauuio o pabotocnocobHoCcTH
komnoHeHToB [NTK 1 nporpammHbix koMmrnoHeHTax EKRASCADA.

UHdopmauusa npeacrasnsieTcd B Buae Habopa curHanoB, obpabaTbiBaeMbIX U MCMOMb3YEMbIX
aHanormyHo gpyrmm curHanam EKRASCADA, BcrnegctBue 4ero MoXeT ObiTb MCMNonb3oBaHa Ans
WHOMKALMM Ha MHeMocxeMax, B XypHane TpeBor APM 1 coxpaHATbCS B apxuB COObITUA ANs
BbISIBNEHUSI OTKa30B U cOOEB.

[narHocTmMka BbINOMHAETCSA MyTEM NEepuogudeckoro onpoca YCTPOUCTB U MPOrpaMmHbIX

KOMMOHEHTOB. Tun onpoca 3aBUCUT OT ANarHOCTMPYeMOoro obbekTa.

3.10 MOHUTOPUHT LUENOCTHOCTU

Cuctema MOHUTOPWUHIa LUerioCTHOCTU BeAeT MOHUTOPUHI COCTOAHUA NCNONTHAEMbIX CbaVIJ'IOB "

KoHpurypauum komnoHeHToB EKRASCADA 1 hopMupyeT curHarnbl COCToAHNA LenoctHoctn MO.
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CuctemMa MOHUTOPUHra UenIoCTHOCTU, umMes JocTyn K dpannam komrnoHeHToB EKRASCADA,

KOHTPOINMMpyeT Ux Hanndne, 4OCTynHOCTb N WOAEHTUYHOCTb 3TaJIOHHbIM o6pa3L|,aM. B cooTtBeTCcTBUM C

pesynbTaTamMy MPOBEPKM YCTaHaBMBaAETCA COCTOsSHME [OuUCKpeTHbIX curHanoB EKRASCADA,

OTpaXalLMx COCTOSHME WUCNOMHAEMbIX pannoB M KOHUrypaumi KoOMMNoHeHToB. [danbHewnwas

obpaboTtka curHanoB cocTtosiHua dannos EKRASCADA BbinonHsieTcst No oblmnm ans ANCKPETHbIX

CUrHanos npasunam.

Cuctema MOHUTOpPUHIa LIEMIOCTHOCTM BbIMOSMHSET KOHTPOSlb MAEHTUYHOCTM hansfioB Mo
anroputmam CRC32, MD5 n SHA.

3.11 3awmTa OoT HeCaHKLIMOHUPOBAHHOIO JOCTyNa

3awmTa oT HecaHKumoHnpoBaHHoro goctyna B EKRASCADA obecneuvBaeTcs ans:

nepegayn AaHHbIX NO KaHanam CBA3w;
B3ammogencTemsa komrnoHeHTos [10;
HaCTPOWNKN KOHUrypaLmini KOMNOHEHTOB;

JENCTBMI nonb3oBaTens.

3awuTa npn nepegade AaHHbIX No nokanbHoM ceTu obecnevyMBaeTcs UCMONb30OBAHUEM

3alMLEHHbIX CeTeBbIX coeauHeHun (TLS) npu B3ammogencteum komnoHeHToB EKRASCADA wu

npl/leme/nepe,u,aqe OaHHbIX OT/B yCTpOVICTB N CMEXHbIX CUCTEM.

3awmra ot HeCaHKLUMOHNPOBAHHbLIX OenCcTBUI nonb3oBartens obecneynBaeTcs:

poOfieBON MOAENbK AO0CTyNna W pasrpaHudeHnem npas AoCTyna K WHgopmauum u
ynpasnsaoLwmMmM AeACTBUSAM;

KOHTPOMEM HagEXHOCTM Naponewu;

yrnpasneHnem naponsmu;

OrOKMPOBKOW YYETHBIX 3anNNCeEN NPU HECAHKLVMOHUPOBAHHbLIX OENCTBUSX;
NPOTOKONMPOBaHMEM OENCTBUIN NOMb3oBaTENS;

BGMOKMPOBKOW OOHOBPEMEHHbIX CEAHCOB 4OCTYMA.
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4 BxopgHble 1 BbIXOAHbIE AaHHbIe

4.1 BxogHble AaHHbIe

BxogHbiMun aaHHbiMm ans EKRASCADA asnsaoTcs:
—  (pannbl KOHMpUrypaunum KOMNOHEHTOB CUCTEMbI, (POPMUPYEMbIE NPU YCTAaHOBKE UM B
npoLecce HaCTPOWKN;
— Y4YeTHble AaHHble Nosfb3oBaTenen;
— napamMeTpbl, yCTaHaBMMBaeMble Nonb3oBaTeNnsaMn B npowecce paboThbl.
dannbl  KoHUrypaumu, gopmupyemble B xofe YyctaHoBku EKRASCADA, onpegenstoT
HaCTpOMKKN, HeEM3MeHsiIeEMble B npouecce ToHkon HacTporiku EKRASCADA (tun CYB[, 3aHnmaembie
CUCTEMHbIE pecypcbl, Naponu agMuHMcTpaTopa u T.4.).
dannbl KoHdbUrypauun, dopmmpyemble B npouecce Hactporkn EKRASCADA, onpegenstoT
pa6oty komnoHeHToB EKRASCADA B coOTBETCTBUM C TpeboBaHMAMM OObekTa (COCTaB CUrHaros,
napamMeTpbl KaHANoB CBA3W, CETEBbIE HACTPOWKK, BHeWHU Bug APM u 1.4.).
Monb3oBatens APM EKRASCADA nmeeT BO3MOXHOCTb 3agaBaTb 3HaA4YeHWUs NapamMeTpoB B
npouecce pabotel EKRASCADA. K ynpaBnsiembiM napameTpam Monb30BaTENsIM MOXHO OTHECTU

aBapuviHble Npeaenbl aHanoroBbIX CUrHanoB, NPodunn NPocMoTpa TPEeHAOB, apX1BOB COBLITUI U T.4.

4.2 BbiXxogHble AaHHble

Habop BbIxOAHbIX AaHHbLIX onpeaenseTcs BapnaHTom mcnonb3oBaHus EKRASCADA n moxeT

coaepxartb:

— MHemocxembl APM;

— 0asbl JaHHbIX U3MEHEHNSA COCTOSIHUSA CUrHarnoB;

—  XXypHansl cobbITui;

— KypHanbl TPEBOr CO 3BYKOBOM CUrHanu3auuven;

— (panrbl 3KCNOPTOB OTYETOB;

— TpeHAabl;

—  (panrnbl ocumMnorpamMmm;

— CurHanbl, nepegaBaemMble B CMEXHbIE CUCTEMBI;

— KOMaHAbl USMEHEHNS COCTOSIHUSA CUrHaroB;

— dhannbl XXypHanos paboTbl CUCTEMBI.
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