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1 NopnepxnBaemble NPOTOKONbLI CBA3M

1.1 HanpaBneHue nNpuMéma AaHHbIX

HanpasneHne npuéma gaHHbIX XapakTepuayeTcsa HanpasfieHMeM NOTOKa JaHHbIX OT UCTOYHU-
koB (TepmuHanos P3A/TTA/OMI1, ctopoHHux noacuctem u 1.4.) B SCADA-cMcTeMy 1 HanpasneHnem
NnoToKa ynpaBnsoMX BO3OENCTBUIA (KOMaHL, ynpaBneHus, nsmeHeHus yctaBok un T.4.) ua SCADA-
cuctemsbl. Hanpumep, nogaepxka npotokona M3OK 60870-5-104 B HanpaBneHun npuéma gaHHbIX O3Ha-
YaeT BO3MOXHOCTb NosiydeHus AaHHbIX SCADA-cMCTEMOM C YCTPOMCTBA, NOAAEPKMBAIOLLErO JaHHbIN
NPOTOKON, a Takke BO3MOXHOCTb Nepefayn komang ynpaenenms SCADA-CMCTEMON B 3TO YCTPOMUCTBO

(nepequb beHKLl,MVI, nopgaepXxmBaembixX AnA KOHKPETHbIX yCTpOIZCTB onumcaH B pasgene 2 OaHHoro go-

KyMeHTa).

MoaaepxvBaeMble NPOTOKOSbI:

M3K 60870-5-101;
M3K 60870-5-103;
M3K 60870-5-104;
M3K 61850;
Modbus RTU,;
Modbus TCP;

OPC DA (ctaHgapt Data Access Bepcum OPC cepsepa 1.0, 2.05a, 3.0);

OPC UA;

RTU-325 (Bepcusa npoTtokona 4.07);

SPA-Bus;

SNMP (Bepcuun npoTtokona 1, 2c¢, 3);

CTAPT (gna ycTporcTB npondsoactea Pagnyc-ABToMaTtukn);
C3T (ans yctpoucts npoussoactea HHIMO nvernn M.B. ®pyHse);
DLMS/COSEM,;

DNP3;

MynbcapM,;

Tennokom (ans yctponcts npoussogctea HIMP Tennokom);
C37.118;

MODES-Centre;

HeCTaHOapTHbIE NMPOTOKOMbl PA3JNINYHbIX npovlsaonmeneﬁ.

1.2 HanpaBneHue nepepayn AaHHbIX

HanpaBneHve nepenaym faHHbIX XapaKkTepuayeTcs HanpaBneHneM NoToka AaHHbix 3 SCADA-

CUCTEMDbI B I'IpVIéMHVIKVI AaHHbIX (B OCHOBHOM CTOPOHHWE CUCTEMbI, HO TaKKe MOryT ObITb TepMunHanbl
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P3A/MA/OMIT n T.4.) U HanpaBneHneM MnoToka ynpasnsowWwmx BO3AENCTBUN (KOMaHA ynpaBrieHus) B
SCADA-cuctemy. Hanpumep, nogaepxka npotokona M3K 60870-5-104 B HanpaBneHuu nepegadu
AaHHbIX 03Ha4YaeT BO3MOXHOCTb nepefayun gaHHbiXx SCADA-c1cTeMon B CTOPOHHUE CUCTeMbI, noaaep-
XvBaroLme AaHHbIN NPOTOKON, a Takke BO3MOXHOCTb Npnuéma koMmaHg ynpasneHua SCADA-cuctemon
N3 3TUX CUCTEM.
MNMoaaepxvBaeMble NPOTOKOSbI:

- MO3K 60870-5-101;

- MO3K 60870-5-104;

- M3K 61850;

— Modbus RTU;

— Modbus TCP;

— OPC DA (ctaHgapt Data Access);

— OPC UA;

— RTU-325 (Bepcusa npoTtokona 4.07);

— DNP3;

— DLMS/COSEM,;

— HeCTaHAapTHble NPOTOKOJ1bl Pa3fiN4HbIX npomssoumeneﬂ.

an/l HeobxoaMMOoCTH ynpaBieHus OI'IpeD,eJ'IéHHbIM yCTpOIZCTBOM N3 CUCTEMblI BEPXHEIO
YPOBHA Heobxoanmo y6eD,I/ITbCF|, YTO MPOTOKOJ1 nepenavn gaHHbIX CUCTEMbl BEepxXHero

ypoBHa nopaepxusaetca SCADA-cuctemon B HanpaBneHun nepegaydm M npoTOKOS

yCTpOIZCTBa nopgaepxmBaeTcd B HarnpaslieHUn npvléma OaHHbIX.

MNepeyeHb QYHKUUKW, NOgAEPKMBAEMbIX O KOHKPETHLIX YCTPOWCTB OnucaH B pasgene 2

AAHHOIO JOKYMEHTA).
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2 WHTerpupyemoe o6opyaosaHue

Ona ynobctBa aobaBneHns koHpurypaumm yctponctea B SCADA-NPOEKT nporpaMmma KoHGu-

rypvpoBaHus (EKRA Studio) coaepxuT wabnoHbl yCTPONCTB pas3nunyHbiX NpoM3BoanTenen.

Mpwn pa3pa60TKe WwabnoHoB B crniydyae noanep>XkKn Co CTOPOHbI O60py,El,OBaHI/IFI peanunsyroTca

PYHKLMK:

CMHXPOHM3ALMMN N KOPPEKTUPOBKM BPEMEHMU;
3arpysku ocumnnorpamm,
CUYMTBIBAHUS JAHHbIX PEMMCTPATOPOB W XXYPHAarloB;

ynpaeneHus.

MepeyeHb nHTerpnpyemoro obopyaosaHuns P3A n NA 1 nogaepxunBaemblx pyHKUNN NpUBEaEH

B Tabnuue 1.

MepeyeHb MHTErpMpyemoro obopyaoBaHus y4éTa anekTposHeprum, y4éta BogonoTpebneHus,

y4éTa KonmyecTBa TennoTbl (TENMOBOW SHEPrum) npuseaéH B Tabnuue 2.

CoBmecTMMOCTb MO NpoTokony nepefadn gaHHbix MOK 61850 onpefgensercs 4OKYMEHTOM

«Protocol Implementation Conformance Statement (PICS)».



Tabnuua 1 — UHTerpupyemoe obopyaosaHme P3A n MNA

CuunTbiBaHME OCLUINIIO-

MpounssoauTens YcTpoiicTBo MpoTokon nepegaun MonyyeHne faHHbIX CVHXpOHU3aLWs BpeMeHU rpaMM
Alstom CBWatch-2 Modbus V V \
Eltek Convertronic STS207 SNMP \ X X
Energyt PKM-101C Modbus \ V \
General Electric Multilin G60 Modbus \ \ \
KS3-1
Lumel KS3-2 Modbus \ \% \Y
SM1 Modbus \ X X
MKK-5 (mogynu ZB, FM, FPM,
Vedoom FPTM, DCDC) Modbus \% X X
MKK-5 (mogynu ZB, FM, FPM,
FPTM) MO3K 60870-5-103 \% \% X
Morgan Shaffer Calisto2 Modbus \ X X
MOXA MOXA EDS-408A/405A SNMP \Y X X
ITDS DIN (16, 32)
PLC Technology ITDS DOUT (16, 8) Modbus \% X X
ITDS HVD3 RTU (7, 7-M)
TAPGUARD 260 Modbus V X X
TAPCON 230 expert Modbus Vv \Y \Y
Reinhausen TAPCON 240 M3K 60870-5-101 \Y \Y \Y
TAPCON 260 (cxema 2992689) =
TAPCON 260 (cxema 4622793) | MOK 60870-5-101 v v X
EM132 Modbus \ \ X
PM130 Modbus \ X X
SATEC SATEC PM175 Modbus \Y O X
PM130E PLUS M3K 60870-5-101 \Y \ V
PM130EH PLUS
PM130P PLUS M3K 60870-5-104 \% \% Vv
Compact NSX Modbus vV \Y X
. . Micom P143
Schneider Electric Micom P521-A83 Modbus v v Vv

Micom P521-B93

2026
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CunTbIBaHME OCUMMIO-

MpownssoauTens YcTpoincteo MpoTtokon nepeaayn MonyyeHne faHHbIX CUHXPOHU3aLMS BPeMeHM rpaMM
Sepam B21
Sepam B22
Sepam M20
Sepam S20
Sepam T20
Sepam M40
Sepam M41
Sepam S40
Sepam S41
Sepam S42
Sepam T40 Modbus \% Y, Y,
Sepam T41
Sepam T42
Sepam S62
Sepam B83
Sepam G82
Sepam M87
Sepam S80
Sepam S82
Sepam T81
Sepam T87
Zelio Logic 2 FBD
Zelio Logic 2 LD Modbus v X X
Siemens SJ62 Modbus Vv \Y X
Siprotec 6MD664
Siprotec 7SD522 M3K 60870-5-103 \Y \ X
Siemens Siprotec 7SJ6x
Modbus vV \Y X
Siemens 7SJ8x M3K 60870-5-101 v vV X
MO3K 60870-5-104
Vaisala \é\gg)r (531, 532, 533, 534, 535, HectaHpgapTHbIv \% \Y Y,
Contrans E-SU Modbus vV X X
ABB-AsTomaTusaua ggiggoigggx&z L01, L02 Modhus v v y
NO2, NO3, S02, V02) M3K 60870-5-103 \Y \Y \Y
AEDC
AnekTo-I"pynn AET (1x, 2X%, 3, 4xX) Modbus \Y X X
AHTpakc Y125 Modbus \ X X
ACY-BAU AC-M3 Modbus \Y X X
KITMMAT MNPOLIECCOP KoHTponnep ABP Modbus vV X X
MexXaHOTPOHMKa BMP3-150 Modbus \Y \Y \Y
BPYH-100-A-01 M3K 60870-5-103 \Y \Y \Y
B3r-01 (BB, OT, CB, TH)
MukponpoLeccopHble TEXHONOMK B3M-03 (BB, OT, CB) Modbus \% \% \%
33M-1-01
MupoHoMMKa T™-1 Modbus \Y \ X
TMT-1 Modbus \Y X X
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CunTbIBaHME OCUMMIO-

MpounssoaunTens YcTpoiictBo MpoTokon nepegaun MonyyeHne AaHHbIX CUHHXpOHU3aLUus BpeMeHn rpaMM

BKT-3 Modbus V X X
PKT-02 Modbus \Y \Y
TM-2-40 Modbus V X
Yrs514

MHMMN «3nekTponpunbop» Lir8506 Modbus X X
LIN8507
CH3020 Modbus X X
CA3020

Hayunpubop CB3020 MK 870-5 X X
CP3020

HIMN «Mogyc» Anap-L| HectaHgapTHbIvi V \

HIMMN «3nemep» [Monb3oBaTenbckoe YyCTPONCTBO HecTtaHgapTHbIv V V
Bpecnep-0107.020 M3K 60870-5-101 V @)

HIMM «bpecnep» Bpecnep-0107.020 M3K 60870-5-103 V @)
Bpecnep-0107 M3K 60870-5-104 V \

HMMN «TecTOnekTpo» 3HOW Modbus Vv Vv

HTL, «Onanpom» [0B2TC Modbus X X

OAO «HUUMT» CYP3A Modbus X X

OseH mg;go Modbus X X
532704 M3K 60870-5-103 V \Y
532704 SPA-Bus \Y o
532502 M3K 60870-5-103 \Y \Y
532502 SPA-Bus \Y o
BKN-01 HecTtaHgapTHbI \ O

LLnto3 MOK 60870-5-103

M3K 60870-5-103

BbINOJIHAETCA LLHO30M

BbINOJIHAETCA LLHO30M

<| < | < KKK < KKKKIKKK KK KKIKKKKL| < KKKK KKK < K < KL

1xx Modbus \Y \Y
92xx Modbus \Y V
OOO HIMM «3KPA> 33x SNMP X X
OKPA 050 Modbus X X
TNC850-30 SNMP X X
TNC850-30 KnneHt M3K 61850 X \Y
CB-02A SNMP X X
OKPA 300 SNMP X X
M3K 60870-5-104
wAT/WCH Modbus X X
MHM «CurHyp» 9X0O-P-02 Modbus X X
YIK-L Modbus X X
ABaHT K400 M3K 60870-5-101 \Y \Y
MpocodT-cucTembl — =
Wiz MK 60870-5-104 M3K 60870-5-104 BbINOSHSIETCS Cnyx6oMn BbINOMHSAETCA Cry60M
CUHXP. 3arpysku ocumnnorpamMmm
OBoga-J1
Mposn Oson-MIl Modbus X X
OBOA-MA 2016 Modbus \Y X
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MpounssoauTenb

YcTponcteso

MpoTokon nepegayn

ﬂonyquMe OaHHbIX

CVIHXpOHVISaLI,VIﬂ BpemMeHu

CuuTblBaHMe ocumnso-
rpamMm

Pagunyc-AsTomatuka

Cupwnyc-2-B
Cupwuyc-2-JT1-1A
Cupuyc-2-J1-5A
Cwupuyc-2-MI-1A
Cupunyc-2-MJ1-5A
Cupuyc-2-OMI
Cupuyc-2-PYH
Cupuyc-2-C
Cwupuyc-3-11B-02
Cwupuyc-3-CB
Cupwuyc-3-YB
Cwupuyc-I'C
Cwupuyc-O-1A
Cupwuyc-O-5A
Cwupuyc-a3
Cupunyc-UM®-3P
Cupunyc-T3
Cupwnyc-TH
Cupwnyc-YB

Modbus

Cupwnyc-PHM-1
Cupwuyc-2-PH
Cupuyc-2-LIC
Cupunyc-033
Cupuyc-LIC
CnpuHT-M

Modbus

NM®-1P
MM®-3P
Cupwuyc-2-B
Cupuyc-2-1
Cupuyc-2-MJ1
Cupuyc-2-C
Cupwuyc-TH

CTAPT

PHM-1
Cupuyc-J1
Cupuyc-MJ1
Cupuyc-MBk
Cupuyc-C
Cupuyc-B
Cupuyc-LIC

CTAPT

Penematuka (ML} Bpecnep)

TOP 100
TOP 100-J10K 61
TOP 200

SPA-Bus

<

<

TOP 100-J10K 61

M3K 60870-5-103

P3A Cuctems

PC83

Modbus

PC830

Modbus

Pycannpom

P3M700

Modbus

TaBpuaa anekTpuk

Ter_RecXX_Al1_XX

Modbus

M3K 60870-5-101

< K KKK <

< < XKL I<

< < | XI<ILI<
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CunTbIBaHME OCUMMIO-

MpounssoaunTens YcTpoiictBo MpoTokon nepegaun MonyyeHne AaHHbIX CUHHXpOHU3aLUus BpeMeHn rpaMM
M3K 60870-5-104 V V Vv
AYOT-M2-YXJ4
MH3M-80-260-M2-YXN4
TexHOKOMMMeKT MH3M-80-260-M3-Y X/14 Modbus \% X X
MH3M-M-XX-XXX-X-YXXIN4
AKA Kegp
YpanaHeprocepsuc NB3Y-E M3K 60870-5-101 \ \% X
Bnok ynnoTHeHus kKaHanos
Y3A3 BAMM Modbus \Y \Y \Y
AnekTpoaBTOMaTHKa CKMB-3P Modbus \ V \
BneKTpOMEXaHMKa MC1218L Modbus Vv X X
ML16806-03M Modbus Vv \Y X
iB120
LLIK120
mM120
SnekTponpuBop LL1{r02/72/96/1200M Modbus \Y X X
120
yn120
Lyr120y
4120 HectaHpgapTHbIvi \ X X
OHeprusi CAMYP Modbus vV X X
ET
OHepronpubop E854M-L| Modbus \% X X
E855M-L|
Modbus Vv X X
OHMB-1 MO3K 60870-5-101 v vV X
M3K 60870-5-104
OHeprocepsuc Modbus \ X X
OHUM-2 MO3K 60870-5-101 v vV X
M3K 60870-5-104
OHMB-2-4/3R Modbus vV X X
OHeprocotos Hﬁggﬁg Modbus \% X X
HIMM «3HeproTexHmkay Pecypc UF2 MO3K 60870-5-101 Vv Vv X
FOHuTen NHXUHUPWHT MKY(C) CP 24 M3K 60870-5-101 \4 Vv Vv

O6o03HaveHus:

— V — peanusoBaHo B EKRASCADA,
— O — He peanusoBaHo B EKRASCADA,

— X — He peanusoBaHo B YCTPOMWCTBE.




Tabnuua 2 — NHTerpupyemoe obopyaoBaHme y4€Ta U KadecTBa SMEKTPOSHEPIUN, y4ETa BOAONOTPEDNEHNs, KONNYeCcTBa TENNOThI (TEMSIOBOW 3HEPTUN)

, 10-, 16-kaHanbHbIN)

CuHxpoHusa- | KoHTponb ce- 3annch 3anuck Ta- 3annch
. MNpoTtokon YrteHune paH- - Ynpasnexue
MpownssoaunTens YcTpoiictBo uns PUIAHOTO HO- - nepesoga pvicbHOro npasgHUYHbIX
nepepayu HbIX Harpyskomn -
BpEMEHMU mepa Yacos pacnucaHus aHewn
A1802 ANSI Y \% \% X X X X
A1802 DLMS \Y \% \% X Y, Y \Y,
Elster
A1800 Modbus Y \% \% X X X X
EK260
EK270 Modbus Y \% X X X X X
Lumel ND-10 Modbus \Y \% \Y X X X X
Cucten $-57-5-02-13-12 ®oToH \Y \Y (0] X Y, Y, X
Binom336(3x) MO3K 60870-5-
Anroputm Binom336(4x) 101 \% \Y \% X X X X
Focyn,apCT?eHHbm PsazaHckui Famma 3 Favma Vv v X X v v vV
nNpubopHbIN 3aBoA
PAH-CUCTEMA-C [paH-OnekTpo CC-301 [paH-OnekTpo \% \ \ \% \% \% \%
Mepkypun 230 ART
MHkoTekc Mepkypun 233 ARTM2 Mepkypui \% \% \% \% \% \% \%
Mepkypui 234 ARTM2
Munyp 306.11R
Munangp Munyp 307.11R-2-W Munyp \% \% \% \% \% \% \%
Mwup Y \% \% X Y, Y, Y,
MWP 3Hepro Mwup C-03
MO3K 60870-5- Vv v v X vV vV vV
101
MCY-4TM.05
MCY-4TM.050
MCY-4TM.05M
MCY-4TM.05M1
MCY-4TM.05MK
HHIMO um. M.B. ®pyH3e NCYU-4TM.05MH CaT \% \% \% \% \% \% \%
C3Bb-1TM.02M
C3T-4TM.02
C3T-4TM.02M.02
C3T-4TM.03
Mynscap M
HMMN « TEMNOBOOOXPAH» Peructpatop Mynbcap (2-, 3-, 6- | MNynscapM Y \% X X \Y X X
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MpoTokon UreHne gaH- CuHxpoHusa- | KoHTponb ce- YnpasneHve 3anncb 3anuck Ta- 3annck
MpownssoaunTens YcTpowncTeo nepenaqn HbIX uuns pUAHOrO Ho- HArpY3KOV nepesofa pvdHoro MpasAHNYHbIX
BpEMEHM mepa Yyacos pacnucaHus aHewn
MPBUC-PC4(M), 1-kaH. (Bepcus
450-499)
MPBUNC-PC4(M)-YnbTpa, 1-kaH.
HIMMN Npewnc (Bepcusa 950-969) Modbus \Y \Y X X X X X
MPBUC-PC4(M)-YnbTpa, 4-kaH.
(Bepcus 970-999)
MPBNC-PC4, PU-4|5
HM® Tennokom BKT-7 Tennokom \% X \% X X X X
LI56850M M3K 1107-96 Y \% \% X X X X
OHepromepa
CE304 Modbus \ X X X X X X
OHeprocepsuc ESM Modbus \% \% \% X X X X
SHeproTexHmka Pecypc UF2-4.30 (E4) 2"0?'( 60870-5- v v X X X X X
O603HaveHus:

— V — peanusoBaHo B EKRASCADA,;

— O — He peanusoBaHo B EKRASCADA,;

— X — He peanusoBaHo B YCTPOICTBE.




lNepeyeHb nogaepxmMBaembiX YCTPOMCTB MOCTOSAHHO pacwupsieTcd. B cnyyae ncnoneso-
BaHMA JOKYMEHTa Npu NPOEKTUPOBaHUKN cneayeTt yoeanTbesi B akTyanbHOCTU JOKYMEHTA.

AkTyarnbHasi Bepcus JOKyMeHTa JOCTYMHa 4119 ckaymBaHusa Ha pecypce http://soft.ekra.ru.

Ecnu HeO6XODMMOG yCTpOIZCTBO OTCYTCTBYET B nepe4yHe, crneayet yTO4HUTb BO3MOXHOCTb

ero uHterpauuun no agpecy soft@ekra.ru.

OTcyTCcTBYIOLWME B NEPEYHE YCTPOUCTBA MOTYT ObITb MHTErpupoBaHbl B SCADA-cMCTEMY B pyy-
HOM peXxume, ecnv OHW MoaAEepPXKUBAOT OAWH M3 MPOTOKOMOB Mepedayn AaHHbiX. Mpu atom ans

ycTpowcTBa 6yayT A4OCTYMHbI PYHKUMK, ONncaHHble B Tabnuue 3.

Tabnuua 3 — Noaaepxkmeaemble PYHKLMN NPOTOKOOB

KoHTposb ce-
PUNHOIO HO-
mepa

lMpoToKon nepenayn UteHne CuHXpOHU3aums Urenne
OaHHbIX AaHHbIX BPEMEHMU ocLMANorpamMm

paH-3nekTpo V

M3K 60870-5-101

M3K 60870-5-103

M3K 60870-5-104

CaT

ANSI

| < I < | K<< [ <<
<

DLMS

Modbus RTU

Modbus TCP

OPC DA

OPC UA

RTU-325

SPA-Bus

SNMP

DNP3

Tennokom

I <K<K I <K<K <K<K < || <K|IK<K I KKK K<

C37.118

MoppepxmBaemble yHKUMM NpoToKona nepegayn aaHHbix MOK 61850 onpeneneHbl B 4OKY-

mMeHTe «Protocol Implementation Conformance Statement (PICS)».
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