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ABTOpCKME MpaBa Ha AaHHYK [OOKYMEHTauuto
npuHagnexat OO0 HIMIM «3KPA».

CHaTue konui Unu nepenedatka paspeluaeTcs
TONbKO NO COrflacoBaHMIo C pa3paboTymKoMm.

3amevyaHuss 1 npeanoXeHns no pPyKoBOACTBY

HanpaBnATb NO 3NEKTPOHHOMY agpecy e3gd@ekra.ru

BHUMAHMUE!
0O PABOTbI C MPOrPAMMON HEOBXOOMMO
O3HAKOMUTBLCA C HACTOALLUMM PYKOBOACTBOM!


mailto:e3gd@ekra.ru
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AHHOTALIUA

HacTosiwuin JOKYMEHT SBMSETCS ONUCaHWEM Mpouedypbl YCTAHOBKM U JNMLEH3MPOBAHUSA
komnriekca nporpamm EKRASCADA (nanee — KN EKRASCADA nnu EKRASCADA) B cocTase npo-
rpaMmHo-TexHn4eckoro komnriekca «KPA-OHeproydeT» (aanee — NTK «OKPA-3HeproyyeT» nnum
MTK).

EKRASCADA saBnsieTcs pacnpedeneHHOn KIMEeHT-CEPBEPHON cucTemon, paboTatowen Ha
MHoxecTBe cepepoB MTK n npegocraensioLLen cpeacTBa MOHUTOPUHIA U yNpaBneHns AaHHbIMU
C aBTOMAaTU3MPOBAHHbIX paboynx MeCT Nonb3oBaTenemn n Co CTOPOHbI CMEXHbBIX CUCTEM.

Hactosawwmn gokymeHT aktyaneH ans K EKRASCADA sepcun 2.9.9.
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MepeyeHb NPUHATLIX COKpPaLLEeHUN

American National Standards Institute (HaunoHanbHbIA MHCTUTYT CTaHAAPTOB
CLUA)

Advanced Packaging Tool (nporpamma gns yctaHoBku, OGHOBMNEHNS 1 yaane-
HUs nporpamMmMHbIx naketoB B OC Debian n ocHoBaHHbIX Ha H1X (Ubuntu, Linux
Mint u T.n.)

Device Language Message Specification (cneuudomkaumns npuknagHoOro
YypOBHS, paspaboTaHHaa gna cTaHdapTusaumMm coobLleHui, nepegaBaeMbIixX
no pacnpenenuTenbHbIM JIMHUAM)

Domain Name System (Cuctema AOMEHHbIX UMEH)

GNU Privacy Guard (ceobogHas nporpamma ansi wmdpoBaHus nHdpopmaumnm
N CO34aHNs 3NEKTPOHHbIX LUAPOBBLIX Noanucen)

Hardware Against Software Piracy (annapaTHo-nporpamMmHasl UHCTPYMEH-
TanbHasa cuctema, npegHasHavyeHHas Ans 3awutbl NporpamMmm M AaHHbIX OT
HeneranbHOro UCNosb30BaHMs, NMPATCKOro TMPaXMPOBAHUS U HECAHKLMOHK-
POBaHHOro 4OCTYNa K aHHbIM, a Takke AN ayTeHTUdunKaLmMm nonb3oBaTenemn
npv AOCTYyMe K 3allMLLEeHHbIM pecypcam)

HyperText Transfer Protocol (npoTokon nepeaaym runeprekcra)

HyperText Transfer Protocol Secure (paclumMpeHre npoTokona nepegayu ru-
nepTekcTa Ans NOAAEPKKMN LNEPOBaHMSA B LENSAX MOBbILWEHNsT Ge3onacHo-
cTh)

Data name, identifier (Ono3HaBaTtenb)
Internet Protocol (MHTepHeT-npoToKon)

Network Basic Input/Output System (ceTeBas 6aszoBasi cuctema BBOAA/BbI-
BoAa)

Network Time Protocol (npoTokon ceTeBoro BpemeHu)

Network Time Protocol daemon (nporpamma-gemMoH, Kotopas ycTaHaBnusaeT
1 noaaepxmsaeT cucteMHoe BpemMsi no npotokony NTP)

OLE for Process Control (cemeicTBO NPOrpaMmHbIX TEXHOSTOMIN)
Remote Terminal Unit (ycTponcTBo cBA3n ¢ 06 bEKTOM)
Short Message Service (cnyx6a KopoTKnx coobLieHun)

Simple Network Management Protocol (npocToin npoTokon ceTeBoro ynpas-
neHus)


https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/Debian
https://ru.wikipedia.org/wiki/Ubuntu
https://ru.wikipedia.org/wiki/Linux_Mint
https://ru.wikipedia.org/wiki/Linux_Mint
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Secure Shell (6esonacHass 0bonoyka, ceTeBOW MNPOTOKON MNPUKIAAHOMo
YPOBHS, NO3BOSIAIOLLNIA MPOM3BOANTL yAANEHHOE ynpasreHne onepaunoHHON
cuctemon 1 TyHHenvposaHue TCP-coeguHeHui)

Transmission Control Protocol (npoTokon ynpaeneHus nepegayen)

ABTOMaTI/I3I/IpOBaHHaFI I/IHd)OpMaLl,I/IOHHO-VISMepVITeJ'I bHaA CUctema

y4€Ta 3NEeKTPO3HEPIrMn(3HEPropecypcoB)
AKLUMOHepHOe 0bLLIEeCTBO
ABTOMaTn3npoBaHHoe paboyee MecTo
cucrtema TEXHONOrM4YeCKUM

ABTOMaTI/I3I/IpOBaHHaF| ynpaBneHus

npoLeccom
Basa gaHHbIX

'pynna KomnaHum

3akpbiTOE aKUunoHepHoe obuecTBo CneunanbHOe KOHCTPYKTOpCKoe Gropo
MHdpopmaumnoHHas 6e3onacHoCTb

MHTennekTyanbHble CUCTEMBI

Komnnekc nporpamm

JlokanbHas BbluMCnNUTENbBHANA ceTb

MexayHapoaHas anekTpoTexHudeckas kommccms (ot aHrn. IEC — International
Electrotechnical Comission)

HayyHo-nponsBoacTBeHHOE

Hay4Ho-npoun3BoacTBeHHOE 00begmMHeHNEe

Hay4yHOo-npon3BOACTBEHHOE NpeanpusTue

O6LwecTBO C OrpaHNYEHHON OTBETCTBEHHOCTLIO

OnepaunoHHas cuctema

lNepcoHarnbHbIA KOMMNbIOTEP

MporpammHoe obecneveHne

lNporpaMMHO-TEXHUYECKNIA KOMMNITEKC

Cucrtema MOHUTOPUHIa U yNpaBieHMs Ka4eCTBOM 3M1EKTPO3IHEPrnm
Cneumndukaums npotokona obmeHa AaHHbIMU ANEKTPOHHbIX CHETYMKOB

Cuctema ynpaeneHus 6azamy gaHHbIX
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1 CuctemMHble TpeboBaHUA

KN EKRASCADA moxeT 6bITb YyCTaHOBMNEH Ha nepcoHanbHble komnbioTepsbl (1K), noptatue-
Hble 1 MobunbHble MK (HoyTbykun), cepBepbl, paboTatowme B NOKanNbHOW BbIYUCIUTENBHOW CETU
(NBC).

KM EKRASCADA moxeT 6bITb YCTaHOBMNEH U paboTaTb Ha KOMMNbOTEPE NoA ynpaBneHnem
crieqyoLLmMx Bepcuii onepaumoHHbIx cuctem (OC)Y:

— Windows 8;

— Windows 8.1;

— Windows 10;

— Windows Server 2008 R2 Service Pack 1;

— Windows Server 2008 Service Pack 2;

— Windows Server 2012;

— Windows Server 2016;

— Windows Server 2019;

— Debian/GNU Linux Bepcun 8.0 «Jessie» u ctapLue;

— Astra Linux Common Edition (Opén) 2.12;

— Astra Linux Special Edition (CmoneHck) 1.6;

— ALT Workstation 9 (AnbT paboyas ctaHuus 9);

— ALT Server 9 (AnbT cepsep 9).

Ana dpyHkunoHmnposaHms EKRASCADA Heo6xoammbl 6eicTpoaericTeue npoueccopa 2 My un
He MeHee 4 [GaiT onepaTUBHOM NAMSATH.

Ons pasmeweHns dannos EKRASCADA TpebyeTcs He meHee 2 (6alT npocTpaHCTBa Ha
CUCTEMHOM pasZierne XecTKoro Ancka. Pasmep katanora faHHbIX onpeaensieTcs HacTponkamm KOM-
MOHEHTOB M 06 BLEMOM NpPOEKTa aBToOMaTU3aLuum.

[ns B3anmogencteuns komnoHeHToB EKRASCADA mexay cobon Ha pasnmMyHbIX KOMMboTe-

pax Heobxoanma nogaepxka cetesoro npotokona TCP/IP.

1) KM EKRASCADA nopaepxusaeT 32 1 64-6utHble Bepcum OC.
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2 HasHauyeHue u cocTaB nporpamMmbi

EKRASCADA cogepxuT Habop 6a30BbIX CEPBEPHbIX MPUKITAAHbLIX N CEPBUCHBLIX KOMMOHEH-

ToB, obecneunBarowmx paboty EKRASCADA B Lefnom 1 yCcTaHaBNMBaeMbIX B COCTaBe ANCTpPUGY-
TnBa EKRASCADA.

CBefieHns 0 CTPYKType, HadHa4YeHnW, B3auMoAEeNCTBUM 1 anropuTmax paboTbl KOMNOHEHTOB

EKRASCADA npuBefeHbl B gokymeHTe «Komnnekc nporpamm EKRASCADA. OnucaHue npo-
rpammbl» IKPA.00010-07 13 01.

®yHkumoHan MNTK «3KPA-3Heproy4eT» onpegensietcd HAbopom NCNOMb3yeMbIX KOMMNOHEH-

ToB KIN EKRASCADA. lNepeyeHb 1 yHKLUN KOMMOHEHTOB NpuBeaeHbl B Tabnuue 1.

Tabnuua 1 — KomnoHeHTbl EKRASCADA

KomnoHeHT

PYHKLUM KOMMOHEHTOB

OnepaTtuBHasa 6a3a gaHHbIX

BbinonHeHune yHKuni:

— obmeHa gaHHbIX mMexagy nogcucremamm EKRAS-
CADA,;

— (hbopMMpPOBaHNS 3HAYEHMI pacyYETHbIX CUTHaNoOB

Cwnctema ynpasneHus
EKRASCADA

YnpaBneHue Bcemun komnoHeHTamm EKRASCADA

CuHxpoHusaTtop dannos

CuHXpOoHM3aLms
EKRASCADA

dannos

Mexgy — cepBepamu

CucTema XypHanmpoBaHusi

BeneHue xypHanoB paboTbl KOMNOHEHTOB EKRAS-

cbopa aaHHbIX

baszoBble CADA
KOMTMOHEHTBI MnaHnpoBLWMK 3aga4 3anyck CUCTEMHbIX ENCTBUI MO PacnUCaHuio
CucTeMa AMATHOCTURM OnarHoctnka  paboTocnocobHOCTM  nogcucTem
A EKRASCADA n Hann4ne cBsA3n C cepBepamMu
MOHUTOPUHT UCnornHAeMbIX dannoB KOMMNOHEHTOB U
Cuctema MOHUTOPUHIa N
MX KOHUrypaumm ans BbiABNEHUS HeCAHKLMOHUPO-
LefoCTHOCTH s 9
BaHHbIX U3MEHEHWn 3TUX dhannos
CuHxpoHunzaumnsa spemenn cepsepa EKRASCADA ot
Cuctema cMHXpoHM3aLuu cepsepa BpeMeHu no npotokony NTP.
BpPEMEHM CWHXpOHM3aLMa BPEMEHN CTOPOHHUX YCTPOWUCTB OT
cepsepa EKRASCADA no npotokony NTP
Knnent M3K 60870-5-101 Onpoc yctpoucts no npotokony MOK 60870-5-101
Knnent M3OK 60870-5-104 Onpoc yctponcts no npotokony MOK 60870-5-104
Knnent M3K 61850 Onpoc yctponcTts no ctaHgapty M3OK 61850
Knnent Modbus Onpoc yctponcts no npotokony Modbus RTU/TCP
Onpoc yctpouncts no npotokony OPC
Knnewt OPC (Bepcum OPC cepsepa 1.0, 2.05a, 3.0)
KnveHt SNMP Onpoc yctpouncts no npotokony SNMP
MoacucTema (Bepcum npotokona 1, 2c, 3)

Knnent COT

Onpoc yctporncTts no npotokony HIMO
um. M. B. ®pyHse

KnveHT Mepkypun

Onpoc yctponcTts, no npotokony K «MHkoTeke»

Knnent ANSI

Onpoc yctpowcTts, no npotokony ANSI C12.18-2006
n ANSI C12.19-2012

KnueHT NpaH-OnekTpo

Onpoc yCTpoMCTB N0 NPOTOKOSY
HIM 000 «'PAH-CUCTEMA-C»

KnneHTt ®oToH

Onpoc yctponcts no npotokony OO0 «CACTEJSI»

KnveHTt Munyp

Onpoc yctpouncts no npotokony OO0 «Munyp NC»
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KomnoHeHT

CDyH KUMUN KOMMOHEHTOB

KnuenT Namma

Onpoc yctponcts no npotokony 3A0 CKB «ABToma-
TU3aymnsa»

KnneHT QHepromepa

Onpoc yctpowncTs no npotokony AO «OneKkTpoTexHu-
Yeckne 3aBofbl «3Hepromepay

Knnent DLMS/CNOAO3C

Onpoc ycTtponcts no npotokony IEC 62056 n ocHo-
BaHHOro Ha ero 6ase nportokona ClMOA3C no
CTO 34.01-5.1-006-2019

KnneHt Mup

Onpoc yctporicts no npotokony HIMO «MUP»

Knuent RTU-325

Onpoc yctponcts no npotokony OOO «3nbcTep
MeTpoHuka»

MNoacucrtema
nepegayun gaHHbIX

CepBep M3K 61850

Mepepaya gaHHbIX No ctaHgapTy MOK 61850

Cepep OPC

Mepepada gaHHbIX No npotokony OPC-DA

Cepsep Modbus

Mepepaya gaHHbIX o npotokony Modbus RTU/TCP

CepBep M3K 60870-5-101

Mepepaya gaHHbIX No npotokony MAK 60870-5-101

CepBep M3K 60870-5-104

Mepepaya gaHHbIX No npotokony MAK 60870-5-104

Moacuctema apxnBUPOBaHNS 1 reHepalmm

CoxpaHeHme OaHHbIX B onroepemMeHHOM apxuee ”

OT4éTOB dopMrpoBaHNE OTYETHBIX (POPM
MNogcucrema Web-cepsep OTobGpakeHne AMHaMUYECKMX MHEMOCXEM, apXMBOB
oTOBpaxeHus EKRASCADA APM cobbITU, TpeHZoB, oT4éToB Ha APM nonb3osartens

MoacmcTema onoBeLeHMs nonb3oBaTenemn

OnogeLlleHne nonb3oartenen (no SMS unn e-mail)
00 M3MEHEeHUN COCTOSIHNS BbIGpaHHbLIX CUrHANOB

Moacucrtema
CeTeBoro
ynpaBneHus

Cepsep SNMP

JloBywka SNMP

lMpepocTasneHvne gaHHbIX 0 cepBepe EKRASCADA
B CTOPOHHWE cucTeMbl no npotokony SNMP.

[Mprem gaHHbIX O COCTOsIHMM 0BOopPYyAOBaHUS MO NpPo-
Tokony SNMP

Moacuctema o6paboTkm dannos

Mpuem, obpaboTka 1 oTnpaeBka dannos

EKRA Studio

KoHndurypuposaHue npoekta ans AINC YO (p)/
CMunYKD3, NpoCcMOTp TEKYLUMX 1 apXUBHbIX AAHHbIX
B pasnuyHbIX oopmMax

MporpamMmma NpocMoTpa ocLMIIorpamm

MpocmoTp ocumnnorpamm B cuctemax ACY Tr1

Moacucrema 060pa OaHHbIX BbINONHAET c60p OaHHbIX C yCTpOIZCTB HWXHEro ypoBHA UInn

CTOPOHHUX noacCucTeM 1M nomMewlaet nx B onepaTtnBHyro E,D, Takke nogcuctema NnPpUHNMaeT KO-

MaHAbl OT MeHeXKXepa KoOMaHA U OTCbIMaeT UX B yCTpOIZCTBa N CTOPOHHME NOACUCTEMDbI.

OnepatueHas B[:

— NpUHMMaeT gaHHbIe OT NOACUCTEM, ABNALLNXCA NCTOYHUKaMU OaHHbIX, U NMpeaoCTaBndeT

AaHHble noacnucremMam, ABnArWnmMcA I'IOTpe6VITeJ'IF|MVI OaHHbIX;

— NPUHMMaEeT KoMaHAabl OT APYrnx KOMMOHEHTOB, onpeaendeTt HenocpeaCTBEHHOIo Ncnors-

HUTEenNnda KoMmaHObl U HAanpaBndeT €€ NCNONHNTENIO;

— chopmupyeT 3HaUYEHNSI pacyYETHbIX CUrHaroB.

Moacuctema nepedaym gaHHbIX NonyyvaeT gaHHble n3 onepatueHon Bl n nepepaet mx Ha

BGpXHI/II;I YpPOBEHb N1 B CTOPOHHNE CUCTEMbI. Tarke noacuctema npnHMMaeT KoMaHAbl C BEpXHEro

YPOBHA U CTOPOHHUX CUCTEM U NepeHanpaBnAaeT UX MeHepKepy KomaHa.
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MoacucTema apxmMBMpOBaHNA 1 reHepaL MM OTYETOB Nony4vaeT AaHHble U3 onepaTtusHon B,
CcoxpaHsieT MHOpMaLuo B AONTOBPEMEHHOM apXnBe U POPMUPYET OTYETHbIE HOPMbI MO aPXUBHOWN
MHopMaLmn.

Moacuctema oTobpaxeHnsa nonyvaeT gaHHble n3 onepaTtueHon B n gonrospemeHHon b
n npegocrtaensieT nx B APM nonb3oBatens B BUae gMHaMMYECKUX MHEMOCXEM, apXMBOB COObITUMN,
TpeHdoB, OTYETOB. Takke nogcucteMa npuHMMaeT komaHabl ¢ APM n nepeHanpaBnseT nx mMeHe-
OKepy KoMaHA.

NogcucTema onoBeLleHns nonb3oBaTesiel BbINOMHAET OnoBeLLLeHne nosib3osartenemn od ns-
MEHEHUSIX COCTOSIHUSA CUCTEMbI NOCPEACTBOM pacChifikn SMS-coobLeHnn 1 cooBLLEHNI SNEKTPOH-
HOW NOYThI.

Cuctema CUMHXpPOHM3aLUN BPEMEHU BbINOSTHAET CUHXPOHU3AUUIO BPEMEHU MO MPOTOKOMY
NTP. O6ecneunBaeTcsi Kak CUHXpPOHM3aLUMsA cepBepa C UCTOYHMKOM TOYHOrO BPEMEHM, TaK 1 Npeao-
CTaBfeHne TO4YHOro BpeMeHU CMEXHbIM CUCTEMaM.

Moacuctema ceTeBOro ynpasneHus NPeaocTaBnsaeT JaHHble O CepBepe B CMEXHble CU-
ctembl no npotokony SNMP.

Mopcuctema anarHocTmkn obecneynBaeT KOHTPOSb:

— paboTocnocobHOCTU NporpammMHbIX koMnoHeHToB EKRASCADA;

— Hanuunsl CBA3U MO JokanbHoW cetn ¢ obopygoBaHnem [MTK, CMeXHbIX CUCTEM WU
YCTPOWNCTB.

Cuctema MOHMTOpPMHra LIENIOCTHOCTM OCYLLECTBMSIET ANArHOCTUKY KOMMOHeHToB EKRAS-
CADA 1 1x KoH(urypaumim nyteM cpaBHEHUS X KOHTPOSbHbLIX CYMM C 3TanoHHbIMU 3HAYEHUAMM.
Mpy HecoBNageHUN KOHTPOSIbHLIX CYMM UCMOSTHAEMbIX 1 BUBNMOTEYHbIX hannos, a Takke dannos
KOHUrypaumm komnoHeHToB, B EKRASCADA ¢opMupyoTCA COOTBETCTBYHOLLNE COBLITUS.

Cuctema xxypHanupoBaHus obecneymBaeT LieHTpanM3oBaHHoe BeeHMe XypHanos paboTol
komnoHeHToB KI'NT EKRASCADA.

Moacuctema ynpasneHns EKRASCADA obecneymBaeT BbiNofHEHNE OYHKUUA yaanéHHON

HaCTDOI‘;IKM n agMUHUCTPUPOBaAHNA NporpaMmMHbIX KOMIMOHEHTOB CepBepa:

OBOHOBMEHNS U OYUCTKU KOHpUrypauunm;

ynpasiieHua XypHanamm pa6OTbI KOMIMOHEHTOB;

ynpaereHus XypHanamm ceTeBoro oomeHa;

nepesanycka KOMMNOHEHTOB;

— NnueH3npoBaHNA KOMMOHEHTOB,

dhopMnpoBaHMUS 1 BbIFPY3KN MAcCUBOB ANArHOCTUHECKOW MHbopmauuu.
Cuctema ynpasneHus B[] obecneuvnBaeT OONroBpeMEHHOE XpaHeHwe, pe3epBupoBaHuE,

npopexunBaHne n npenocrtasrieHne gaHHbIX ON1roBpeMEHHOIo XpaHeHnAa CMeXXHbIM KOMIMOHEeHTaM.
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Moacuctema obpaboTkm channos obecneunBaeT obpaboTky hannos cepsepa n dopMmnpo-
BaHWE 3HAYEeHWN CUrHanoB No pesynbrtatam 00paboTkM annoB NyTéM NepemelleHnd, oT-
npasku/nony4yeHms annoe rno SMeKTPOHHOW noyTe, 06paboTkn 1 NpeobpasoBaHNs BCTPOEHHbIMU
nnn cpeacTBamMmm CTOPOHHMX UCMONHAEMbIX dansnos.

CuHxpoHu3aTop grannoB obecnevmBaeT CMHXPOHM3ALMI0 PanioB gaHHbIX (KypHanoB, OT-
YETOoB U T.4.), hopmupyembix komnoHeHTamn EKRASCADA B npougecce paboThl, Mexay cepBepamm
MTK.

KomnoHeHT «EKRA Studio» obecneunBaer:

— HacTpOWKy napameTpoB paboTbl cepBepHbIx koMnoHeHTOB EKRASCADA,;

— NPUMEHeHNe napameTpoB CEPBEPHbLIX KOMMNOHEHTOB;

— AMarHoCTUKY COCTOSIHUSI KOMMOHEHTOB M HabopoB AaHHbIX EKRASCADA,;

— ynpaBneHune pexxmMmamy paboTbl CepBEPHbIX KOMMOHEHTOB;

— ynpasneHnue nuueHsnamm EKRASCADA.

Cesa3b ¢ EKRA Studio BbinonHaeTtcsa no TCP/IP. [Ansa nepegayn aHHbIX UCNOMb3YEeTCA BHYT-
peHHuin npotokon EKRASCADA.



13
OKPA.00065-01 34 02

3 YctaHoBka EKRASCADA

3.1 Obwme cBeaeHun

Mepepn yctaHoBkon KN EKRASCADA pekoMeHOyeTCH BbIMONHUTD:

— npoBepky, 4Yto ceptudukat guctpnbytmea EKRASCADA geincTBuMTENEH U BblgaH Npons-
BOAMWTENIO;

— NPOBEPKY COOTBETCTBMSA KOHTPOSIbHbIX CYMM YyCTaHaBNMBaeMoro AucTpubyTtusa
EKRASCADA KOHTPOMbHbIM CymMMaM OucTpubyTuBa, NpeaoCTaBieHHbIM MNPOM3BOAUTENEM
EKRASCADA.

Onucanune NPOBEPKA CepTI/I(bVIKaTOB npmBeneHo B NPUNoOXeHnn A

3.2 OC Windows

3.2.1 YcTaHoBKa nporpammbl

Ins yctanoBkn EKRASCADA Ha cepep nnn APM INMTK ¢ OC Windows TpebyeTcs 3anyctuTb
dann guctpubytmea EKRASCADA-X.X.X.exe.

B oTtkpbiBlwemca mactepe yctaHoBkm EKRASCADA Heo6xoaMmo BbINOMHUTBL onepauunm,
OMNUCaHHbIE HNXeE.

Bbi6op A3blka NporpaMmMbl YCTaHOBKM BbIMOSTHAETCA Ha CTapTOBOM CTpaHULE macTepa ycTa-

HOBKM (CM. PUCYHOK 1).

es3 EKRASCADA

BribepuTe AZbIK YCTAHOBKK

PucyHok 1 — MacTtep ycTaHOBKU. AA3blk MacTepa yCTaHOBKU

MPUHATME NUUEH3NOHHOTO COrMalleHNst BbINOSIHAETCS YCTaHOBKOW chnara «A npuHUmaro
YCMNOBUSI A@HHOMO NMLIEH3MOHHOTO COrMnalleHnsi» Ha CTpaHuUe NULEH3WOHHOro CornalleHus ma-

cTepa yCTaHOBKM (CM. pUCYHOK 2). [insi NpoAoSKeHWs1 HaxaTb KHoMKy [anee.
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s} EKRASCADA

BHMMaTensHO NpoYnTaiTe AMUEH3MOHHOE COrAalleHme;
NVMUEH3IMOHHOE COMMAWEHWE C NOMB3OBATENEM HA =

NPOTPAMMHOE OBECMEYEHME 00O HNM "3KPA" L
EKRASCADA

BHUMAHWE - HEOBXOAWMO BHMMATENBHO NMNPOYECTD!
BHMMaTeNbHO 0ZHEKOMBTECE € YCIOBMAMMW AWUEHZWOHHOMO
cOrnalleHWA neped  Hadanowm paGoTel € MPOrpaMmHbIM
obecnedyeHmem.

Hactoauwlee AuUeHIWOHHOE COMAAWEHWE € MOAL3OB3TENeM
[«NMUEHZMOHHOE  COTfalleHWes] - 310  HpWaWdeckoe
corfalleHWe — Mexay — Bamk M npaeooBragatenem
(obnapatenem WCKIHOWMTENEHOTO Mpaga Ha nporpaMMHoe
ofecneueHne) - QOO0  HIM  «2KPA=. HacroAuwee
AMLEHIMOHHOe CorfalleHwe AedCTBUTeARHO M NpeAoCcTaBafeT
MoAB3OBATENK MPEE3a Ha MWCMOAB30BAHWE MPOrpamMMHOro
obecneveHwa TOMBKO B CNYYAE ecaw nporpammHoe
ofecnedeHre NOAAUHHO.

YcraHoeka NpPOrpaMMHOro obecnedenna (B T.u.

-

A NPUHWKMAaK YCNOBWA AaHHOMD AMUEHIWOHHOMD CornalleHKa.

PucyHok 2 — MacTep ycTtaHOBKU. JIMLLEH3MOHHOE cornalleHne

Ona pasvellenuns gpainos EKRASCADA TpebyeTcs ykasaTb kaTanor yCTaHOBKM M KaTanor
AaHHbIX (CM. pycyHOK 3). B kaTanore ycTaHOBKM pa3mMeLlaoTcsa ucnonHsaemole dpannsl. Katanor gax-
HbIX coaepXuT dannbl KoHpurypaumi komnoHeHtoB EKRASCADA, ponrospemeHHon B[, a Takke
Gannbl, hopmmpyemsbie B npouecce padbotel EKRASCADA (oT4eTbl, XXypHanbl paboTsl 1 T.4.). Ka-
Tanor AaHHbIX He pekoMeHAyeTCs pa3mellaTb Ha CUCTEMHOM pasfene XecTkoro agucka. [Ans npo-

AOIMKEHMs1 HaxkaTb KHonky [anee.
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s} EKRASCADA

Manka YCTaHOBKH:

‘C:\Program Files (x86)\Ekral ‘ E

Manka gaHHLIX

DAData\ -]

PucyHok 3 — MacTep yctaHoBkuW. KaTtanoru ncnonHsaembix ¢oannoB U AaHHbIX

Ona panbHenwen yctaHoBkm EKRASCADA Ha cTtpaHuue Bbibopa KOMNOHEHTOB TpebyeTtca
yKa3aTb ycTaHaBnvMBaeMble Ha AaHHbIn cepsep unu APM MTK koMnoHeHThl (cMm pucyHok 4). Habop
KOMMOHEHTOB, yCTaHaBNMBaeMbIX Ha Kaxablii cepBep, onpeaensieTca NpoekToM aBToMaTU3npoBaH-
HOW CUCTEMBbI.

®yHkuymnoHan NTK «3KPA-3HeproyyeT» onpegenseTcss HA6OPOM NCNONb3yeMbIX KOMMOHEH-
ToB KN EKRASCADA. lNepeyeHb 1 dyHKLUM KOMMNOHEHTOB NpuBeaeHbl B Tabnuue 1.
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es3 EKRASCADA

BrifiepwTe KOMNOHEHTEI

5--- EKRASCADA =
..... MoagcucTema apxMENPOBAHMA

----- Moacucrema pervcTpauk coBbITWiA
..... Moacucrema obpaboTkmn daknoe

----- Moacucrema onoeeweHnA

[—] Moacucrema oTobpameHUs

..... Web-cepeep

..... EKRASCADA APM

[—] Mogcwcrema chopa gaHHBIX

m

..... M3K 60870-5-101
..... M3K 60870-5-103
..... M3K 60870-5-104
..... M2K 61850

..... Mepiypria
----- Munyp -

PucyHok 4 — MacTtep ycTtaHOBKW. BbIBOp KOMNOHEHTOB

[nsa npogonmkeHnsa HaxaTtb kHoMnKy [fanee.
3.2.1.1 Bpewms
MepeyeHb n onucaHne napameTpoB pasgena «Bpewmsa» (cM. pucyHok 5) npuBeneHbl B

Tabnuue 2.
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es3 EKRASCADA

BoinoaHute Hanpoﬁxy KOMMOOHEHTOE

Bpema [QaHHbie SNMP HTTP 1511

Hacoeol noAc UTC+03:00 -

CWMHXPOHW23LUMA BPEMEHK

) Cepeep ) KnmeHt ® KomMBMHWpOBaHHLIA

|:| SalKULEHHBIA 4oCTyn
OcHoOBHOW CepEep BpEMEHM:

110.7.194.1 |

LonoNHWTENBHEIA CEPEED EREMEHM

110.7.194.1 |

UWnpokoeewaTensHEIA agpec

192.168.0.225 |

PucyHok 5 — MacTep yctaHoBKW. HacTporika napameTpoB BpeMeHu

Tabnuua 2 — HacTpowka cMcTeMbl CUHXPOHU3aLUW BPEMEHN

MapameTp

OnucaHue

YacoBow nosic

YacoBon nosic, B KOTOPOM Haxoautcsa obopygosaHue MNTK

CVIHXpOH n3auuda BpemMeHu

Cepsep

BkntoyeHue hyHKLUM CUHXPOHU3aLUN BpeMeHN CTOPOHHUX YCTPOWCTB OT
cepepa EKRASCADA no npotokony NTP. MNpu BbiGope napametpa
«CepBep» NosBNsieTCA BO3MOXHOCTb YKa3aHMs LUMPOKOBELLATENbHOIO
agpeca, Ha KoTopbI cepBep OyaeT pacchbinaTe NakeTbl CUHXPOHU3ALMN
BpeEMeHU

Knuent

BkntoyeHue yHKUMM CUHXPOHU3aLmn BpeMeHn cepsepa EKRASCADA
OT cepBepa BpemeHu no npoTtokony NTP. MNpu Beibope napameTpa «Knu-
€HT» NOoSABNSETCS BO3MOXHOCTb yKasaHus IP-agpeca OCHOBHOro u fo-
NONHUTENBHOIO cepBepa BPEMEHH

KomG1HUpoBaHHbI

BkntoyeHue pyHKUMM CUHXPOHU3aLmn BpeMeHn cepsepa EKRASCADA
OT cepBepa BpeMeHU 1 CUHXPOHU3aLUUM BpeMeH CTOPOHHMX YCTPONCTB
ot cepBepa EKRASCADA no npotokony NTP. [aHHbI napameTp co-
OEPXUT KOMOUHaUMo napameTpoB «Cepeep» 1 «KnneHT»
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MapameTp

OnucaHue

3almweHHbIA gocTyn

Wcnonb3oBaHue wndpoBaHms gaHHbiX mexgy NTP-knveHtom n NTP-
CepBepoM BPEMEHN.

Mpu ycTaHoBke ¢ chnaroM «3almLeHHbIN AOCTYN»:

— ycTaHaBnvBaeTcsa daunn ¢ knovamu ntp.keys;

— koHpurypauust NTPd dopmupyeTcs ans paboTbl ¢ ayTeHTUdUKaLmen;
— 3anpocbl K cepBepy C KNUeHTOB 6e3 ayTeHTUdUKaunm He NpuHUMa-
HoTCS;

— MOSIBNSAETCA BO3MOXHOCTb reHepauuu, NMPUMEHEHUS U COXPaHeHUs
kntoyen NTP B meHto NMyck/EKRA/EKRASCADA/Knroumn NTP

OcCHOBHOW cepBep BpEMEHU

IP-agpec ocHOBHOro cepsepa BpeMeHu

[ononHuTenbHbIM cepBep Bpe-
MEHU

IP-agpec JOMONHUTENLHOrO cepBepa BpeMeHU

LUnpokoBeLyatenbHbIn
agpec

LnpokoBelaTensHbin IP-agpec, Ha KOTOpLI cepBep OyaeT paccbinatb
nakeTbl CUHXPOHM3ALNM BPEMEHU

3.2.1.2 [laHHble
[MepeyeHb M onucaHune

Tabnuue 3.

napameTpoB pasgena «[aHHble» (CM. pUCYHOK 6) npuBegeHbl B

ol

BoinonHwmTe HBCTPOHK}' KOMMNOHEHTOB

Bpema [Aanubie SNMP  HTTP

Twun Bazsl AaHHBI

HacTpodikn aoctyna

Mopr:

- X

EKRASCADA

MariaDB

il

56282 |

HacTpofikn penankamm

BrawuuTe

WMaeHTndmkaTopm 2

PucyHok 6 — MacTep yctaHoBkU. HacTporika napameTpos b
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Tabnuua 3 — HacTtponka napameTpos B[]

MapameTp OnucaHue

Twun 6a3bl AaHHbIX YctaHaBnuBaemas CYB[]

HacTtpownka goctyna
MopT TCP-nopT cBa3n ¢ CYB[

HacTpowka pennukauum (rpynna napameTpoB goctynHa npu Beibope CYB[ MariaDB)

BknounTb BknitoueHune dyHkumn pennukaumm B mexay cepsepamm MNTK

WpeHTudurkatop MpeHTudukatop cepeepa, UCMOMb3yeMbll B anroputMe pennvkaumu.
JdonyckaeTcs pennukaums CTporo mexay AByms cepsepamu. 3HayeHus
NMOEHTUMMKATOPOB OOMMKHbI OTNMYaTLCS ANA CEepBEpOB, Mexdy KOTo-
pbIMUX BbINOMHAETCH pennvkaums

3.2.1.3 SNMP

lMepeyeHb n onucaHve napameTpoB pasgena «SNMP» (CM. pucyHOK 7) npuBedeHbl B

Tabnuue 4.

s} EKRASCADA

BuinoaHute HECTpDﬁK}" KOMMNOHEHTOE

Bpema QHOanHweie SHNMP HTTP 41

TonbKo YTeHKE: EkraScadaPublic

YreHKe/zanncs: EkraScadaPrivate

AamuHucTpatop (root)

Maponk aEToOpWIaLMM: |uunu" |

[Mapoas wudpoaHma: |----nun |
Monewzoeatens (user)

MNaponb aeToprIaLKM: |nunu |

MNapone wudposaHWa: |uun" |

PucyHok 7 — MacTtep yctaHoBkKW. HacTponka napameTtpos SNMP
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Tabnuua 4 — Hactponka napametpos SNMP

MapameTp OnucaHue

Coo0uecTBO

Tonbko YTeHne

NaoeHtndukatop EKRASCADA B coobuiectee SNMP
YteHune/3anucb

ApmunHucTpartop (root)

Maponb WwndpoBaHws cuctembl no npotokony SNMP

Maponb aBTOpU3aLNY Maponv ans nepeaayn nHdopmalmm o JaHHOM CepBepe B CTOPOHHUE Nofa-

Monb3oBartens (user)

Maponb aBTOpU3aLNY Maponv ans nepeaayn nHdopmalmm o JaHHOM CepBepe B CTOPOHHUE Noj-
Maponb WwndpoBaHws cuctembl no npotokony SNMP
3.2.1.4HTTP

MNepeveHb n onucaHwe napameTpoB pasgena «HTTP» (cMm. pucyHok 8) npuBedeHbl B

Tabnuue 5.

s} EKRASCADA

BeinoaHuTe HECTpDﬁK}’ KOMMOHEHTOE

Bpema Qannbie SNMP HTTP Wb

Mma cepeepa: ‘ |

McerACHKMEBL ‘ |

D 3aWKMLIEHHBIA 4OCTYN

MopT: 2283

PucyHok 8 — MacTep yctaHoBku. HacTporika napameTtpoB HTTP
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Tabnuua 5 — Hactpoika napametpos HTTP

MapameTp

OnucaHue

Nmsa cepeepa

Mmsa cepBepa, No KoTopoMy BbinonHsieTcs goctyn kK Web-cepeepy EKRAS-
CADA

NceBOoHMM

lMepeyeHb MMeH cepBepa, MO KOTOPbIM MOXET ObITb MOMy4YeH JOCTyn K
Web-cepeepy EKRASCADA. VimeHa ykasbiBaloTcs yepes «;». [onycka-
eTc4 yKasbiBaTh Kak IP-agpeca, Tak u NETBIOS- unu DNS -umeHa

HacTtpowka poctyna

3almLeHHbIi gocTyn

dnar ncnonb3oBaHWsa 3alUULLIEHHOrO AOCTYNa K CepBepy Mo MNpoToKoMy
HTTP. Ooctyn k web APM BbInonHaeTca nyteM BBoAa agpeca B bpaysep
dopmare:

— http://umsa_cepsepal:nopT? (B criydae He3alMLWEHHOro AocTyna);

— https://ums_cepBepa:nopT (B cnyvae 3almLLEeHHOro ocTyna)

MopT

TCP-nopT Ansi cBA3u ¢ cepeepom no npotokony HTTP(S)

3.2.1.5 b

lMepeyeHb M onucaHve napameTpoB pasgena «Mb» (cMm. pucyHok 9) npuBeneHbl B

Tabnuue 6.

1) «muMms cepBepa» — IP-agpec, UMsi cepBepa Unu NceBgoHUM, 3agaBaeMblii BO BpeMsl YCTAHOBKM.
2 «nopT» — TCP-nopT ans cea3u ¢ cepeepom no npotokony HTTP(S).
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a3 EKRASCADA

BeinonruTe HECTpOﬁKy KOMMOOHEHTOR

Bpema [QaHHbie SNMP HTTP 4]

lNepeHanpaeneHwe Aoroe MHGOPMaUKWOHHOR BezonacHocTK

Brarounte

Cepeep: |security.5yslog.loca| ‘
PoTtauwma noroe nHdopmaunoHHOR BezonacHocTu

Twn: Mo obwewmy b

PucyHok 9 — MacTep yctaHoBku. Hactporka napameTtpos Vb

Tabnwuua 6 — Hactponka napametpos Vb

MapameTtp OnucaHue
MepeHanpaBneHue norosB MHOPMaLMOHHOM 6e3onacHOCTH
BkntounTb BkntoueHune dyHKuumn nepegaym coobueHni (kypHanos) OC cepsepa NTK
n KN EKRSCADA Ha yganeHHbin cepsep b
Cepsep Wwms nubo IP-agpec yaaneHHoro cepeepa Vb

PoTauus noroB nHcopmaLmMoHHon 6e3onacHOCTH

Tun Cnoco6 potauum dannos xypHana WB. [JoctynHa poTauusa no obvemy
(dbopmumpoBanmne 10 dainos oo6bemom no 10 MB) nubo potaumsa no spe-
MeHU (dpopMuMpoBaHMe HOBOro dranna Npu HacTynneHnM HOBbIX CYTOK)

[ns npogomkeHns HaxaTb KHOMNKy [danee.

Ha cTpaHuue co3gaHns sprblKOB BbINOMHAETCSA BbIOOP KOMMNOHEHTOB, SAPSbIKM KOTOPbIX BY-
AyT co3gaHbl Ha paboyem ctorne (CM. pucyHok 10). OTobparkaemblin nepeveHb 3aBUCUT OT YCTaHaB-
nueaembix komnoHeHToB KT EKRASCADA (cm. pucyHok 4). Nocne Bolbopa apnbikoB A Havana

YCTAHOBKN HaXaTb KHOMKY ODanee.
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es3 EKRASCADA

CozaaTe APALIKK

EKRASCADA APM
EKRASCADA APM-web

EKRA Studio

PucyHok 10 — MacTep yctaHoBku. Bbibop co3paBaembix Ha paboyem cTone ApnbikoB

NS BEINONHEHWSI YCTAaHOBKW HaXaTb KHOMKY YCTaHOBUTb (CM. pUCYHOK 11).
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s} EKRASCADA

PucyHok 11 — MacTep ycTtaHoBKW. Hayano yctaHOBKU

I'Iperau.l,eHme YCTaHOBKM U OTMEHa M3MEHEHMI KOMMOHEHTOB BbIMOSHAETCS HaKaTuem

KHOMKM OTMeHa (CM. pUCyHOK 12).



25
OKPA.00065-01 34 02

o3 EKRASCADA

MonyueHwne

H,E[ET oBHoBAEHKWE PErvcTpali KOMNOHEHTOR

[MpumeHeHwe
———

EKRA 5tudio

PucyHok 12 — MacTtep yctaHoBku. YctaHoBka EKRASCADA

Mo OKOHYaHWWM YyCTaHOBKM nporpaMma BbiBEAET OKHO O 3aBepLleHun npouecca
(cm. pucyHok 13). Heobxoammo HaxaTb kHomnky Mepe3arpyska unv Bbeixoa Ans okoHYaHus ycTa-

HOBKMW.
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es3 EKRASCADA

YcraHoeka ZaBepllcHa.

[nA zaEeplueHWA YCTaHOBKK TpeByeTcA Nepezarpysxa.

PucyHok 13 — MacTep ycTaHOBKW. 3aBepLleHne yCTaHOBKM

Mo okOHYaHUKM ycTaHOBKM co3paeTcs nonb3oBaTtesis EKRASCADA, OT UMEHM KOTOPOro Bbl-
NONHSAOTCS:

— 3anyck komnoHeHToB EKRASCADA;

— YTeHue n/unu 3anmcb BO BpeMeHHble KaTanoru npu pabote komnoHeHToB EKRASCADA.

3.2.2 O6HOBNEHME NpOrpamMmbl

Ona o6HoBneHns EKRASCADA o 6onee HoBow Bepcumn TpebyeTtcs 3anycTutb chann guc-
Tpnbytnea EKRASCADA-X.X.X.eXe COOTBETCTBYIOLLIEN BEPCUN.

Bug okHa o6HoBneHns EKRASCADA npuBefeH Ha pucyHke 14. [Ina npogomkeHms oGHoB-

neHuns TpebyeTca HaxaTb kHonky fanee.
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s} EKRASCADA

ObHoBNEHWE NpOoAYyKTa

[nA ycTaHOBKM HOBOW BEpCHMK HaxmKTe kKHonky "Jdanee”,

Manka YCTaHOBKK.

C\Program Files (x86)\Ekra',

MNanka gaHHbE:

DADatah,

PucyHok 14 — Mactep yctaHoBku. O6HOBNEHME NpoayKTa

Mpouecc BbIGOpa M HAacTPOVKM OBHOBMNSIEMbIX KOMMNOHEHTOB aHanorMyeH npoweccy ycra-
HoBkn EKRASCADA (3.2.1).
Mo 3aBepLueHnn BbIGOpa M HACTPONKM KOMNOHEHTOB ANA OOHOBNEHNSA NporpamMmmHoro obec-

neyeHuns (MO) TpebyeTcsa BbINONHUTE KOMaHAy «OBHOBUTL» (CM. pUCYHOK 15).
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s} EKRASCADA

PucyHok 15 — Mactep yctaHoBku. Havano o6HoeneHns EKRASCADA

B cnyyae Hanuums 3anyweHHbix npunoxeHnn «EKRA Studio», «<EKRASCADA APMy,
«lMporpamm npocmoTpa ocuunnorpaMmmy», BblIBOAUTCHA OKHO NMpeaynpexaeHns O NnpuocTaHoBke 06-
HoBneHnss EKRASCADA »n HeoGXxoaMMOCTW 3aBeplueHUs paboTbl YyKa3aHHbIX MNPUIOXKEHWUI

(cm. pucyHok 16).
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st EKRASCADA

3anyuieHHble NpUAoXeHUA

[na npoaomxenua paboTbl Nporpammbi
YCTaHOBKW 3aKpPOWTE CNEAYHOLUME NPUACKEHWA W
HaxauTe “losTop™

* EKRASCADA APM

« EKRA Studio

* [lporpaMma NpocMoTpa OCLMAAOTPaMM

[nsa 3agepuienns paboTbl NporpamMMbl YCTaHOBKK
HaxmuTe "Crmena”.

e | o

PucyHok 16 — Mactep yctaHoBku. lNMproctaHoBka ob6HoBneHns EKRASCADA

[ns npogonkeHnsa ycTaHOBKM TpebyeTcs 3aKpbITb BITOKMPYOLLME NPUNOXEHNS U BbINONHUTL
komaHay «[lMoBTop». [INs OTMeHbI yCTaHOBKU TpebyeTcs BbINONHUTL KomaHay «OTMeHa».

Mpu o6HoBneHun EKRASCADA co cMeHon apxuTekTypbl AucTpubyTuea (x86, x64) cnegyet
yoanutb paHee yctaHoBneHHyto Bepcuto EKRASCADA (3.2.4).

3.2.3 N'ameHeHune nporpaMmmel

[nsa nameHeHus, BocctaHoBnennst unun yaaneHns EKRASCADA tpebyeTcsa 3anyctuTb danin
anctpubytnsa EKRASCADA-X.X.X.exe, COOTBETCTBYIOLUNIA TeKyLL e YyCTaHOBNEHHON BEpCUn, nnu
BbINONHUTE kKoMaHabl «3meHnTby / «Yganute» angd yana «k EKRASCADA X.X.X» B CUCTEMHOM WH-

cTpymeHTe «[porpaMmMbl U KOMMOHEHTbI». Bua okHa n3amMeHeHusi yCTaHOBNEHHOIo NpoAyKTa npuee-
OeH Ha pucyHke 17.
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s} EKRASCADA

NameHeHne YCTAHOEBNEHHOTO NPOAYKTa

BribepuTe onepauwto, kKoTopyto Bel X0TWTE BEINOAHWTE.

LoBaeneHme WAKW yaaneHne oTaeNbHLIX
KOMMOHEHTOE.

BoCCcTaHOBMTL WcnpaeneHne ownbok B nocieaHend
YCTAHOBKE NyTEeM BOCCTaHOENEHMA
OTCYTCTEYHOLLMX W MOEpexaeHHbIx dafnoe,
APABIKOE W 2anWceid peectpa.

Ypanuts YaaneHwe npoaykTa.

PucyHok 17 — MacTep ycTaHoBKW. VI3aMeHeHme yCTaHOBMNEHHOTO NpoaykTa

3.2.3.1 N3ameHeHwne nporpammsl

[ns nameHeHnsi coctaBa KOMMOHEHTOB TpebyeTcs BbINOMHUTL KOMaHay «A3MeHUTb» B OKHe
«3meHeHne yctaHoBnNeHHOro npogykra» (CM. pucyHok 17). CoctaB KOMMOHEHTOB HacTpamBaeTcs
aHanornyHo yctaHoBKe (CM. pUcyHok 4, 3.2.1).

3.2.3.2 BoccTaHoBneH1e nporpaMmmbl

[ns NOBTOpPHOW yCTaHOBKN ANCTpUBYTNBa 6e3 n3mMeHeHns coctaBa KOMMNOHEHTOB TpebyeTca
BbINOMHUTL KOMaHAy «BoccTaHoBUTb» B OkHe «W/3MeHeHue yCTaHOBMEHHOro npoaykra»
(cm. pucyHok 17). B npouecce BoccTaHOBNEHMSA AUCTpMOYTMBA BbINOMHAETCA UCnpaBneHe owmnbok
B YCT@aHOBNEHHOM AucTpubyTnee (BoccTtaHoBrneHne komnoHeHToB EKRASCADA npu HapyleHun
LeNOCTHOCTUN) NyTEM BOCCTAHOBMNEHUS:

— NOBPEXOEHHOro NN OTCYTCTBYIOLLIEro Katarnora yCTaHOBKMY,;

— MNOBPEXAEHHbLIX UM OTCYTCTBYIOLLMX UCMOMNHAEMbIX dannos KaTanora ycTaHOBKM,;

— NOBPEXOEHHOIo UM OTCYTCTBYHIOLWLEro Katanora AaHHbIX;]
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— NOBPEXOEHHbIX UMM OTCYTCTBYHOLLUMX (DAMNOB YCTAHOBIIEHHbIX KOMMOHEHTOB, hannos
ponrospemeHHon Bl v T.4. kaTanora gaHHbIX (BoccTaHoBreHne hannos, hopMMpyeEMbIX B NPO-
uecce pabotel EKRASCADA, He BbINONHAETCSA);

— NOBpPEXAEHHbIX UNN OTCYTCTBYIOLLNX APIbIKOB M 3anucen peectpa.

3.2.4 YpaneHue nporpaMmmel

Ons yaaneHuns KM EKRASCADA TpebyeTcs BbINONHUTL KOMaHay «YaanuTb» B OkHe «U3-
MeHeHMe YCTaHOBMNEHHOro npoaykTay (CM. pUCyHOK 17).

3.2.5 YcraHoBKa 6bonee paHHeln Bepcun nporpamMmmbl

Ona yctaHoBku «6onee paHHeny» sepcun EKRASCADA Heo6x0AmMMOo BbINOMHUTL yaaneHue
nporpammel (3.2.4). Nocne ycnewHoro yaaneHnsa nporpaMmmbl HEO6X04MMO BbINOSTHUTL OYUCTKY Ka-
Tanora gaHHblX, 3a4aHHOro npu yctaHoske (3.2.1). B cnyvyae ouncTku kaTanora AaHHbIX BbIMNOMHS-
eTcsa yaaneHuve:

— ponroBpeMeHHon B[,

— chOpMMPOBAHHbLIX OTYETOB Ha OCHOBE AaHHbIX B 1 T.4.

3.3 OC Linux

3.3.1 YcTaHoBKa nporpaMmmbl

Insa yctaHoBkn EKRASCADA Ha OC Linux TpebyeTcs:

1) BbINONHUTBL HAcTpoKKy ceTeBblx MHTepdencos MK (cepeepa MNMTK) ana obecneveHns go-
CTyna K peno3ntopusiM BHELLUHMX 3aBUCUMOCTEN. [IoNOnHUTENBHO, Npy HE06X0OUMOCTU, HACTPOUTb
AOCTYN K NPOKCU-CepBeEpY;

2) pasmectuTb hann GuHapHoro naketa EKRASCADA cdopmaTa «*.deb» nnm «*.rpm» (B 3a-
BUCUMOCTM OT ncnonbsyemon OC) Ha xxecTkom aucke MK (cepsepa MNTK) nubo pacnakoBaTb coaep-
Xnmoe tgz-apxuBea;

3) ycTaHOBUTb HEOOXOAMMbIE 3aBMCUMbIE NaKeTbl NN obecneyunTb SOCTYN K PEN03nUTOPUSM
ANS UX ycTaHoBKK. NMepedeHb HeOOXOAMMbIX 4Ns1 YCTAaHOBKM 3aBUMCMMbIX NMAKETOB MOXHO onpeje-
NUTb KOMaHOOoWN:

— «dpkg-deb —I nyte_go_deb_channa_EKRASCADA» anga canna dpopmata «*.deby;
— rpm —gRp nyTb_ao_rpm_cdanna_EKRASCADA» anga danna popmarta «*.rpmy;

4) BbinonHUTb ycTaHoBKky EKRASCADA komMaHOon TepMuHana:

— «dpkg —i nytb_po_deb_danna_EKRASCADA» wnu «apt-get install nyTtb_
no_deb _danna  EKRASCADA» ans danna gopmara «*.deby;
— «rpm -l nyTe_ao_rpm_danna_EKRASCADA» ansa gavina popmaTta «*.rpmy;

5) aktnBmpoBaTb cnyx6bl EKRASCADA, onsa nx aBToMaTUYECKOro 3anycka nocne nepesa-
nycka OC, komaHgomn:

— «systemctl enable nma_cnyx6bl_ EKRASCADAY.

MepeyeHb cnyx6 EKRASCADA MOXHO NOMy4nMTb KOMaHOOM:
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— «cat /usr/share/ekrascada/service-functions | grep SERVICES» npu yctaHoBke canna u3s
danna dopmaTta «*.deby;

— «rpm —ql ekrascada | frep /lib/system/system» npu yctaHoBke danna ua dpanna popmarta
«*.deby.

6) ybeanTtbces, uto CYB/[ MariaDB npuHumMaeT coeamHeHne no agpecy/nopTy, ykasaHHOMY B
napameTpax yCTaHOBKN COEAMHEHUS N YYETHbIX 3anMcen NOACUCTEMbI apXMBUPOBAHUSA U reHepa-
LuM oT4eTOoB. B cnyvyae HEBO3MOXHOCTU coeaANHEHUST HEO6XOANMO BHECTU U3MEHEHUS B KOHPUry-
paunoHHbIn pann CYB[ etc/mysgl/my.cnf:

— CBOWCTBY agpeca oxugaHus nogkntoveHust «bind-address» ycTaHOBUTL 3HaYeHWe
0.0.0.0;

— CBOWCTBY HOMEpP MopTa N0 YMOMYaHUIO «port» yCTaHOBUTb 3HayYeHne 56282;

— nepe3sanyctutb cny6y CYB[l onst npuMeHeHns nameHeHun komaHgon «systemctl re-
start mysqld».

Mpumep yctaHoBku KIM EKRASCADA Ha OC Astra Linux npuBeaeH B npunoxeHun b.

3.3.2 O6HOBNEHNE NPOrpamMmmbl

O6HoBneHne EKRASCADA nog OC Linux, npu ncnonb3oBaHun 6uHapHoro naketa oopmaTta
«*.deb», BbinonHseTcss nytem nosTtopHon yctaHoBku MO (3.3). Mpu yctaHoBke EKRASCADA u3
darnna dopmaTta «*.rpm» obHoBneHue MO BbINONHAETCS KOMaHOOM:

rpm =U nyte_go_rpm_dpanna_EKRASCADA.

3.3.3 N'ameHeHune nporpaMmmel

3.3.3.1 N'ameHeHune nporpaMmmel

N3meHeHne EKRSACADA B OC Linux BbinonHaeTcs nyteMm yctaHoBku (3.3.1)/yaaneHunem
pononHutenbHbix naketos KM EKRASCADA (3.3.4).

3.3.3.2 BoccTaHoBfeHue nporpammbl

BocctaHoBneHne EKRASCADA B OC Linux BbinonHsetcs nytem yaaneHus Kl EKRAS-
CADA (3.3.4) n nosTopHou yctaHoBku 10 (3.3.1).

3.3.4 YpaneHve nporpaMmmbl

YpaneHne EKRASCADA n3 OC Linux BbINOMAHAETCSA C NOMOLLbIO KOMaHA;:

— «dpkg —P ekrascada» — komanga yaaneHus KI EKRASCADA, yctaHOBReHHOro us gavna
OGuHapHoro nakeTta opmMara «*.deb». BO3MOXHO BbINONHEHNE KOMaHAbI C KITHOYOM «-», NPW KOTO-
poM KoHUrypaunoHHbele drannel He yaanaTcs,;

— «apt remove ekrascada» — komaHga yaaneHus K EKRASCADA, ycTtaHOBNEHHOro u3s
darnna 6uHapHoro naketa opmara «*.deb», NpyM NOMOLLM NAKETHOIrO MeHeaXepa «apty;

— «rpm —e ekrascada» — komaHaa yaaneHus KM EKRASCADA, yctaHOBNEeHHOro n3 ganna

«*.rpmpy».
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3.3.5 YcTaHoBka 6ornee paHHeln Bepcum NporpaMmmbl
[ns yctaHoBku «6onee paHHen» Bepcun EKRASCADA Heo6xoanmo BbINOMHUTL yaaneHme
nporpammebl (3.3.4) 1 nakeTta «mariadb-servery. [Nocne ycnewHoro yganeH1si nporpamMmmbl HeOOXo-

ANMO BbINOMHUTL OYMCTKY KaTanora gaHHblx (var/lib/mysql).
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4 JlnyeHanpoBaHue

MexaHnam nnueH3npoBaHnsa NCKIoYaeT HeneranbHoe ucnonb3oBaHue K EKRASCADA u
orpaHuydmBaeT oyHKUKMoHan Ha cepsepax n APM IMTK.

JInueHsmposanune KIN EKRASCADA BLINOMAHAETCS Ha OCHOBE:

— annapaTtHon KoHurypauum cepsepos n APM MTK;

— HASP kntovein, noctaBnaembix B coctaBe NTK «OKPA-OHeproyyeTy.

JNnuensna npepcrasnsaeTt cobon ann, cogepXawimi nidopmaunto 06 annapaTtHon KOHGU-
rypauum cepsepa unn APM MNMTK (Mogenu npoueccopa 1 maTepuHcKon nnaTe) n/mnu nHgpopmawmio
0 HASP knto4ax u orpaHM4eHusiX Ha ncnosib3oBaHue nporpaMmHbix komnoHeHToB EKRASCADA.

Mpouenypa NMUeH3npoBaHUA BKNIOYaET:

— (bopmupoBaHue carna annapaTHon koHdurypaumm cepsepa unu APM MTK, onpeaene-
Hue ngeHtudukatopos (ID key) HASP kntovein (B criy4am Ux NCNoSb30BaHUS);

— nony4denue ot nponssoantend EKRASCADA danna nuueH3nm Ha ocHoBe hanna Kio4en
MTK n/vnn ngeHtudunkatopos HASP kntovei;

— yCTaHoBKa ghanna nnueH3unu.

B cnyyae otcyTcTBMA dharina nuueHsum, komnoHeHTbl EKRASCADA nepexopsT B Hepabo-
yee cocTosiHne 6e3 nogaepXkn o6HOBMNEHMA koHurypaumm. Nocne npumeHeHns nuueH3nm pabo-

TOCMNOCOOHOCTb U nogaepikka OOHOBIEHMS KOHd)I/IpraLI,VII/I KOMMOHEHTOB BO30OHOBMSOTCS.

4.1 Nony4eHune knoven MNTK

4.1.1 Cpeacteamu EKRA Studio

Ona dopmuposaHusa danna kntoden MTK cepsepa npu nomowm APM un NO EKRA Studio
TpebyeTcs:
Ha APM IMNTK yctaHosuTb 1O EKRA Studio (3.2.1);

— 3anycTtuTb Apnbik MO EKRA Studio, co3gaHHbIn Ha paboyeM cTone MacTepoM yCTaHOBKY;

BbIMOMHUTL KoMaHay «Pann» —> «HoebIN» rmaeHoro meHio MO EKRA Studio;

pobasutb B cTpykTypy MNTK y3en «CepBep» komaHgon «[JobaButb» —> «CepBep» KOH-
TeKCTHoro meHio ysna «Ctpykrypa MNTK» (cm. pucyHok 18);

— B pasgene «CsowncTtBay yana «CepBep» ykasaTb agpec ¢pusmnyeckoro cepsepa [MTK
(cMm. pucyHok 19);

— BbINOMHUTbL KOMaHAay «[1poekT» — «JlnueHanposanne» — « CoxpaHutb kntoum MNMTK» naHenn
nHcTpymeHToB EKRA Studio (cMm. pucyHok 20);

— B Amanore coxpaHeHus danna ykasaTb UMSA 1 pa3MelleHne danna annapaTHOW KOH(U-

rypauum cepsepa.
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v o} Mpoext CsoicTea m
P L Mpoduis OcUnANCTPEMME
1 Tapuds VMg paiaa )
111 Crpywrypa ofwexTa [C] Makcumansrar gnusa uesm £
\E: BuBnmotexa coem DOPMAT CORDEHERHA E
Sl Non=sosaTem
JoBaswTh » Moanpoext
¥npaenexne 3 Wkad
JkcnopT 3 Cepeep
Munopt 3 JyBauear
Kondurypauus » Cepeep YCT14 - AMNC KY3
KemmenTapuii 3
MepeumeHoBaTe F2

PucyHok 18 — KoHTekcTHOoe MeHio yana «CtpykTtypa MTK»

Qaiin [lpaeka [lpoext Hactpolikw Cnpaexa

& @ & | Nowoe FoHaitm -
v oii Mpoesr CeolcTE2 | HMHPOpMaLHOHHEA BESONACHOTL I MoHAToPHT

L Moot Aapec 127001
- '- -I— .
':r' apugel CepevcHbIR anpec 127.0.01
I Crpywrypa ofvexra

Macka noacem 255.255.255.0

B BHBAnoTeka oiem
33 Nonesosarenu Mpuopurer IP-agpecos [ocnoaﬂoﬁ -> CEPEMCHEIA vl

+ b Cpyerypa Tk ABTOHOMHEIA DEXMM ]
3 OrpaHH4eHre Cepemrca [Heorpaﬂuuusan: vl

PucyHok 19 — EKRA Studio. Y3en «Cepsep» B cTpykType MNTK

®aiin  [paska I'Ipoen] Hactpoidkw Cnpaeka
g @ Y My Nuuensnposarue 3 CoxpanuTe kmouu MTK
* wii NMpoex ¥npasnenue 4 MpYMEHUTE NNLEHSMID —l
b L Mpodu SxcnopT 4 127.0.01
e Tapugr Korgurypauma P olec 127001
11 Crpyxny
255.255.255.0
[ BuBarg M3meHuTE naeHTMdKUKaToR
52 Monssokarems pecoE [cu:ﬂoaﬂoﬁ -> CEPBMCHBIA v]
« b crpviypa Tk AETOHOMHEIH PEXMM =

3 OrpaxuUeHine CEPENCE [He OrpaHUUvEaTS

PucyHok 20 — EKRA Studio. CoxpaHeHune canna kntoden MNTK

4.1.2 Cpeactesamm cepsepHoro 10
4.1.2.1 OC Windows

[ns dopmmpoBaHua danna kntoden MNTK cepeepa TpebyeTcs:

— B MeHio Myck/EKRA/EKRASCADA 3anyctutb apnbik «MHpopmaunsa 06 ycTtaHOBKeY;
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— BbIMNOMHUTL KOMaHay «JluueHsnpoBaHune» -> «CoxpaHuTb davn  knoden [TK»
(c™m. prcyHok 21);
— B gumarore coxpaHeHus dpanna ykasatb UMs 1 pasmMeLleHme ganna annapaTtHon KOHGK-

rypauum cepeepa.

== WMndopmauma ob ycranoske - K=k - E -

[eRcTema ﬂHLI,EH3HpOEIaHHe|

OBwan K CoxpaHuTe daiin knouei MTK WA O AMUEH3MM

in‘IMeHIf‘ITh MHUUEHZWMKD

HaumenoeaHme MNO: EKRASCADA

YecTaHoBne

Manka ycTaHoBKM: |C:\Program Files (xB6)\Ekra, |

Manka AaHHLIX |D:\Ekra\5cada2\DaTa\ | |

—bubanoTtekn EKRASCADA
—bubanoTeka MeTPONOTMYECKH 2HAYMMBIX DYHKUKWIA

HaumeHoeaHwme: ‘ekrascada.metrology.dll |

Bepcua: |839343d936fc5?1b2d6f336b3381b5b869958ﬁ2 |
WMaentundukatop (SHA-1): |1415651E4AE27"U3UBZA4A54BSB9DAC1848481F?1 |

—bubanoteka obecneueHna WHbopMauMoHHoOA BezonacHoCTK

HawnmeHoBaHwe: ‘ekrascada.security.dll |

Bepcua: |ﬁ34625dDeEicabdl85@&85?5&30b141?b864d7 |
Waentudukatop (SHA-1): |DBB01E18E695[]OD358764EDE63A3422195D5832C |

— bubauotekn EKRASCADA Arm \
—bBubanoTeka MeTPONOrMUEcKW 2HAYMMBIX YHKUWIA

HaumeHoeaHwme: ‘ES.Me‘croIogy.dll |

Bepcua: |9393bb6f8foc[]8?bc5d84ccb7064991bb355b043 |
WMaentndukatop (SHA-1): |EBC5?EESBDSAF2F5FCE?BCE22967F7FF493DUA89 |

—bubanoTeka obecnedyeHWA MHGOPMALUWMOHHOA Be30NacHoCTK

HaunmeHoBaHWe: ‘ES.SecuriTy.dII |

rm

PucyHok 21 — Nughopmaums o yctaHoBke. CoxpaHeHue ¢hanna kntoden MNMTK

4.1.2.2 OC Linux

Ona dopmuposanunsa danna knoyen MTK cepsepa ¢ OC Linux npu nomowm web-
uHTepgeiica (Webmin)? HeobxoaMmo ocyLLecTBUTL BBOA adpeca cepeepa B 6paysep B popmate

https://ms_cepsepa:opT,

roe «Vimsa_cepsepay» — UMSA UK NCEBAOHUM CepBepa;

«MopT» — TCP-nopT anga ces3u ¢ Web-cepsepom, no ymonyanuio 10000.

1) OnucaHue MHCTPYMeHTa ANs yaaneHHo HacTPOMKKN 1 BbINOSIHEHWSI KOMaH[, ynpaBlieHUsi cCEpBEpPOM
npusegeHo B AokymeHTe «Web-uHtepdpeinic cepsepa EKRASCADA. PykoBoacTBO onepaTtopa»
OKPA.00010-01 34 01.
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Mpn nepexode No ykasaHHOW CCbIfIKe BO3MOXHO ¢hopmupoBaHmne cooblueHnss o6 owwmnbke
ceptudumkata 6esonacHocTn pecypca. CoobLueHne dopMmmpyeTcs No NpUYMHE OTCYTCTBUSA y web-
cepBepa AOCTOBEPHOro cepTudukata 6e3onacHoOCTU, OBbIYHO HE UCNONb3YeMOro B fIoKanbHbIX ce-
Tsx. [Ansa ncknoveHns nosisneHmst coobeHmns o6 owmnbke ceptudmkara, cnegyet 4obasntb pecypc
B UCKIMIOYMEHUs cpeacTBamu Gpaysepa.

Mpwn 3anycke web-nHTepdenca TpebyeTcsa ykasaTb ydeTHbIE AaHHbIE NOML30OBATENS.

B cny4ae ycnelwHon asTopusauumn BbINONHAETCA 3arpyska nHtepdenca HayvaneHoOW cTpa-
HUubl. [py BBOAE HEKOPPEKTHBIX YY4eTHbIX AaHHbIX hopmupyeTcsa cooblieHre o6 owmnbke BXoAaa,
dopma aBTOpPU3aLNM BbIBOAUTCS NOBTOPHO.

Ha ctpaHuue web-nHtepdeinca tTpebyetcs:

— nepentn Ha cTpanuuy «JlnueHanpoBaHune» («Cnyxobi» — «kEKRASCADA» — «Hdopma-
LMS O NIMLEH3UU») (CM. PUCYHOK 22);

— BbINOMHUTbL KOMaHAY «CoxpaHuTb Koy 0b6opyaoBaHUNa» (CM. pUCYHOK 23);

— B gmarnore coxpaHeHus ainna ykasatb UM 1 pasmMelleHre anna annapaTtHon KoHGK-

rypauum cepsepa.

&
Webmin
EKRASCADA
ToucK EKRASCADA Bepcumn 2.9.8.12827
£ Webmin
o Cucrema ‘s (@
i <0

[} sty WHpopMauua WHpopMaL KA o
* EKRASCADA 06 ycTaHoBKe nULeH3uN

Mo WKWK nonb3oBaTeneii

PucyHok 22 — Webmin. Cnyx6sbl

NiLEeH3anpoBaHKe

Knrou o6opyaoBaHWA

Ham MuTe Ha 3Ty KHONKY, 4Tobbl NomyHMTe Gain, colepsalmi © CoXpaHKTh KNIOY OBOPYACBIHMA
KMo obopyaoBaHHA

MNprMeHeHne NMLEeH3HK

Boifepure dain ndueHzmm - %

HaMMUTE Ha 3Ty KHOMKY, HTOGbI NPUMEHHTL BbIGPaHHbIR Mr‘m
AHLEH2 AN

PucyHok 23 — Webmin. CoxpaHeHnune carnna knioven MNTK
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4.2 Nony4yeHue naeHtucdukaropa HASP kntova

[ns onpegenexns ngeHTudukaTopa, NogKMYeHHOro K komnobtotepy HASP kntova, Heobxo-
JONMO:
— ycTaHoBUTb gpansepbl HASP;

— nepenTtun no ccoinike http://localhost:1947/ int_/devices.html.

4.3 MNony4yeHune channa NnUUEeH3NU

dannbl  NUUEH3MW  NpPedoCcTaBnsAlTCS B COOTBETCTBMM €O cneuudukauunen
noctasku MTK «OKPA-OHeproyyeTy.

Ona nonydexns danna nuueHsann EKRASCADA TpebyeTcsa HanpaBuTb NO agpecy nocras-
wmka cpavin kntoden NTK n/vnn nageHtudpumkatopbl HASP kntoven. B nucbme TpebyeTcs ykasaThb:

— HaumeHoBaHue obbekTa aBToMaTU3aUnK;

— HOMep 3akasa nmbo JoroBopa;

— nHcopmaumto 06 ycTaHOBNEHHOM 000pyaoBaHMM (LuKadax anekTpoTEXHUYECKOTro obopy-
[OBaHUA N T.4.).

®ann nuueH3nM HanpaBnaeTCcs OTBETHbIM NMMCbMOM B BUAE MPUMOXEHUSA K MMCbMY NGO B

BUAE CCbISIKM Ha ckayMBaHue hanna.

4.4 YctaHoBKa ¢panna nuueH3umn

4.4.1 Cpeacteamu EKRA Studio
[ns yctaHoBKM thanna nuueHsmm Ha cepeep npy nomowm APM un MO EKRA Studio Tpeby-

eTcA:

Ha APM IMNTK yctaHoBuTb MO EKRA Studio (3.2.1);

3anyctutb apnblk MO EKRA Studio cos3gaHHbIi Ha paboyem cTone MacTepoM YCTaHOBKM;

BbINONHUTL KOMaHAy «Pann» —> «Hosbln» rmasHoro meHio MO EKRA Studio;

pobasutb B cTpykTypy MNTK y3en «CepBep» komaHgon «[obaButb» —> «CepBep» KOH-
TeKCTHOro meHto yana «Ctpykrypa MNTK» (cm. pucyHok 18);

— B pasgene «CeownictBa» y3na «CepBep» ykasaTb agpec dusndeckoro cepsepa [MTK
(cm. pucyHok 19);

— BbINOSHUTL KoMaHAy «[MpoekT» — «JlnueHsnpoBaHue» — «NIPUMEHUTb NIMLIEH3UIO» NaHeNu
nHcTpymeHToB EKRA Studio (cM. pucyHok 24);

— B Amanore oTKpbITMA daina ykasaTb pacnonoxeHue cdavna nuueHsnn EKRASCADA.


http://localhost:1947/_int_/devices.html
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@aiin [lpaeka | MNpoekt | Hacrpoitkn Cnpaska
" EARE Nuuerznpoeanie 3 CoxpanuTe knroum NMTK
* 3 Mpoest ¥npaensHune 3 MpyvMeHUTE AMLEHIMIO —|
b L# Mpodus SxcnopT J 177.0.0.1
- Tepuge Kongurypauna e 127.001
I Crpyxm
o 255.255.235.0
£ BuBano WsmeHuTE aeHTMEHKaTOR
528 Monsaokaven pecoE [C-EHOEHDﬁ -3 CEpEMCHEIR VI
« b Croyerypa T ASTOHOMEEIR PEXMM ]
3 Orpasmudetve cepsmca [He ONpPaHMH4WEETL vl

PucyHok 24 — EKRA Studio. lNMpmeHeHne nuueH3umn

4.4.2 CpeactBamm cepBepHoro 10

4.4.2.1 OC Windows

[ns ycTtaHoBkM dharina nuueHsumn TpebyeTcs:

— B MeHo Myck/EKRA/EKRASCADA 3anyctuntb apnblk «MHdopmaunsa o6 ycTaHOBKeY;

— BbIMONHWTbL KOMaHAYy «JlmueH3npoBaHue» -> «[puMeHNTb NNLEH3MI0» (CM. PUCYHOK 25);
— B Ananore oTKpbITMA daina ykasaTb pacnonoxeHue canna nuueHsnn EKRASCADA.
PaspelwweHuns nuueHsnn EKRASCADA BcTynatoT B 4ENCTBUE HEMEASEHHO Nocre NpuMeHe-

HWUS1 NMLEH3UK, Nepe3arpys3ka cepBepoB U nepesanyck npunoxeHnn EKRASCADA He TpebytoTcs.
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I B
s Windopmauma ob ycraHoske S— E@g

JedcTerA ﬂHLLE'HEHpDEIEHHel

OBWan & CoxpaHuTe Gain kirouei MTK IMA O AMLLEHZMM

anMEHV‘ITb JMUEHIMHD

=

YcraHoener

Hawmenoeanwe MM10C; EKRASCADA

[Manka ycraHoBKMK: |C:‘.,Program Files (x86)4EkraY, |

[Manka gaHHBE: |D:‘\Ekra‘\5cada2‘\D31 a\, |

— bubanotekm EKRASCADA
—BubBamoTeka MeTpoAOrMYecK 2HAUMMBIX GYHKLWIA

HaumeHoBaHwme: |ekrascada.m91rology.dll |

Bepows: |83934SdES6fc5?1b2d6f336b3381b5b86995SHZ |
WaeHtudmkatop (SHA-1): |1415661E4AE2?DSDB2A4A54B8B9DAC1B48481F?1 |

— bwbanoTexka obecneyeHnAa MHOOPMaULWOHHOW DezonacHoCTH

HanmeHoBaHwMe: |ekrascada.security.d|l |

Bepcus: (f34625d0e9cabd 185cf0e857530b1417b864d7 |
Waertndukatop (SHA-1): |0BBO1E1BE69500035876460E63A3422195D6832C |

— bwbanoTexkn EKRASCADA Arm [
— bvbAnoTEeKa METPONOTMYECK 2HAYMMBILX DYHKLWIA

HawumeHoBaHWe: |ES.M&1roIogy.dII |

Bepoua: |9393bbEfBﬂ}cD8?bc5d84ccb?064991bb355b043 |
Waentudmkarop (SHA-1): |EBC5?EESBDBAF2FSFCEI"BCE2296?F?FF493DDP.89 |

—bwbanoTexka obecnedyeHMA MHOOPMALWOHHOW BE20NacHOCTI

HawmeHoBaHKe: |ES.Security.dII |

PucyHok 25 — UHdopmauma o yctaHoBke. INpumeHeHne nuueHsnm

4.4.2.2 OC Linux

[nsa ycraHoBku chavina nuueHsun Ha cepep ¢ OC Linux npu nomowm web-uHtepdenca
(Webmin) TpebyeTcs:

— OTKpbITb Web-uHTepdenca cepaepa lNTK;

— nepentn Ha cTpanuuy «JlnueHanposaHune» («Cnyxbbi» — «kEKRASCADA» — «AHdopma-
UMs 0 NULEH3MNY) (CM. PUCYHOK 22);

— BbIMOMHUTL KOMaHdy Bblbopa danna nuueHsun «Bblibepute dann nuueH3nuny
(cM. pucyHok 26);

— B Amanore oTKpbITMA daina ykasaTb pacnonoxeHue cdarvna nuueHsnn EKRASCADA,;

— BbIMOJIHUTb KOMaHAY «anMeHMTb JIMLUEH3NIO».
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EKRASCADA

JNnueH3npoBauue

Knioy o6opyaoBaHua

HamnTe Ha Ty KnoMKy, 4To6o! nony wiTb daiin, conepxauimi © Coxpanutb Kntoy 06opyaosaHus
KoY 06opyAoBaHNA

MpUMeHeHne NULIeH3 UK

Boibepure daitn nuueHamm Y

s e e o [
NHUEHIUK

PucyHok 26 — Webmin. NpumeHeHne nuueHsnn
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5 UHdopmaumsa o6 yctaHOBKe

5.1 OC Windows

[nsa npocmoTtpa nHpopmaumm o6 yctaHoske Tpebyetcsa B meHto NMyck/EKRA/EKRASCADA
3anyctuTb apnblk « IHpopmaLmsa 06 ycTaHOBKE».

5.1.1 O6wasa nHdopmauyus

BbiBOAMMOE NO KOMaHAe OKHO obuien nHdopmaunm (CM. pUCYHOK 27) COOEPXUT CBEOEHUS
o(06):

yCcTaHoBMNeHHon Bepcumn auctpubytmea EKRASCADA;

— HanmMmeHoBaHUn nporpaMmMHoro obecneyeHus;

KaTtanore pasmeLlleHns ucnonHsaemblx pannos (3.2.1);

— KaTarnore pasmelleHns hannos KOHdUrypaumim KOMNOHEHTOB, gosiroBpemeHHon b, dhan-
noe, hopmupyembix B npouecce padotel EKRASCADA (3.2.1);

— Ha3BaHWM YCTAHOBMNEHHbIX OMONNOTEK,;

— KOHTPOSIbHOM CyMME BEPCUN UCXOOHbIX KOAOB A51s1 BUGIMOTEK METPONOrMYECKN 3HAUYNMbBIX
dyHKUMA 1 Bnbnmnotek obecneyerns UB;

— KOHTPOMbHOM cymMMe (hbannos.
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| [eictena  fluueHzmpoBaHMe I

O6wan nHdopmauma ] MHdopmMauma o AnueHznmn l

YcraHoeneHHas eepewa: 2.9.8.12805

|| HawmeHosaHwe MNO: EKRASCADA
Manka ycraHoBKK: |C:\Program Files (x86)\Ekra', | |
MNanka AaHHbIL: |D:\Ekra\Scada2\Da'ta\ |

~ Bmbanotekm EKRASCADA
— BuBAroTeKa METDONOMMYECK 3HAYMMBIX GyHKLKE

HawmeHoBaHKe: |ekrascada.metro|ogy.d|l |

Bepcus: |839343deSchS71b2d6f336b3381b5b869958ﬂ’2 |
| WMaentngukatop (SHA-1): |1415661E4AE27030B2A4A54B8B9DAC1 B48481F71 |

— buBanoTeka obecneueHna nHdGoOpMaUMOHHOR BezonacHocTK

HawmmeHoeaHme: |ekrascada.security.d|l |

Bepcus: |ff34625d099cabd185cf098575930b1417b864d7 |
Waentudukatop (SHA-1): |0BBUlE18E69500035876460E63A3422195D6832C |

| — buBanoTexn EKRASCADA Arm
— bubBanoTeka MeTpOAOTMYECKM 3HAYUMBIX BYHKUWIA

HaumeHosaHme: |ES.Metrology.dII |
! Bepcus: |9393bb6f8foc08?bc5d84ccb?064991bb355b043 |
l WaeHtndukatop (SHA-1): |EBC5?6 E3BO8AF2F5FCETFBCE22967F7FF493D0AB9 |
I ~ BubanoTeka obecnedeHnA MHPOPMALMOHHOR BezonacHoCTK

HawmeHnoeaHve: |ES.Security.d|I |
! Bepcus: |4d1b1d0b183??8f9c44?69221?deoedGe4??504 |

| Waentudukatop (SHA-1): |23C8DB9FSE8EDDS4D?BG BOFEOSFC8B820DBESBAL3 |

|

bubnmoterm EKRA Studio
— bubBanoTeka METPOAOTMYECKI 3HAYUMBIX BYHKUKIA

HaumeHosaHmWe: |ES.MetroIogy.dII |

Bepcus: |9393bb6f8ﬂ)c{]87bc5d84ccb7064991bb355b043 |
Waentndukatop (SHA-1): |EBC5 76E3BOSAF2ZFSFCETBCE22967F7FF493D0ABY |

— buBanoTeka obecnedeHnA MHGOPMaLMOHHOR BezonacHoCTK

HawmeHoBaHwWe: |ES.Security.dII |

Bepcusa: |4d1b1d0b183??8f9c44?6e221?d6foed6&4??504 |
Waentndukatop (SHA-1): |2 3CBDBIFSEBEDDB407B6BSFEOSFCE820D8ES8AL3 |

L — d

PucyHok 27 — iHdopmauusa o yctaHoske. O6Lwas nHdpopmaums
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5.1.2 NHdopmaums o nuueHsum
[ns npocmoTpa nHdopmMaunm o TeKyLLEen NMUeH3MK TpebyeTcsa nepentn B pasgen «MHgop-
Maumsi o nuueH3uny. Pasgen «MHdopmaumsa o nnmueH3nny (CM. pUCYHOK 28) coaepXuT cBegeHus o:

— CpoOKe OeNCTBMS NULEH3NM;

KonuyecTtee obpabaTbiBaeMbIX CEPBEPOM TOYEK (CUTHAMNOB);

TeKyweM ctaTtyce JIMUEeH3NNn;

— NnueH3npyemMbiX cepBepHbIX KOMMOHEHTax 1N T.4.

= MHdopmaynn ob ycTaHoBKe EI@
[edctena  fluueHzMpoeaHMe
OBwan wHdopmaumna ] MHdopmauma o AMueHUznm
@ain AMLEHIMKA: Ch\ProgramData\Ekra\EKRASCADA\Data\license\ekrascada.lic
Lens eulaayu: LPCBY
Cpok AeAcTEMA: Gez orpaHMJYeHUi
Obnactb AeWCTEMA: Ha 1 koMmnblOTepR

MakcumansHoe KoAMJYecTeo yCTpoRcTe:  Dez orpaHuJeHmi

MakcvmansHoe KoAN4YecTeo CUrHanoB: Bes orpaHMdeHmnit
MakcumansHoe kKoavdyecteo APMoe: Gez orpaHMJYeHUi
Bpema HenpepelEHOR padoTs: ez orpaHMJYeHui
CTaTyc AMLEH3MM: AKTUBHA

.HMLI,EH3MH PacTpOCTPAaHAETCA Ha CNeAyHILULME KOMNOHEHRTEL

KomnoneHT Onwncaxune =
ansiclZclient Kaunent ANSI

archiver Apxweatop

askdgserver Cepeep HEBA-ACKAD

asureoclient Kawnent ACYP30

be200xclient Kawnent B3200X

be200xsupportclient KnmeHT KoHTpoanepoe cepun B3200X2

commandewval KOMaHAHLIA BEBIYMCAMTENL

commandmanager MeHegxep KomaHa

commonclient KAmeHT (HecTaHAapTHBIRA)

datamonitor MoHWTop AaHHBIX

dimsclient Kawedt DLMS/COSEM =

PucyHok 28 — lHdopmauma o yctaHoske. MHdopmaumnsa o nuueH3sum

5.2 OC Linux

5.2.1 NHdopmaumsi 06 ycTaHOBKe

[na npocmoTpa MHdopmaumm o6 ycTaHOBKE HEOBXOOMMO OTKpbITb web-uHTepdenc cep-
Bepa MTK n nepenitn Ha cTpaHuuy «MHdopmauusa o6 yctaHoBke» («CnyxObi» — «k EKRASCADA» —
«NHpopmaums 06 yctaHoBKE» (CM. PUCYHOK 22)).

Crtpanuua «MHdpopmauusa o6 yctaHoBKe» coaepXut ceeaeHmns o(o6) (CM. pucyHok 29):

— ycTaHoBrneHHon Bepcun anctpubytnsa EKRASCADA;

— HaMMeHOoBaHUW NporpammHoro obecnevyeHus;

— Ha3BaHUW yCTaHOBJ1E€HHbIX onbnuorex;
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- KOHTpOﬂbHOVI CyMMe BEPCUN MCXOOHbIX KOOOB AnA ombnunoTek MeTPOJ1I0rn4eCKmn 3Ha4nMbIX

dyHKUMIA n BubnmoTtek obecnevenuns Ub;

— KOHTPOSbHOM CymMMe hanros.

OnucaHue

Bepcua
ApxuTeKTypa

HanmeHoBaHue
Bepcua
WaeHTupuraTop (SHA-1)

HaumMeHoBaHWe
Bepcua
UpeHTupuraTop (SHA-1)

EKRASCADA

Mudopmauwms o6 ycTaHoBKe

WHdopmauma o nakeTe

EKRASCADA .

EKRASCADA. Serwvices.

2.9.8.12827 Npouzeogutenb EKRA Ltd. <soft@ekra.ru>
amda4

BubnuoTeka MeTPONOrMYecK 3HAaYMMbIX QYHKLMA

libekrascada.metrolegy.so
839a43de36fc571b2d6f336baas1bshabeassff2
F225B27941488A80A69BAD3474ATFEB2CT73EFAF

BuénnoTteka obecnedeHnAa MHPOpMaLWOHHOW 6230NacHOCTH

libekrascada.security.so
ff34625d0e9cabd185cf0e8575230b1417b864d7
AZ237C18EASS579A488DC286ADFE4AADDABCIEDEETS

PucyHok 29 — Webmin. MHdopmauusa o6 yctaHoBke

5.2.2 NHdhopmaums o nuueHsum

[na npocmoTpa nHdopMaLmMm O TEKYLLEN NULEH3NN HEOOXOANMO NEPENTN Ha cTpaHuuy «J1n-

ueHanpoBaHune» («Cnyxobi» — «kEKRASCADA» — «MHdopmauma o nuueH3anm») (CM pucyHok 22).

Crtpanuua «MHdopmauus o nuueHsnm» (CM. pucyHok 30) COAepXKUT CBeAEeHUS O:

CpOKe AeNCTBUS NULIEH3NM;

— Konu4yectBe obpabaTbiBaeMbix CEPBEPOM TOYEK (CUrHANOB);

TeKywem cTatyce NnnueH3nu;

JIMUEH3NPpyeMbIX CepBEPHbIX KOMMNOHEHTAaxX U T.4.
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EKRASCADA

NMwuyex INpOBaHHe

Kniou o6opynoBaHuA

HamMuTe Ha 3Ty KHONKY, 4Toboi Nomy-MTe Gann, coaepraimin 5
KoY o6opyA0oBAHHA

@ CoxpaHWTb KNHY 0B0pYA0BAHWA

MpUMEHEHNE NULIEH3HA

Boifepute dain nuyeHaMm @

e .t i e Y
MMLEHIMIA

Tekywwan NMUEH3WA
®ahn nuyensan: fvar/scada2/license/ekrascada.lic
Ueno swgadw: [ns Tectupeoadwsa. LPCBY. Huxkwdoposa E.B.
Cpok BedcTedA: Gea or paHH-eHHA
06nacTe ABACTEWA: Ha FPYNNY W3 2 KOMNBOTEROE
MaKcHMansHoe KONWYECTBO YCTPORCTB: 63 or paHHYeHui
MakcHMansHoe KOAWYeCTEO cCUrHanos: 6e3 or paHW-EeHuA
MakcHMancHoe konvyecTso APMoB: Ge3 or paHdYeHME
Bpemn wenpepsisHoi pafoTs: 6e3 or paHdYeHii
CTaTyc AWUeHIMW: aKTuBHa
NUUEHINA PACTPOCTPAHAETCA HA CREOYIOWME KOMMOHEHTS
ansicl2client Kanedt ANSI
archiver MNoacKcTena apXHBADOBAHWA W FEHEepaldH oT4EToB
askdgserver Cepeep HEBA-ACKAr
asureoclient Knuent ACYP30
be2@8xclient Knuent B3288X
be2B@@xsupportclient KnuenT wmogynen b328Ex
commandeval KOoMaHOHWA BHMHCIMTEND
commandmanager MeHeamep komaHg
commonclient KNWeHT HecTaHAapTHHX NPOTOKONOE
datamonitor OnepaTweHas Gasa QAHHWX
dlmsclient Knnenr DLMS
energomeraclient KnueHT 3Hepromepa
energosouzoscillconverter KoHBepTaLMA ocUWANOrpaud W3 ¢opuwata Comtrade B dopuaT IHeprocows
egsarver Cepeep

PucyHok 30 — Webmin. JluueHsnpoBaHune
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6 TpeboBaHus K paboTe KOMMNOHEHTOB

[ns dpyHkumoHuposaHus cepencos n npunoxeHnn EKRASCADA Heobxoanmo obecneunTs:
— 3anyck cepaucoB koMnoHeHToB EKRASCADA;

— pocTyn K dpannoson cucteme komnoHeHToB EKRASCADA,;

— [AOCTYN K CeTeBbIM 1 NocnegoBaTenbHbIM NOpTaM CBA3M B COOTBETCTBUM C HACTPOMKaMM

npoekKTa.

6.1 OC Windows

Mpn yctaHoBke KM EKRASCADA, ans cnyx6 komnoHeHToB EKRASCADA aBTOMaTUYeCKM
HacTpavBalTCs:

— HanMeHOoBaHWs;

— YY€THas 3anncb, OT UMEHWN KOTOPOW BbIMOMHAETCS 3anyck CNyxobl.

HanmeHoBaHna cnyx6 komnoHeHToB EKRASCADA ycraHaBnmBawTcd B dopmarte
«EKRASCADA:_ HanmeHoBaHue koMnoHeHTa_ » (ganee «k EKRASCADA :» onyckaeTcs).

Ona cnyx6 komnoHeHToB «[logcmuctema obpaboTkm hbannosy, «logcucrema ynpasneHus
EKRASCADAY, «Cepeep SNMP», «JloBywika SNMP» HacTpanBaeTcs 3anyck OT MUMEHN CUCTEMHOW
yyeTHon 3anucu «LocalSystem». Cnyx6bl apyrux komnoHeHToB EKRASCADA 3anyckatoTcsi OT
nmeHn y4étHonm 3anmcn «LocalService». Heobxogumble npaea ons 3anycka crnyx6 KOMNOHEHTOB
EKRASCADA yctaHaBnueatwTcs B npouecce yctaHoBkn EKRASCADA.

B cnyyae 3anycka cnyx6 komnoHeHToB EKRASCADA OT MMEHU MHOWN YY4ETHON 3anucu, Tpe-
ByeTcsa ycTaHOBUTL Npasa y4ETHOWN 3anucu:

— Ha YTeHWe U BbINOMHEHME UCNONHAEMbIX (DannoB KaTanora yCTaHOBKY;

— Ha YTeHue hannoB KOHurypauun katanora yctaHOBKY;

— Ha YTeHue 1 3anucb annos Katanora JaHHbIX.

[nsa 3anycka n pabotel EKRASCADA APM aHanormyHble npaBa TpebyeTca npegoctaBntb

nonb3oBaTeno, OT UMEHU KOTOPOIro 3anyckaeTcda NpuroXxeHue.

6.2 OC Linux

Ons dyHkumoHmpoBaHus EKRASCADA Ha OC Linux HeobxoguMmo obecrneunTb Hanuuue
npae nonb3oBaTenst OC, ocyLwecTBNAKOLLErO yCTAHOBKY, HA AOCTYN K KaTtanoram:
— etc:
1) etc\apache?\;
2) etc\nxlog\;
3) etc\scada?\;
— usr:
1) usn\bin\;
2) usnlib\;
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3) usn\share\;
- var:
1) var\scada?2\;
— bin;
— lib;
— tmp.
Mocne yctaHoBkn amnctpubytmea EKRASCADA ansa pabotbl komnoHeHToB EKRASCADA
Heobxoaumo obecneynTb AOCTYN K NOpTaM B COOTBETCTBMMU C HACTPOMKAMK, YKa3daHHbIMU Npn ycTa-
HoBke KIT EKRASACADA (Web-cepsep, CYB n 1.4.) n HacTpoinke EKRASCADA.
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7 loBepeHHan 3arpy3kKa

Ansa ucknioveHnsa 3anycka u paboTbl MOOUMPULMPOBAHHBIX KOMMOHEHTOB, NpeaycMoTpeHa
npoBepKa LIenoCTHOCTMU:

— Mpu 3anycke KomnoHeHTa. NpoBepka BLINOMHAETCA C MUCMOMNb30OBaHMEM CepTUdUKaToB
ctaHgapta ITU-T X.509. B cnyyae HapyleHns LenoCTHOCTU UCNOMHsAeMoro nnéo 6ubnuoteyHoro
anna, paboTta KOMMNOHEHTa 3aBepLUaeTcs;

— BO Bpemsa paboTbl cuctembl. BoinonHaeTcss koMnoHeHTOM «MoHuTop uenoctHocTuy KIl
EKRASCADA. lNpoBepka BbIMOMHAETCA NyTeM NepuoanvecKon cBepkn LMdpoBbIX NOANUCEN N KOH-
TPOSbHbBIX CyMM UCNOSTHAEMBbIX, OBMBNMOTEYHbIX N KOHUIypaLMOHHbIX hannos. B cnyyae HecoBna-
AEHNSA KOHTPOSbHbIX CyMM «MoHuTOop uenoctHocTu» opmupyeT B EKRASCADA cobbiTne ¢ onu-

CaHneM BbIABNEHHOIo HapyLweHuna LenoCTHOCTU.
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MpunoxeHue A
(cnpaBoy4HoOe)

MpoBepka cepTudmkara cpanna gucTpmbyTmBa

[ns npocmoTpa cnucka nognucen TpebyeTcst OTKPbITb Ananor cBOMCTB darnna agnuctpmoy-
TmBa EKRASCADAX.X.X.exe (cM. pucyHok A.1) n nepentn B pasgen «Lndposblie noanmcuy.

Mpn HaxaTmm Ha kHoMnKy «CBeaeHnsa» oTobpaxaeTcsa ananor coctaea LudgpoBor nognucu
(c™m. pucyHok A.2). [1nst npocmoTpa cBegeHui o ceptudmkaTe TpebyeTcs HaxaTb Ha KHonKy «[1po-
CMOTp cepTudumkaTay. [Npn aToM oTOGpakaeTcsa Ananor ¢ cogepXaHnem ceegeHuin o ceptudurkaTe

(cm. pucyHok A.3).

«:} Croiicrea: EKRASCADA-xX X exe X
BesonacHocTs MNoapoBo Mpeasiaywme sepciu
Obwwe CosmecTimocTs Apxns Livposbie noamici

Crmcok nogrmceit

Wmanogrmcas...  AnropummeeiBo... Omvmetka spemern
Research and Pr... sha256 25 wona 2021r.5:20...
Casenetns

e —

PucyHok A.1 — Pasgen «Ludposkle nognucuy» auvanora cesoncts anna EKRASCADA-x.x.x.exe
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Coctas undposoit nognucu ? X

Obwme  [ononHuTENbHO

—_, Ceepennn o uwbposoil nognucH
—
37a WidpPoBas NOANKCL ASHCTBUTENbHE.

MHbopMaLMA 0 NoAnMcaBIWEM

Wmsi: kearch and Production Enterplise EKRA LLC

3neKTponHas nowTa: [soft @ekra.ru

BpeNs NoancaHs: |25 wons 2021 r, 5:20:46

MNpocMoTp cepTudMKkaTa
Moarmon ApYrux CTOpPOH
Mma nogrmcas...  JnexTpoHHas n... OTMeTka spemMern
Globalsign TSA f... HeT aaHHeix 25 wona 2021r, 5:2...
CeeneHna

o ]

PucyHok A.2 — CBeaeHust 0 uncpoBor nognmcu

n Cepmnduxar X

Obwme Cocras My cepTudmKasm

_a Ceegenna o cepTndnkate

3707 cepTudmKaT NpeHasHaAYaEeTCA ONA:

* MoATEEMKASET, YTO NPOrPaMMHOE obecneyexune nony4eHo
0T KOHKPETHOr0 U34aTena

* 3alMWAET NPorpaMMHoe 0BECreYeHe 0T MSMEHEHWA Nocne
€ro nybnukalm
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MpunoxeHune b
(cnpaBoy4HoOe)
YctaHoBka EKRASCADA Ha OC Astra Linux

B.1 HacTtpoiika cetu

B.1.1 Inst paboTbl peno3MTOPMEB N YCTAHOBKN NPUIOXEHUA OOIMKEH ObITb HACTPOEH JOCTYN
K peno3vMTopusM BHELLUHMX 3aBMCUMOCTEN, 3TO MOXHO caenatb vepes rpadmnvecknin nHrepdgenc

(cm. pucyHok B.1) nnu otpegaktuposan dann /etc/network/interfaces

[#] Nanens ynpaeneHns

HaHenb ynpaBaeHys

! PaBounii cton

A O6opyaoeaHue L
CeTeBkle

ﬂ Mpouee COBAVHEHWA

® W3ameHeHwe MNpoBofHoe coefuHeHMe 1 - 0O x
1 CeTb
Connection name | MposogHoe coegnHenne 1

0 BesonacHoCTb

| OcHoBHOE | Ethernet | EBesonacHocTe 802.1x |E| Mpokck | Mapametpel IPv4 | MNapameTpel IPv6

@ rporpammsl
Methaod
a Cuctema

BpyuHyK k -

Appeca
Aapec Macka ceTu Lino3 fobasnTs

10.26.2.133 24 10.26.2.254 Yaanuis

DNS servers | 192.168.255.253

Search domains

[ | Tpefiorate aapecaumio IPV4 ANS 3TOMO coRAMHEHIR

MapLpyTel...

OTMEHWTE COXpaHWTE

PucyHok B.1 — HacTpowka ceTtu

B.1.2 JononHuTensbHo, Npy HE06X0ANMOCTH, HACTPOUTL AOCTYM K NMPOKCU-CEPBEPY.

Cospatb/oTpenaktnpoBath hann /etc/apt/apt.conf.d/75proxy co cneayrowmm Cogep>KMMbIM:

Acquire::http::Proxy "http://proxy./ms.local:8080":
Acquire::http::Proxy "http://12345:12345@192.168.3.57:8080";
Acquire::http::Proxy {

Adpec penosumopusi DIRECT;

}
Acquire::https::Proxy "http://proxy./ms.local:8080";

Acquire::https::Proxy "http://12345:12345@192.168.3.57:8080":
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Acquire::https::Proxy {

Adpec penosumopusi DIRECT;

1
Moe 12345:12345@192.168.3.57:8080 nornH/naponb, a Tak xe |IP-agpec ¢ nopTom cepeepa,

KOTOpbIV OyaeT ncnonb3oBaTbCs ANt AOCTyNa K Peno3uTopusiM.
MpokcK cepBep MOXKHO Co3faTb Ha cBoeM paboyem KoMnbioTepe nporpammont Handycache
U emy nofo6HbIM. JInGo ykasaTb MMS NONb30BaTesNsi U Naposib CBOEW YYETHOW 3anucy Ans noa-

KMOYeHMs Yepes AOCTYMHbINA NPOKCK cepBep NpeanpuaTus.

B.2 YcTtaHOBKa camonoanucaHHoro ceptucpukara

B.2.1 CkonupoBatb thann ceptudmkata B gupekropuio /usr/share/ca-certificates (npu Heob-

XOOMMOCTU cOo34aTb AOMONHUTENBHYIO ANPEKTOPUIO).

6.2.1.1 Mpn HEBO3MOXHOCTU KONMPOBaHWUS (haina No4 TeKylMMm nosfb3oBatenemM Heobxo-
ANMO aBTOpPU30BaTLCA MOA Nofb3oBaTeNEM root.

3apaTb Naponb Ang nonb3oBaTtens root KoMaH4oMN:

passwd root
B ganne /etc/ssh/sshd_config nameHute napameTp:

PermitRootLogin yes

Mepesanyctute SSH cepBep KoOMaHOoOMN:

systemctl restart ssh || systemctl restart sshd

b.2.2 BeinonHUTL KOMaHay:

sudo dpkg-reconfigure ca-certificates

6.2.3 Ha nepBoW cTpaHuLe B OKHE HACTPOWKK ca-certificates BbIbOpaTb ONUUIO «4a» 1 HaXaTb

«0Kk» (cm. pucyHok bB.2).

Mpu oBHOBNMEHMM 3TOT MaKeT MOMET YCTAHOEMTE HOELIE CEPTUOWKATH YOOCTOEESpRARLMX
ueHTpoe (CA). Bbl MOMETE NPOEEPUTE WX W EbBpaTe TONBKO Te, KOTOPHM AOEEpPAETE.

- 0a: NOEEpATb HOEbM CEPTUOWKATaM CA M YCTEHOEMTb MX.
- HET: N0 YMONM4aHMW HE YCTAHABNMEATb HOELIE CEpTUOMKAaTH CA.
- CMPawMEaThL: NMOQTEEPXOaTL Kakpuil HOEWIA cepTuoukaT CA.
[oEEpATL HOELM CEpTUOMKaTaM YOOCTOEEPAWWMXY LEHTpoE?
HEeT
CNpauMEaTh

=k

PucyHok B.2 — YcTtaHoBKka cepTudmkaTa
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b.2.4 Knaesuwen «[Npoben» npouncxoant Bblbop ceptudmkata npeanpustust gnst goctyna
K rnokanbHOMy penoautoputo, knaeuwen «Enter» HeoGxogumo noAaTBepauTb  BblGOp

(cm. pucyHok B.3).

HacTtpolika ca-certificates |

|
3TOT NakeT yCTaHaBNMEaeT CepTUOMKaTel YOOCTOBEpAwWWWX ueHTpoe (CA) B kKaTanor

Jusr/share/ca-certificates.

BuifepuTe YAOCTOESPANWME USHTPHI, KOTOPHM Ebl OOESpPAETES; WX CepTUOMKaTw GyayT
YCTaHOENESHL B KaTanor fetc/ssl/certs (cKkoMNOHOBaHL B ¢aﬁn
Jete/sslfcertsfca-certificates.crt).

CepTUOUKaTH ONA AKTUEALWM:

PucyHok 5.3 — YcTtaHoBka cepTudumkaTa

B.3 NMogkniovyeHue noKanbHbIX PENoO3nuTopueB

6.3.1 MNpwn HeobxoanmocTn fobasnte GPG Koy peno3nTopus UCTOYHKKA (MpeanpusaTis) B
APT komangown:
waget -qO - https:// Adpec pernosumopus /archive.key | sudo apt-key add —

B.3.2 CoxpaHuTb B 0auH U3 katanoros Astra Linux kntouun gns MariaDB, Webmin, Syncthing

n ap.
mariadb release signing key.asc, webmin-jcameron-key.asc u syncthing-release-key.txt u

6.3.3 MNMpUMeHUTb KMNoYM KOMaHAOWN:

sudo apt-key add *key*

Mpumep 3anucm ¢ ykazaHuem nytn oo anna:
sudo apt-key add /home/astra/ekrascada/keys/mariadb_release_signing_key.asc

6.3.4 [Jo6aBntb B APT peno3utopun CTOPOHHUX KoMnoHeHToB 1 EKRASCADA, anga atoro

Heobxoaumo co3gaTb/oTpenakTupoBaTth dann etc/apt/sources.list:
Mpumep 3anucu:

deb https://_Adpec penosumopus /scada/ release main

deb file./home/astra/3azpy3ku/ekrascada_ x.x.X.Xxxxx _i386 release main
deb cdrom:[OS Astra Linux 1.7.0 1.7_x86-64 DVD]/ 1.7_x86-64 contrib main non-free

Mpn HeobxoammocTn, BbibpaHHbIE 3anucu B harne /etc/apt/source.list 3akoMMeHTMpPOBaTb

CUMBOJIOM #.
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6.3.5 Nocne nameHeHnn coctaBa peno3nTopnes HEOH6Xo4MMO OBHOBUTL CIMCOK OOCTYMHbIX
nporpamMmm KOMaHZomn:

sudo apt update

b.3.6 Bknrountb nogaepxky 3arpy3ku naketoB yepesd HTTPS komaHgom:

sudo apt install apt-transport-https

B.4 YctaHOBKa Heo6xoAuMbIX NporpaMmm

6.4.1 NMpn HeobxoaMMOCTM yKka3aTb NOOAEPXKKY apxuTekTypbl i386 B OC komaHaom:
sudo dpkg --add-architecture i386
6.4.2 Webmin

6.4.2.1 BeinonHUTb kOMaHAy noucka Webmin komaHOon:

sudo apt search webmin

B.4.2.2 3anyctuTtb npouecc yctaHoBkn Webmin:

sudo apt install webmin

6.4.2.2.1 Ona Webmin JononH1MTeNbHO yYCTaHaBNMBaeTCA nnarkH, noctasisieMblid NPons-
Boautenem KN EKRSCADA ekrascada_1.14.wbm.gz.

Heobxoanmo ocyllecTBuTb BBOA agpeca cepsepa B 6paysep B popmaTe:

https://ms_cepepa:lloprT,

roe «Mms cepBepa» — umsa nnmn NCEBLOHUM CEPBEPA;

«Mopt» — TCP-nopT ana cesasn ¢ Web-cepeepowm, no ymonyanno 10000.

YKkasaTb y4yeTHble AaHHble Nonb3oBaTens.

Mepentn B pasgen ynpasneHus mogynamu (nnarnHamm) Webmin (Webmin -> Webmin Con-
figuration -> Webmin Modules).

YCTaHOBWTb MOAYMb (MnaruH):

— BblOpaTb BapuaHT From uploaded file;

BblGpaTh pann mogyns (nnarvHa);

HaxkaTtb KHOMKy «Install Moduley;

A0XOaTbCs 3aBepLUEHUS YCTaHOBKM.
b.4.2.2.2 YctaHoBuTb npu HeobxogmnmocTn apt-show-versions, libapt-pkg-perl, libwww-perl
Ansa pabotbl pyHKunn «MHpopmaumsa o cucteme» KoMaHAoW:

sudo apt install apt-show-versions

sudo apt install libapt-pkg-perl

sudo apt install libwww-perl

6.4.2.3 Mepesarpysnts Webmin komaHgom:

sudo systemctl restart webmin
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B.4.3 EKRASCADA
6.4.3.1 BbinonHutb komaHay noncka EKRASCADA koMaHgow:

sudo apt search ekrascada-meta-full

6.4.3.2 3anyctutb npouecc yctaHoBkm EKRASCADA KomaHOOM:

sudo apt-get install ekrascada-meta-full
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INucT perncrpauum nameHeHUn

Homepa nucrtoB (cTpaHu Bxoasawun
p (cTpaHuy) Bcero asLy
Homep
nmeros Homep conpoBoaun-
N3M.| pame- | same- aHHYIN- | (cTpanuu) Mognuck| [data
HOBbIX | pOBaH- B KV- OOKyMeHTa | TeJibHOro Aao-
HEHHbIX | HEHHbIX AOKYy KYMEHTA 1
HbIX y
MeHTEe
parta
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