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AHHOTALUA

Hactosawmn OokymMeHT aBnsieTca pPyKoOBOACTBOM MOSib30BaTENsA BCTPOEHHOM orepaunoHHOM
cuctembl EKRA EOS (ganee — OC nnu EKRA EOS).
[oKyMeHT coaepXnt onncaHne yHkumoHanbHbix xapakrepuctnk EKRA EOS, nHcTpykumm no

YCTaHOBKe, HaCTPOWNKy UHTepdencos n akcnnyaTtaumm EKRA EOS.
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dynamic host configuration protocol (npoTokon gnHamMn4YecKon HacTPOMKK
xocTa)

GNU's not unix (MHorosagayHas un mynbtunnardopmeHHasa Unix-nogobHas
ornepaumoHHas cuctema)

global positioning system (cuctema rno6anbHOro NO3NLNMOHNPOBAHKS)
network time protocol (npoTokon ceTeBoro BpemMeHu)

precision time protocol version 2 (NpoToKon 451 BbICOKOTOYHOM
CYHXpOHM3auun mexagy yctporctsamm B IP-ceTax)

simple network time protocol (MpOTOKON CUHXPOHU3aLUM BpEMEHU MO
KOMMNbIOTEPHON CETN)

universal serial bus (yHMBepcanbHas nocrnegoBaTenbHas LWKHA)
rnobanbHas HaBuraunoHHas CnyTHUMKOBasA cuctema

WHTEeNNeKTyanbHble 3NeKTPOHHbIE YCTPONCTBA

onepaTvMBHOE 3anomMuHarLLee yCTPOMNCTBO

06LWecTBO C OrpaHN4EHHON OTBETCTBEHHOCTBIO HAY4YHO-NPON3BOACTBEHHOE
npegnpuatne «AKPA»

onepaumoHHasa cuctema

nepcoHarbHbIA KOMMbIOTEP

nporpammMmHoe obecneveHne



1 BBegeHue

1.1 Oowmne cBegeHus

EKRA EOS — BCTpoeHHasd onepaumoHHasi cuctema, UCMnofibdyemMasi UCKMYMTENbHO AN
obecneyeHuns BbIMOSTHEHMS NPUKNagHoro nporpaMmmHoro obecneveHus (MO) B MHTeNNeKkTyanbHbIX
3NEeKTPOHHbIX ycTponcTeax (M3Y) nponssogctea OO0 HIIM «OKPA», He pacnpocTpaHsieTca B BUae
obocobneHHoro MO u He npegHasHayeHa ANs  HENOCPEACTBEHHOrO B3aMMOLEWCTBUS C

nonb3oBartenamu NJAY.

1.2 LleneBas aygutopus

HacTtosawuin JOKYMeHT npeaHa3HayeH Ans nepcoHana OTBETCTBEHHOrO 3a CONpoBOXAEeHWEe
n obcnyxunsaHne EKRA EOS.



2 DyHKUMOHaNbHOe Ha3HavYeHue

2.1 PyHKLUMOHaNbHbIe XapaKTePUCTUKN

OcHoBHble dyHKUMOHanbHbIE XxapakTtepucTnkn EKRA EOS:
— ynpaeneHue annapatHbiMn pecypcamu N3IY;
— nopaepka UCNonHeHUs 3agay ¢ TOYHOCTbIO A0 1 Mc;
— obecne4veHune ctabunbHoM paboTbl B yCAOBUAX ONUTENBHON KCNyaTauumn 1 nogaepxka
MexaHn3ma aBTOMaTM4eCcKon nepesarpyskm npu c6osx;
— BO3MOXHOCTb YAarneHHOro agMUHUCTPUPOBAHNS;
— nopaepka ceTeBbIX NPOTOKOSOB;
1)nopoepxka MNPOTOKONOB W CTaHOAPTOB CUHXpOHM3auuum BpemeHu: NTP (SNTP) (knu-
eHT/cepep), PTPv2 (IEEE 1588v2) (knuent), FOCT P MOK 60870-5-104, NMEA-0183
(GPS/TTIOHACC);
— noaggepxka npoTtokona pesepsupoBaHns PRP  (IEC  62439-3) wu  dyHKuuuK
pesepsupoBaHus Link Backup;
— OCyLLleCTBreHne uHOpMaUNOHHOM 6e30nacHOCTM, a WMMEHHO 3aluTa AaHHbIX W
YCTPOWUCTB OT HECaHKUWMOHWPOBAHHOrO AOCTyna, noadepka 6e3onacHbiXx NPOTOKONIOB CETEBOro
obMeHa JaHHbIMW, ayTeHTUMMKaUunio Nonb3oBaTenien n KOHTPOob A0CTYNa;

— B3aMMOeNcTBME C NporpaMmHbiMK 3agadamum npuknagHoro MO EKRASCADA v ap.

2.2 ®yHKUMNOHalNbHbIe OrpaHU4YeHns

®yHKunoHanbHble orpaHnyeHnsa ansa EKRA EOS:

—  OTCyTCTBME BO3MOXHOCTU ycTaHoBKM EKRA EOS KOHeYHbIM Mofb3oBaTeNneMm;

—  n3MeHeHue 6a30BbIX HACTPOEK U KOHUrypaLnm 4ONyCKaeTCcsa TONbKO Ha NpeanpuaTum-
N3roToBUTENE;

—  He pekoMmeHayeTcq ycTtaHoBka [10 OT TpeTbMX CTOPOH, Tak Kak MOXET NPMBECTU K NoTepe

rapaHTUNHbIX 06A3aTENbCTB.

2.3 CucremHble TpeboBaHuA

Ons ycrtaHoBkn obpasa EKRA EOS Ha microSD-kapTy Heobxoamm nepCcoHanbHbIn
komnbtoTep (MK) ¢ xapakTepucTrukamm He HUXKE CregyoLmx:

— npoueccop x86/x64;

— onepaTtuBHas namaTtb: 2 ['b (pekomeHgyetcs 4 'b nnn 6onee);

—  MuHMManbHoe MmecTo Ha gucke: 1 I'b (pekomengyetca 10 I'B);

— OC Windows 7/ Windows 8/ Windows 10/ Windows 11.



Ha MK gomxHa 6bITb ycTaHoOBneHa nporpamma, Takas kak Rufus wnu Balena Etcher,
npegHasHaveHHast ang 3anmcun obpasos ISO nnmn IMG Ha USB-HakonuTtenb uinn microSD-kapTy.
MwuHumanbHoe TpeboBaHue K QY — Hannumne microSD-kapTbl EMKOCTbIO He MeHee 16 B,

ncnonb3yemon B kayectse cuctemHoro Hoeutens anss EKRA EOS.



3 YctaHoBka OC

3.1 Obwme cBegeHun

3.1.1 YctaHoBka OC npou3BoaUTCA WCKIHOYUTENBHO Ha NpPeanpusTUM-U3roToBUTENE
noctaensemoro M3Y. T[lpouecc yCTaHOBKM OCYyWECTBNSieTCss nyTeM 3anucu obpasa B
3HeproHesasncumyto namaTb eMMC Ha aTane npowwuskn A3JY.

OnuncaHune npoueaypbl CO0pKM, HAacTporkn 1 nposepkn Y npmBeaeHoO B MHCTPYKUMK NO

perynnpoBke, ucrnbiTaHuio u npuemke OKPA.656122.239 N1.
I'Ipvnvleanme — Tlonb3oBaTenb He WMeeT BO3MOXHOCTU npon3BoaAnNTb CaMOCTOATENbHYIO
yctaHoBky EKRA EOS.



4 HacTtpownka OC

4.1 Obwue cBeneHun

Hactponka OC ocyuwlectBnseTcs Ha npeanpusitTum-uarotosutene nocraensemoro N3Y B

COOTBETCTBUN C €ro KOHKPEeTHbIMU NapamMeTpamMn 1 B Xxoge aKkcniyataunmn He NUSMEHAETCA.

4.2 HacTtpoiika uHtepdeincon

4.2.1 Hactpowika gatbl 1 BpeMeHu

4.2.1.1na pyyHOW HaCTpOWKM [aThbl

n BpeMeHU HeO6XOLI,I/IMO HaXaTb Ha KHOMKY

MEHIO (cMm. pucyHok 1, 0bo3HaueHne 1), pacnonoXXeHHyo B IEBOM HDKHEM yriny paboyero ctona

OC, BBecTu B cTpoke novcka [lata u Bpems 1 ganee oTkpoeTcst okHo HacTponku gatbl n BpeMeHuU

(cMm. pucyHok 2).

@ BrAouMTL NoanepxKy cotn

[ BrnouNTE yBeROMNGHUS

M1apataTpsl CORAMHEH ..

0 nporpamme

IK'J 1 2 ‘i@ & ™ B New folder W CeTeswie coefuHeHua

PucyHok 1 — Pabounin cton
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PucyHok 2 — HacTpowkun gatbl 1 BpemMeHun
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Mocne ykasaHua TekyLmux 3HayeHn aatbl U BpeMEHN, HeobxoaMMo HaxaTb Ha kHonky OK
(cM. pucyHok 2, o6o3HaveHne 1). [lanee B okHe ayTeHTUdUKaLMU BBeCcTU naponb’ n HaxaTb Ha

kHonky OK (cm. pucyHok 3).

=5 AN
) Y106kl HACTPOUTE CUCTEMHOE BPEMS,
= HeobxoaMMo NPoRTK ayTeHTUhUKaLI0.
NoeHTudrkauna: unix-user:admin -
Password:
| vOK | xOTmeHa

PucyHok 3 — AyTeHTudmnkaums

I'Ipvl npaBuribHO BBEOEHHOM nMapoie HaCTpOIZKa OaTtbl U BpeMEeHU CHUTaEeTCA YyChnewHO

3aBepLueHHo. [Npy BBoAE HeNpaBuIibHbIX AaHHbIX TPebyeTcsi BBECTU Naposib NOBTOPHO.

4.2.2 Hactporika ceTeBOro coeanHeHus

4.2.2.1 Ana paboTtbl peno3utopueB M yctaHoBku 1O, gomkeH ObiTb HACTPOEH AOCTYN K
NnoKarbHOM CEeTU, 3TO MOXHO BbIMOMHUTL Yepead rpadmyecknin uHTepdenc.

B cuctremHom Tpee OC Heobxogmmo BblbpaTb cnegywowme HacTporikn CeTeBble
coeauHeHus -> NapameTpbl coeanHeHun (CM. pUcyHoK 1, o6o3HaveHune 2).

[danee HeobxoaMMO OBOVHBLIM LLENYKOM FIEBON KHOMKW MbIWK HaxaTb Ha Heobxogumoe

ceteBoe coeanHeHue: eth1 unu ethO (cm. pucyHok 4).

e CeTeBble coefilMHEHHA A - 0O X
ethl C
eth0 11 MuHYT Hazan
v MobunbHoe LLUMpOKONoJIoCHOE NoAK/I0YeHne
MTS cen4ac
- &

PucyHok 4 — CeTeBble coeanHeEHNsI

) Mo ymonyaHuto naporsbs — admin.
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Mepenictn Ha Bknagky MapameTtpsbl IPv4 (cM. pucyHok 5). Onpegenutb MeToa «BpyuyHytoy,
HaxaTb KHonky [lo6aBuTb 1 yKkasaTb napamMeTpbl CEeTU:

— Adpegc;

— Macka ceTu;

—  Wntos;

— Cepeepbl DNS.

L ] W3menenue ethl A _ O X

WmAa coeauHeHna | ethl

OcHoBHOe Ethernet CraHgapt be3sonacHocTu 802.1x DCB Mpokecn NapameTpbl IPv4 MNapameTpbl IPvE

MeTon | BpyuHyio -

Appeca
Appec Macka ceTm Lm0z [obasuTh
10.26.1.128 255.255.955.0 10.26.2.254

YoanuTe

Cepeepbi DNS | 192.168.255.253
MownckoBbin AoMeH
TpeboeaTe agpecauuo IPv4 anA sToro coegnHeHWA

MapLpyThl...

OTMeHWNTBL + CoxpaHnTb

PucyHok 5 — Bknagka NMapameTpsl IPv4

Hanee Heob6xoaMMO HaxaTb Ha KHOMKy CoxpaHuTb.
B cnyyae, ecnu HeusBecTteH cBoboaHbIM IP-agpec nokanbHOW CceTW, TO MOXHO
BOCMNOSb30BaTbCs aBTOMaTMYecKuM MeTodoM nonydveHus |IP-agpeca, BblgaBaembim DHCP

cepBepoM «ABTOMAaTUYECKN.

4.3 YcTtaHoBKka MO EKRASCADA

EKRA EOS B nepByt ouvepenb MpedHasHadyeHa AnNd 3anycka M nogaepXkm paboTbl
npuknagHoro NO EKRASCADA.

YctaHoBka 1O EKRASCADA BbINOMHSAETCA Ha Npeanpuatuu-usrotoButene npwu
npounssoacTtee MY, B coctaB KOTOPOro BXoauT gaHHoe MO.

MpumeyvaHue —Nonb3oBaTenb HE MMEET BO3MOXXHOCTU NPOV3BOANTL CAMOCTOSITENBHYHO YCTAHOBKY
npuknagHoro NO EKRASCADA.
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5 AkcnnyaTtauusa OC

5.1 Obwme cBegeHun

Onsa askcnnyataumm OC nonb3oBatenb QOMMKEH BkMouMTe WY, panbHenwee

dyHKUMoHMpoBaHme OC BygeT nponcxoauTb B aBTOMaTUYECKOM PEXUME.

5.2 ObHoBneHune OC

5.2.1 O6HoBneHne EKRA EOS moxeT 6bITb BbINOSIHEHO TOMBKO NOCe obpaLleHns B Cryxoy
TexHnyeckon nogaepxkm OO0 HIIM «OKPA».

MpnmeyvaHne — O6HoBneHne EKRA EOS ocyuiecTBnsieTcs cepBMCHBIM NEPCOHANom npeanpuaTus-
M3roToBUTENS Ha obGbekTax 3akasumka npu noaknoyeHun Hoeoro NJY, nubo BBeAeHME AOMOSTHUTENbHbIX
dyHkunn A3Y.
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