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Moan. n parta

MHB. Ne oyon.

B3am. uHB. Ne

Moan. n nata

WMHB. Ne nogn

HacTtoswas MHCTPYKUNS COAEPXUT yKaszaHMs MO HaCTponke pe3epBupoBaHnsa cetu Ethernet
B TepMuMHanax MukponpoueccopHbix cepum SKPA 200 (ganee — TepmuHan).

MHCTpyKumsa pacnpocTpaHaeTca Ha:

—  TepMuHanbl MukponpoLleccopHble cepun IKPA 200 (B TOM Yncne UCnorHeHUs ans aTom-
HbIX CTaHUWN);

— wkadsbl TvnoB LB 111X(A) (nanee — wkad), peannsoBaHHble Ha 6a3e TepMMHANoOB cepumn
OKPA 200;

— wkadbl cepun W33 200 (B TOM umcne WUCMNOMHEHWUST ANA aTOMHbIX CTaHUUN)
(oanee — wkad);

— Mpouune yCTpOWCTBa, peanu3oBaHHble Ha 6a3e TepmuHanos cepum OKPA 200.

OnuncaHne OCHOBHbIX TEXHUYECKNX XapaKTepUCTUK, COCTaBa U KOHCTPYKTUBHOIO UCMOSTHEHNS
TepMuHana, a Takke onucaHue paboTbl C HUM NpuBEAEeHbl B PYKOBOACTBE MO 3KCMnyaTtauuu
OKPA.650321.001 P3O «TepmunHansl mukponpoueccopHblie cepumn SKPA 200».

MprBeaeHHbIN 06beM onepauni SBNAETCA 4OCTATOYHLIM Af1s1 HACTPOMKN pe3epBUPOBaHMS
cetn Ethernet B TepMmuHanax, n MmoxeT 6bITb BbINOSHEH KBaNMULUMPOBaHHbLIM NepPCOHarNoM camo-
ctosiTenibHo 6e3 npuenedennsa cneyuanmucto OO0 HIM «3KPA».

MHcTpykumsa akTyanbHa pAgnst Bepcui nporpammHoro obecneyeHunss (ganee — [10)
EKRASMS-SP 3.0.125.9722, MO tepmuHana 7.1.0.6 1 Huxe.

Jlner
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1 O6wume cBeaeHun

1.1 PeanusoBaHbl fBa BapuaHTa obecneyeHnst pesepsmpoBaHus cetu Ethernet: annapatHoe
1 nporpamMmmHoe (CM. pucyHok 1). AnnapaTtHasa peanusaumsi ucnonbdyetcs B 6nokax noruku: J12571,
2651, 112653, J12654, J12656 n nopaepxuBaeT cnocobbl pe3epBUPOBaHUSA: LinkBackupl), PRP,
RSTP.

MporpammHasa peanusauus mcnonb3yetca B 6nokax norvku ¢ ABymst u Gornee noptamu
Ethernet (kpome Bbile nepeudncrieHHbIX 610KOB NOMMKN) N NOgOAEPKMBAET Cnocobbl pe3epBupoBa-
Husi: LinkBackup®, PRP.

TepmuHan noctaBnaeTcsl TONLKO C OAHUM N3 BapnaHTOB pe3epBupoBaHus ceth Ethernet.

1.2 Hactponka pesepBupoBaHusi cetu Ethernet ocyuwiecTBnsieTca ¢ MOMOLLBO Nporpamm
APM-penenwmka nnu KOanmrypaTopZ), BXOOALWMX B Kommnriekc nporpamm EKRASMS-SP.

Komnnekc nporpamm EKRASMS-SP BknovaeT cnegywowme nporpammbl: Cepeep CBS3MW,
APM-penenwuka, KoHdurypaTtop un RecViewer.

Komnnekc nporpamm EKRASMS-SP, 3anucaHHbIM Ha 3NEeKTPOHHbIN HOCVITeJ'Ib3), BXOOUT B
KOMMIEKT MOoCTaBkn TepMuHana (wkada). Komnnekc nporpamm Takke MOXHO ckavaTb C canta”:

http://soft.ekra.ru/smssp/.

OnuncaHune npoueaypbl 3anycka komnriekca nporpamm EKRASMS-SP npu nepBom mcnonb-
3o0BaHuK (bbiCcTpbI cTapT) NpmBeaeHO B pykoBoacTee onepaTtopa OKPA.00019-01 34 01.

OnucaHve paboTtbl ¢ nporpammon CepBep CBs3W NpuBeAEHO B PYKOBOACTBE onepaTopa
OKPA.00007-07 34 01.

OnuncaHune paboTel ¢ nporpammon APM-penenimka npMBegeHO B PyKOBOACTBE ornepaTtopa

©
[
% OKPA.00006-07 34 01 «[lMporpamma APM-penenwmka (Komnnekc nporpamm EKRASMS-SP)».
5 OnuncaHue paboTtbl ¢ nporpammon KoHdurypatop npuBedeHO B PYKOBOLCTBE onepaTopa
o
= OKPA.00020-01 34 01 «INporpamma KoHdurypaTtop (Komnnekc nporpamm EKRASMS-SP)».
5 1.3 MNepea Havyanom paboTbl HEOGXOANMO O3HAKOMMUTBLCS:
;'>f — ¢ pykoBoacTBom no akcnnyataumm OKPA.650321.001 PO «TepmuHansl MUKpornpoLec-
z
i copHble cepun AKPA 200v;
hN
~ — Cc pykoBoactBoMm onepatopa OKPA.00019-01 34 01 «Komnnekc nporpamm
z
@ EKRASMS-SP. BbicTpbii cTapTy;
I
: — ¢ pykoBoactBom onepatopa OKPA.00007-07 34 01 «[lporpamma CepBep CBA3U
o
@ (Komnnekc nporpamm EKRASMS-SP)»;
E b l[|,aHHbIl7I cnocob pes3epBnpoOBaHUA ABNAETCA TUNOBbIM U NMPUMEHAETCA B CllydasaXx, Korga B Kaptax
g 3aKa3a He BbI6paH KOHerTHbIVI TN NpoToKonNna.
5 2) HacTtpovika pesepBupoBaHus cetn Ethernet goctynHa ans nporpammbel KoHdpurypatop u ¢ 6ecnnart-
2 HoW nuueHsuen (Free).
Cop,epx(mcn akKTyalibHaA BepCuAa Ha MOMEHT NOCTaBKWU.
- 4 Copepxutcs aktyarnbHas BEPCUs Ha TEKYLLMIA MOMEHT.
S
é Ilner
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— ¢ pykoBoactBoMm onepatopa OKPA.00006-07 34 01 «[lporpamma APM-peneniimka
(Komnnekc nporpamm EKRASMS-SP)»;

— ¢ pykoBoactBom onepatopa 3IKPA.00020-01 34 01 «[porpamma KoHdwurypatop
(Komnnekc nporpamm EKRASMS-SP)»;

— ¢ obopyanoBaHMeM Ons HACTPOMKKN pe3epBupoBaHns cetn Ethernet.

1.4 O6opynosaHue n MO, HeobxogmMmoe 4nst HACTPOWKK pe3epBupoBaHusa ceTn Ethernet:

—  HoyTbyk (IMK) c yctaHOBNEHHbIM kKoMMnekcom nporpamm EKRASMS-SP (pekomeHayeT-
Csl MICNonb30BaTb NOCIEOHIO BEPCUID);

— kKabenb coeanHuTenbHbiM USB 2.0 AMBM 1N KOMMYyTauUMOHHbIN Kabenb («naT4y-Kopa»)

¢ pazbemamu RJ-45 (B 3aBUCMMOCTM OT TUNa NIMLUEBOW NNIUTLI TepMMHana).

Jlner
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2 HacTpoika pesepBupoBaHusi ceTu Ethernet ¢ nomowbid nporpaMmmbl

APM-penenwmka

2.1 NoprotoBKa K HaCTPOMKe

2.1.1 YcTaHOBUTL CBA3b C TEPMUHANOM Npu noMoLm nporpammbl Cepeep CBA3M U 3anyCTUTb
nporpammy APM-peneinmka (B COOTBETCTBMM C pykoBoacTBoMm onepaTtopa OKPA.00019-01 34 01).
2.1.2B

YctaBkn —> CuUcTeMHble napamMeTpbl M OTKPbITb OKHO, ABaXAbl LUEMKHYB MbILLKOMA Ha COOTBET-

«gepeBe»  npoekta  nporpammbl  APM-penenwuka  BblGpaTb  pasgen

CTBYIOLLM NYHKT «AepeBa» nNpoekTta (CM. pucyHok 1, o6o3HadeHne 1).
2.1.3 BeibpaTb Bknagky Hactpounku pesepBupoBaHusa Ethernet (cm. pucyHok 1, o603Have-

Husa 2 n 3). BapnaHTbl oTobpaxeHus Bknagku HacTpomku pesepBupoBaHua Ethernet B 3aBucu-

MOCTM OT Tuna 6rioka Nornkn NCnosib3yeMoro B TepMuHane npuseeHbl Ha pucyHke 1.

Dakin

CEpEHC ¥CTPOMCTED Era MoMoLe

e A GO ETe Qs DR e

x I CocToaHua TeprMUHANDE

2

(001} HcTerHbIE MapameTpbl ] - X

MNocnegoearensHee npotokonel | [aparmeTpel TepmuHanaI HacTpoiky pesepsMposadHa Ethernet I < r

MaparerTpel Nnatel peseperpoEariA Ethemet;

i [punna Maparerp 3HayeHue
i 1ecE1850 Aapec 152.168.1.1
= AHanoroseie BXO0E Macka JEF 255 255 )
1 = Perucrparop CeTeBtie napam... S
J Beog/BRIBOG, MPHEMHEIX LLEMEXH Wz 15216811
YLAM ynpaeneHma 1
=34 CwcTetHbls NapaeTpel 4 PezepeuposaHie | [poTokon pesepEUpoEaHMA CETH
= HCTABKK N0 WK Port]
= NuckpeTHeE BRoAH WEaPa WHrepdefice onten
E £ W3MEpeHUA 4R MHGHKALMM Part2 an [l
g y .
< a — AnnapaTtHaga peanusauus
c
=
o
C Maiin CepeMc  YcTpolcTEo  Bua  MomMowgs
- E WA R E e ™) el E 3
Lg a 4 X I (011}Crcreruble napareTpbl ] * X
=) =
% = [%1L]I1_.D.3LIJ_LL|31111-1498812_0_Ethemet 25 Ethernet-npotokonk | MNocasgoeaTensHele NPOTORGAR I'IapameprlTepMMHanaIHaCTpUl:‘KH pezepEqpoEanka Etharmet I< 2
+ BMEPEHUA
o e ﬁj HCTaBFrLH Pezepeupoeanue kaHana [Link backup] Pesepeupoeanue PRP
< (] Marpusa Paspewerye peocpavpoeats L] PaspeueriePRE L)
s (i leck1850 LaM 1 LAM &
o =] 3awwre
=z =f| Ananaroseie BRodel Lile LHIE
o =& Pervctparop HenonezoeaHue NHHra Pazpewenme supervision nakeTos
I 7 "
= =4 Beon/seiBon npuertHers uenei |P-a0pec 404 MiHra Supervizion MAC agpec
. =3 OcumnnorpadwmpoBaHie )
% =& CucTemHee naparerpel Tamayt osuaaHi (mc)
f.? =] YeTamkM Aoriku
= AuckperHiie Bxogkl Wkaba
© — lNporpammHas peanusauns
© PucyHok 1 — BapuaHTtbl oToOpaxeHus Bknagkm Hactponkm pesepsupoBaHus Ethernet
& y
=i MO APM-penenwiyka B 3aBUCUMOCTM OT peanu3aLlmm pe3epBupoBaHus
=
c
[=)
o
-
C
g
g
2 Nuiet
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I
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2.2 HacTtpownka pesepBupoBaHusa cetu Ethernet npmu annaparHon peanusauumn

2.2.1 O6wme napameTpbl
OnucaHune o6wux napameTpoB (CM. PUCYHOK 1, @) Ans Bcex cnocoboB pe3epBUpOBaHUSA Npu

annapaTHoOW peanusauun npuBeaeHo B Tabnuvue 1.

Tabnuua 1 — OnucaHue o6LLMX NapameTPoB Ans BCEX CNOCOO0B pe3epBMpoBaHUS

Mpynna MapameTp OnucaHue Mpumeyanune
Anpec IP agpec moaoyns pesepBupoBaHUA* [aHHble napamMmeTpbl OT-
Macka Macka noacet moaynsi pe3epBupoBaHus HOCATCA K Moaynio pe-

3epBupoBaHus. Napamert-
pbl TepMuHana ans pabo-
BMpTyaanaﬂ CeTb, Yepe3 KOTOPYyH 6y,l:l,eT Tbl B ceTu Ethernet 3apa-
NapameTPbl| ynpaeneHust | Npon3BOANTLCS AOCTYM K HACTPOVKaM MOfLY- | joTcs B pasaene YcTaBku

nsa pesepsupoBaHus. BnnaeT Ha Bce NpoTo- | -> CuctemMHble napa-
KOnbl yaoaneHHoro goctyna K Mmoayrto pe3ep- MeTpbl BO BKIagKe MNa-

LLnto3 LLno3 nogcetn moayns pes3epBnpoBaHUs
CeTeBble VLAN

BMpoBaHNA pameTpbl CBA3U
MpoTtokon Bbibop cnocoba pe3epBrpoOBaHUS:
Pesepsu- | Pe3epsupo- | — nhone;
BaHusi cetn | — PIP;
poBaHue _ rstp:
— linkbackup

*
Pacnonaraetcsa B 6rnoke noruki. Aapec mogyns pe3epBupoBaH/s MOXHO ONpeaennTb C NOMOLLbIO cne-
unanuauposanHoro N0, Hanpumep, HiDiscovery.

C 3aBOAa-mM3roToBUTENSA TEPMUHAN NMOCTABMNSAETCA CO CNOCOOOM pe3epBUPOBaHMSA COrMacHo
KapTe 3akasa. [lo ymonuyaHuio yctaHaBnmBaeTca cnocob pesepsupoBaHusa LinkBackUp. Ecnu B

©
§ TepMuHane ykasaH HeBepHbIN Cnocob, TO ero MOXHO U3MEHUTb (CM. PUCYHOK 2).
=
5
2 2.2.2 Mpoueaypa HaCTPOKMKN pe3epBUpPOBaHMS NO TeEXHONOrMM pesepeupoBaHua LinkBackUp
_ YcTaHOBUTb NPOTOKON pe3epBupoBaHus cetu LinkBackUp (cM. pucyHOK 2).
C
‘% Mpun BbIGOpe TexHonorum pesepsupoBaHus LinkBackUp He TpebyeTcst HacTpowka OOMNOMHN-
%'_ TenbHbIX NapamMeTpoB.
om
< Ha pucyHke 2 npeacrtaBneHa ¢opma npu  Bbibope TEXHOMOorMM pesepBupoBaHUs
g LinkBackUp.
o
I
=
é pynna MapareTp JHavyeHue
@ Agpec 192168.1.1
Macka 250 256 2550

Cetestie napar... | Waws 192.168.11
© WLAM ynpaeneHuA 1
3 4 MNpoTokon pesepEHMpOEaHKA CETH I
=
§ PucyHok 2 — HacTpoiika pesepBupoBaHuda nNo TexHonoruu pesepsmnpoBaHus LinkBackUp
-
|y
S
é Ilner
o 2 3aM. |3KPA.647-2017 17.07.17 OKPA.650321.028 A 8
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BHNMAHWE: MOCJIE YCTAHOBKW/ MNMAPAMETPOB PE3EPBNPOBAHUA HEOBXOANMO
COXPAHUTb MNMPON3BEOEHHBLIE NYBMEHEHNA B COOTBETCTBUA C 1. 2.4!

B npunoxeHnn A npuBegeHa obwas MHOpMauua N0 TEXHONOrMM pe3epBUMpOBaHMSA
LinkBackUp.

2.2.3 lNpoueaypa HaACTPOMKM pesepBupoBaHnNd No npotokony PRP

YCTaHOBUTL NPOTOKON pe3epBupoBaHns cetn PRP.

Mpwn BbIOOPE NpoToKona pesepBupoBaHnsa PRP pekomeHayeTcs ycTaHaBnNuBaTh napameTpbl,
yKa3aHHble Ha pUCyHKe 3.

Ipynna MapareTp JHaueHMe
Aapec 13216311
Macka 255,280 255.0
Wawoz 19216811
YLAM ynpaeneHKA 1

CeTeeble napar...

PezepevpogaHue | MpoTokon pesepEMpOEaHKMA ceTH | prp L4

Mpuiem KOHTRONEHE NakeTos |
Frp Mepenaya KOHTPOAEHEN nakeTos [
Mepegaya WDAN nakeTos

PucyHok 3 - HacTtpoiika pe3epBupoBaHusi no npotokony PRP

OnncaHne napamMeTpoB HACTPOMKN pe3epBunpoBaHust No npotokony PRP npuBegeHo B Tab-
nuue 2.
Tabnvua 2 — OnucaHne napaMmeTpoB HAaCTPOMKK pe3epBupoBaHnd no npotokony PRP

©
5 Mpynna MapameTp Onucanue
z Mprvem KOHTpOnb- BknioyeHne oTcnexmnBaHms KOHTPOSbHbIX NAKeToB (Supervision
S HbIX NakeToB Packet). lNMpuem naketoB TpebyeTcs ans cbopa CTaTUCTUKM 1 Ana-
= rHocTukn cetn PRP
= BkntoyeHne popmMmpoBaHnsa KOHTPOMbHbIX NakeToB (Supervision
S lNepenava KoH- *
= Packet) ot gaHHoro mogyns pesepsupoBaHusa*. lNepegaya nakeTos
TPOMbHbIX MAKETOB

g Prp TpebyeTca onga cbopa cTaTUCTUKM U ANArHOCTUKM ceTn PRP
g BkntoyeHune nepenayvm koHTporbHbIX VDAN naketoB. [laHHbIe nake-
= Tbl cogepXaT JONOSTHUTENBHYO ANAarHOCTUYECKYHO MHAOPMaLInIO O
2 Mepegaya VDAN CeTeBbIX YCTPOMCTBAXx, NOAKNIYEHHbIX K ceTn PRP yepes mogynb
g nakeToB pe3epBnpoOBaHMsS TepMUHana.
= Mepenayva koHTponbHbLIX VDAN nakeToB OCYLLECTBISAETCSH TOMbKO
§ npw BKNoYeHun napametpa MNepepavya KOHTPONbHLIX NaKeToOB
m

Pacnonaraetcsa B 6rnoke noruku.
© BHMMAHWE: NOCJIE YCTAHOBK/ NMAPAMETPOB PE3SEPBNPOBAHUA HEOBEXOOAMMO
[
E COXPAHUTb NMPON3BEOEHHBLIE UISMEHEHUWA B COOTBETCTBWN C M. 2.4!
§ B npunoxeHunn b npneegeHa obwas nigopmaums no npotokony PRP.
-
C
S
é Ilner
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Moan. n parta

MHB. Ne oyon.

B3am. uHB. Ne

Moan. n nata

WMHB. Ne nogn

2.2.4 Tpouenypa HaCTPOUKKN pe3epBMpOBaHMS No npotokony RSTP

YCTaHOBMUTb NPOTOKON pe3epBupoBaHnsa cetn RSTP.

Mpwn BLIOOPE NpoTokona pesepsupoBaHna RSTP pekomeHOyeTcsl yCTaHaBNMBaTb NapameT-

pbl, yka3aHHble Ha pUcyHke 4.

PucyHok 4 - HacTtpolika pe3epBnpoBaHus no npotokony RSTP

[pynna

FPesepevpogarme | MNpoTokon pesepEMpOEaHHA CETHI rstp “
kax age 6..40 20

Stp
MpuopLTET 32763 A
Fortl crouraocte 0..200000000 |0
Portl auto-edge

Stp nopr 1 Portl guard-tch
Portl npuopurer 0 A
Fort2 crouraocte 0..200000000 |0
Part2 auto-edge

Stp nopr 2 Port? quard-tch
Port? npuopurer 128 A

MaparieTp
Aopec
Macra
W nroz

WLaAMN ynpaeneHA

3HaveHue
19216311
2BR 255 2550
19216311

1

OnuvcaHne napameTpoB HAaCTPONKM pe3epBUpoBaHMs No npoTokony RSTP npuBeaeHo B Tab-

nvye 3.

Tabnuua 3 — OnucaHve napaMmeTpoB HAaCTPOMKK pe3epBupoBaHnNs No NpoTokony RSTP

Mpynna

MapameTp

OnucaHue

Stp

Max age 6..40

MakcumaneHoe yaaneHme KpanHero KommytaTtopa OT KOPHEBOTO
KOMMyTaTopa ceTu, B Npefenax KoToporo pacnpocTpaHseTcs aen-
cTBMe npotokona. [na STP npoTokona BhipaxaeTcsi B CeKyHaax

Mpuoputet

MpuoputeT ycTporcTBa

OpaHa 13 coctaBnsoWMX, Tak xe kak n yactb MAC-agpeca, npu
CNOXEHUM KOTOPbIX (hOPMUPYETCHA YMCrOBas NocneaoBaTeNb-
HOCTb, OKa3blBaoLasn BMSHNE HA paHXUPOBaHNE KOMMYTaTOPOB
Ha aTane Bblbopa KOpPHEBOro KOMMyTaTopa, Bbibopa nyTu Ha3Ha-
YeHusi NPV NOCTPOEHUN AepeBa CBA3EN CETU OT KOPHEBOIO KOMMY-

TaTopa.

Uem HWxe Homep, TEM BblILLE NPUOPUTET.
Mo ymonyaHuio — 32768.

[vanasoH gonycTtMmblx 3HavyeHun ot 1 oo 65536

1/2

Stp nopt

Port1/2 ctonmocTb
0..200000000

«CTonmocTb» nyTn (BenmunHa, obpaTHO NponopumoHanbHas npo-

MYCKHOW CMOCOBHOCTU NyTH).

PesynbTat cymmbl ctonmocTtu nytu (Path cost) Tekywero kommyTa-
TOpa 1 CTOMMOCTM NopTa ABMSETCA CTOMMOCTBIO NYTU A8 cneay-

olero kommyTtaTtopa.

MopT ¢ HaMMeHbLLEN CTOMMOCTbLIO BbIOMPaEeTCcsl B KAYECTBE KOpHe-
BOro nopra - nopTa ¢ Hanbonee geLleBbiM NyTEM 40 KOPHEBOMO

KoMMyTaTopa

3am.
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17.07.17
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Jlnet

Ne gokym.
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Mpynna MapameTp OnucaHue

Port1/2 ABTOMaTM4ecKoe HasHa4vyeHne ponu nopTa.

auto-edge BkntoyaeT pexvm aBToMaTU4eCKoro onpenerieHnss KOHe4YHoro
yctpounctea. [Npn otcyTcTeum BPDU nakeToB OT yCcTponcTBa, Noa-
KNIOYEHHOr o K NOPTY, BKNIOYaeTCa pexuMm rnepeccoinikn. fanee
AaHHbIN NopT B Tononornn RSTP He yyacTeyeT

Portl/2 guard-tcn | ®yHKLMSA 3aWMTbI NOpTa OT pacnpocTpaHeHus coobLeHnin 06 ns-
MEHEHNN TOMONOrnmn CeTu.

BkntoyeHmne 3alunTbl OT aTaku NoxKHbiMK coobLeHnammn BPDU o6
N3MEHEHMM TONOSOrMK, HEe codepKalnumMmm nHopMaLnn O NyyLlem
nyTu

Stp nopt
1/2

Port1/2 npnoputeTt | MpuoputeT nopta. Yem HUKe HOMep, TEM BbiLLE NPUOPUTET.
Ecnn ctoMmocTb NOPTOB OKasanacb ogMHakoBow, Belbop OygeT
NPOUCXOANTb MO NPUOPUTETY.

[dunanasoH gonyctnmblx 3HadeHnn — ot 0 go 240 ¢ warom 16

BHUMAHWE: NMOCJIE YCTAHOBKW/ NMAPAMETPOB PE3EPBNPOBAHUA HEOBXOANMO
COXPAHUTb NMPON3BEOQEHHBLIE UISMEHEHUWA B COOTBETCTBUWN C 1. 2.4!
B npunoxexun B npuBegeHa obias tHpopmaumsa no npotokony RSTP.

2.3 HacTpouka pesepBupoBaHusa cetu Ethernet npu nporpammHoun peanusauumn

Bbibpatb Tpebyembii cnocob pesepBupoBaHus cetn Ethernet (cm. pucyHok 1, o6o3Hade-
Hue 4).

C 3aBoga-nsrotoBuTENS TEPMMUHAN NOCTaBNSAETCSA CO CNOCOBOM pe3epBMPOBaHUS COrfacHoO
kKapTe 3akasa. o ymonuaHuio yctaHaenmBaeTcs cnocob pesepsupoBaHusa LinkBackUp. Ecnu B

© TepMuHane ykasaH HeBepHbI Crnocob, TO ero MOXHO U3MEHUTb (CM. PUCYHOK 1).
©
© . .
S 2.3.1 lNpoueaypa HaCTPOMKN pe3epBNPOBaHMS NO TEXHONOrMK pesepBupoBaHus LinkBackUp
% BbibpaTtb cnocob pesepsuposanuna cetu LinkBackUp (cm. pucyHok 1, 0603HayeHne 4).
-
Ha pucyHke 5 npeacrtaBneHa ¢opma npu  Bbibope TEXHOMOrMM pesepBupoBaHUS
@' LinkBackUp.
o
2 PezepBupoeanue kaHana [Link backup]
g’ PazpeweHHe pesepsrpoBaHHA
X
LaM 1 Ethernet 1 b
[=]]
z
@ LaM 2 Ethernet 2 L
3
s KcnonesoEaHKE MHHCa I:l
o
@ IP-aapec AnA NHHra
TafmayT o¥HAaHHMA (M)
© PucyHok 5 — HacTtpoiika pesepBupoBaHua no npotokony LinkBackUp
3
=
c OnuncaHune napameTpoB TexHonormm pesepsuposarunsd LinkBackUp npusegeHo B Tabnuue 4.
=
|y
=3
g
2 Nuet
5 2 3aM. |oKPA.647-2017 17.07.17 OKPA.650321.028 11
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Tabnuua 4 — OnucaHve napameTpoB TEXHOMNOrMK pesepaupoBaHus LinkBackUp

HanmeHoBaHue

3HavyeHue no ymon4yaHuro

OnucaHune

PaspelueHue pesepBupoBa-
HUS

an/I3HaK yCTaHOBJ1€H

BbiGop TexHonormm pesepBmpoBaHus
LinkBackUp

LAN 1

Ethernet 1

CeTteBon nHtepdenc

LAN 2

Ethernet 2

CeTteBol nHTEPENC

Mcnonb3oBaHmne nuHra

an/I3HaK HEe YCTaHOBJIEH

Mcnonb3oBaHne NnpoBepkn kaHana
CBS13M [0 YCTPOMCTBA C 3aaHHbIM
IP-agpecom

IP-agpec ang nuHra

0.0.0.0

Afpec onpalumBaemoro ycTpomncTea

TanmayT oxunganus (mc)

5000

Bpems oxmngaHuna oteeta Ha ICMP
3anpoc

Mocne BbiGopa TexHonormn pesepsupoBaHus LinkBackUp napameTpbl cBssu (IP-agpec u

wnt3) nHteppencos Ethernet 1 n Ethernet 2 ctaHyT oauHakoBbIMM (CM. PUCYHOK 6). B gaHHOM

crnyyae pefakTMpoBaHue napameTpoB CBA3N paspeLleHo TONbKO Anga ceTeBoro nHtepdenca LAN 1.

MNapaMeTpel CEAZH

CHHXPOHM3EUMA BOEMEHK I Ethernet-npoTokonk | MocneaoBaTeNkHbIE NPaToKONbl | MPYANkl YCTaBoK | Mag

Homep  HassaHwe ;iﬂmble
» PO comi v

2 Com2 v

3 Ethernet 1 o

4 Ethernet 0 (service port) WV

5 Ethernet 2 v

E CeTesoi agpec TepmmHana 1

=}

= MapameTpel TCPTP

E MNapameTpms nposepar Hammuma coegHernn (KeepAlive) Mapametps TCP sanpocoe
E Mepuo NPOBEPKH, © 5 n MaKCMMansHoOE BpEMA MEXAY 50000 =

TCP 33Npocom M oTBETOM, MC

. BpeMA MEXAY OTNPaEBKEAMW MaKeToE, C 3 3 MuHMManeHoe spemMa Mexay TCP 5000 =
‘5 3EMPOCOM W DTEETOM, MC

= Bpema oTNpaBki NakeTos, C 5 o BpemA NoBETOpHEIX OTNPAE0K 180000 =

g sanpocos TCP, Mo
%

o

T
<
[=]]
Z_ Hacrpoittaa IP
o
§ WMHTEpdelic IP-anpec Macka noacetd  LWnios
é Ethernet 1 192.168.3.76 255.255.255.0 192.168.3.255
5 Ethernet 0 {cepevcHEIR NnopT) 172.16,55.75 255,255.0.0 172.16,55,255

4 Ethernet 2 192.168.3.75 255,255,.255.0 I

© PucyHok 6 — MNapameTpbl cBA3n nHTepdencos Ethernet 1 n Ethernet 2 nocne Beibopa TexHonornm
[

© .

= pesepsupoBaHus LinkBackUp

5
2 BHUMAHWE: NMOCINE YCTAHOBKWM MNMAPAMETPOB PE3EPBMPOBAHMNA HEOBXOOW-

MO COXPAHUTb NMPOU3BEOAEHHbLIE UISBMEHEHNA B COOTBETCTBIN C 1. 2.4!

[=

g

=
2 Nuer
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2.3.2 Mpoueaypa HacCTpPOMKN pe3epBUpoBaHUs No npoTokony PRP
BbibpaTtb npoTokon pesepBupoBaHust cetu PRP (cM. pucyHok 1, 0603HauyeHue 4).
Ha pucyHke 7 npegcraeneHa popma npu Bbibope npoTokona pesepsupoBaHms PRP.

Pesepeuposanue PRP

Pazpewenme PFRF
LAM & Ethernet 1 b
LAM B Ethernet 2 W

PazpeweHHe supervision NakeTos |:|

Supervision MAC aapec 01-15-4E-00-01-00

PucyHok 7 — Hactpowka pesepBupoBaHund rno npotokony PRP

OnucaHune napameTpos npoTokona PRP npueegeHo B Tabnuue 5.

Tabnwuua 5 — OnucaHne napameTpoB npoTtokona PRP

Moan. n parta

MHB. Ne oyon.

B3am. uHB. Ne

Moan. n nata

WMHB. Ne nogn

HanmeHoBaHue

3HayeHue No ymMosn4yaHuio

OnucaHue

PesepsupoarHne PRP

I'Ip|/|3Ha|< He YyCTaHOBJ1EH

Bbi6op npoTokona pesepsupoBaHus PRP

LAN A

Ethernet 1

CeTteBon nHtepdenc

LAN B

Ethernet 2

CeTteBon nHtepdenc

PaspeLueHune supervi-
sion nakeToB

lNpu3sHak He ycTaHOBNEH

KOHTpOJ'Ib npvlema/nepe,u,aqvl KOHTPOJIbHbIX
NnakeToB

Supervision MAC agpec

01-15-4E-00-01-00

LWnpokosewaTensHbin MAC-agpec, Ha Ko-
TOpbIN ByayT OTNPaBNATLCA KOHTPOSbHbIE
nakeTbl

Mocne Bbibopa npoTokona pesepsupoBaHnsa PRP napameTtpbl cBa3un (IP-agpec u wnio3) uH-

TepdenicoB Ethernet 1 n Ethernet 2 ctaHyT ognHakoBbiMM (CM. pUCYHOK 6). B gaHHOM cny4yae pe-

OaKTMpoBaHMe napaMeTpoB CBSA3M pa3peLleHo TONbKO Anst ceTeBoro nHrepgenca LAN A.
BHUMAHWE: MOCJIE YCTAHOBKW/ NMAPAMETPOB PE3EPBNPOBAHNA HEOBXOANMO
COXPAHUTb NMPON3BEOJEHHBLIE NYBMEHEHNA B COOTBETCTBUU C 1. 2.4!

2.4 CoxpaHeHuMe npon3BefeHHbIX U3MEHEHUN

B rmaBHOM MeHIo nporpammbl APM-peneiiimka BoibpaTe NyHKT YCTpoMcTBO —> 3anucaTtb

yCTaBKM B TepMUHanN an4a coxXxpaHeHna B TepMmnHane NSMeHeHHbIX napamMeTpoB.

2 3aM. |3KPA.647-2017

17.07.17

Nam. Ilner Ne gokym.

Moan.

Data

Jlner
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3 Hactpoika pesepBupoBaHusi cetu Ethernet ¢ nomolbio nporpammbl KoHduryparop

3.1 lMNoaroToBKka K HACTpoKkKe

3.1.1 3anyctutb nporpammy KoHdpurypaTop M OTKPbITb KOH(Urypauuio TepMuHana ans

HaCTPOMKKN crocoba pe3epBMpPOBaHYS.

3.1.2 B «gepeBe» npoekta nporpammbl KoHdurypatop BeibpaTtb pasgen CucremHble na-

paMeTpbl 1 OTKPbITb OKHO, ABaXAbl WENKHYB MbILLKON HAa COOTBETCTBYIOLUIA MYHKT «AepeBay» npo-

ekTa (CM. pucyHok 8, o6o3HaudeHune 5).

3.1.3 BeibpaTb Bknagky Hactpounku pesepBupoBaHusa Ethernet (cm. pucyHok 8, 0603Hauve-

HUS 6 n 7). BapnaHTbl oTobpaxeHus Bknagkm Hactpomku pesepBupoBaHuAa Ethernet B 3aBucu-

MOCTM OT Tuna 6rioka NorMkn Cnosib3yeMoro B TepMuHane npuseieHbl Ha pucyHke 8.

Hoewiia_npoexr.arh [Cuctemnb... ]

-x
MocneA0BaTENEHEIE NPOTOKANL! | TPYANEl yeTagoK | MapaMeTpel Tepmnﬂanal HacTporikn peseperposanma Ethernet IP. SR

MNapameTpel NNaTel pesepeHpoEaHia Ethernet:

Fpynna NapameTp
3 Aapec
_ Macka
CeTEERIE NAPaH, .
LLinkos

PesEpBHPOBAHHE

. Portl an
MHTepdefc!

Partz an

VLAM YNpagneHHa

MPOTOKON PESEPEMPOBAHHA CETH

SHa4eHHE
192,165.1.1
255,255,255.0
192.168.1.1

1

O|E

6

[ fegr HoBb#i_npoekT . arh

- X

=) (e AnnapaTHaA HacTE

BnakH
LpdipoBkie Belxo bl Wada

2 AHanoroewie Bxoabl

2 KnemmHmk aHanor oBslx EX0A0E

ﬁ MNprémMHBIE LEnH
b

MHEIE NaparETpE
legr MOFHHECKEA HaCTh
] ModbusClisnts

[] BEIMMENABMEIE BEHHHEL

[ NanesosaTensckme AaHHEE

[| ¥CTEEKM BEIMMCNASHEL BEMHUHH
=] MapameTpbl KoMy paLHK

MpoekT

D HoewiH_npoekT.arh
=] ﬂ ANNapaTHAA HacTb

Bnakm
UrdpoBkle BeIxoabl WKada
2 AHanoroesie BX04bl
2 K nemmHHK aHanoroBs: Ex0
ﬁ TMPHEMHEIE LLEMH
— Pecypc KA
] CHCTeMHER NapameTpel
ﬂ Narvdeckan 4acTe
=] ModbuscClients
[ BeIMMCNAEMEIE BENHYMHEI
[ MonbsoBaTeNbCkKE AaHHEE
[ ¥CTBKH BEIMMCNABMEN BEMHYH
=] MapameTpe! koHGHMYDaLHH

PucyHok 8 — BapuaHTtbl oTobpaxeHus Bkrnagkun Hactponku pesepBupoBaHusa Ethernet

MO KoHdurypatop Free B 3aBUCMMOCTM OT peanusaumm pe3epBMpoBaHus

OnucaHve obWuUx napameTpoB AN BCeX CrocoboB pe3epBUpPOBaHUS Npu annapaTHon pea-

OKPA.650321.028 A

Jlner
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©
[
g a — AnnapaTHas peanusauus
=
gi: Hoebii_npoexr.arh [Cucremub... ]
C MocneACBATENEHEIE NPOTOROAL | TEYANG YCTAB0K | MapateTpol TEpMHHanaI HacTparikn pesepempoEaHia Ethernet IF\CB SR
‘S PaspelleHre pesepEHpOEaHHAa |:| PaspelweHHe PRP
a LAN 1 LAN A 9
ol
P LaM 2 LAaME
%. McnonesoBaHHe NHHra Paspelwenne supervision NakeTos
= IP-aapec Ana neHra Supervision MAZ aapec
% TaAMayT 0#MAAHHA [MC)
o
I
=
s
o
]
m
6 — NporpammMHas peanusauns
©
[y
©
o
=
:- ~ ~
é‘ 3.2 HacTpoiika pesepsupoBaHusi cetn Ethernet npu annapaTtHon peanusaumm
E[ m3auum npmBeneHoO B Ta6J'II/IL|,e 1.
g
ol
b4
o 2 3aM. |3KPA.647-2017 17.07.17
I
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3.2.1 YctaHoBUTbL Tpebyembliii NpoTOKON pe3epBupoBaHusa cetu Ethernet — napameTp Pe-
3epBupoOBaHme (CM. pUCYHOK 8, 0603HaueHue 8).

C 3aBofa-n3rotoBUTENA TEPMUHAMN NOCTaBNAETCA CO CNOCOBOM pe3epBUPOBaHMSA COrMacHo
kKapTe 3akasa. [lo ymonuyaHuio yctaHaBnmBaeTca cnocob pesepsupoBaHusa LinkBackUp. Ecnu B
TepMuHane ykasaH HeBEpPHbIN CNocob, TO ero MOXXHO M3MEHUTb (CM. PUCYHOK 8, 0603Ha4eHue 8).

BHUMAHWE: MOCJIE YCTAHOBKW/ NMAPAMETPOB PE3EPBNPOBAHUA HEOBXOANMO
COXPAHUTb NMPOUN3BEOEHHBLIE NYBMEHEHNA B COOTBETCTBWUU C I1.3.4!

Mpouenypa HaACTPOVKM pe3epBMPOBaHMS MO TeXHoNorun pesepeupoBaHus LinkBackUp onu-
caHaBn.2.2.2.

lMpoueaypa HacTponkn pesepsupoBaHnd nNo npotokony PRP onucaHa B n.2.2.3.

Mpoueaypa HaACTPOWKN pesepBupoBaHNA No npoTokony RSTP onncaHa B n.2.2.4.

3.3 Hactpolika pesepupoBaHusi cetn Ethernet npu nporpammHon peanusaumm

3.3.1 Beibpatb Tpebyembii cnocob pesepBupoBaHus ceTu Ethernet.

C 3aB0OAa-mn3roToBUTENA TEPMUHAN NOCTABNSAETCA CO CMOCOOOM pe3epBMPOBaHUS COrNacHo
kapTe 3akasa. [1o ymonuaHuio ycTaHaBnuBaeTcs TexHosnornsa pesepenpoBanus LinkBackUp. Ecnn B
TepMuHane ykasaH HeBEpHbI Cnocob, TO ero MOXHO M3MEHUTb (CM. PUCYHOK 8, 0603Ha4eHne 9).

BHUMAHWE: MOCJIE YCTAHOBKW/ NMAPAMETPOB PE3EPBNPOBAHNA HEOBXOANMO
COXPAHUTb NMPON3BEOEHHBLIE NYBMEHEHNA B COOTBETCTBUU C I1.3.4!

Mpouenypa HACTPOWKK pe3epBUPOBaHNS NO TexHororun pesepsupoBaHus LinkBackUp onu-

caHa B n.2.3.1.

©
[
© o
s Mpouenypa HacTponkn pesepBupoBaHua nNo npotokony PRP onucaHa B n.2.3.2.
c
=3
=
3.4 CoxpaHeHune Npon3BeaeHHbIX U3MEHEHUI
@' B rmaBHOM MmeH0 nporpammbl KoHdurypatop BbibpaTb NyHKT ®ann —> CoxpaHuTb, uUnin
; HaxaTb co4YeTaHue KHonok «Ctri+S», nnu «CoxpaHntb Kak» Ans COXpaHEeHUs1 B TEpMUHAnNe mname-
o HEHHbIX NapaMeTPOB.
X
3 3anucaTtb M3MEHEHHYI0 KOHUIypauuo B TepMrHan (B COOTBETCTBUM C MHCTPYKUMEN MO 3a-
o MEHe 1 BOCCTaHOBMNEHMNIO KOHpMrypaumm n nporpammHoro obecneveHna IKPA.650321.014 ).
=
s
o
(32}
m
©
[
©
o
=
c
o
o
-
|y
=3
g
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Moan. n parta

MHB. Ne oyon.

B3am. uHB. Ne

Moan. n nata

WMHB. Ne nogn

4 Bo3MOXHble HEUCNPABHOCTU U MeTOAbl UX YCTPaHEeHUsA

Bo3moxHble HencnpaBHOCTU U METOAbI X YCTPaHEHUA NpuBeOEHbI B TaGrmu,e 6.

Ta6n|/|ua 6 - BO3MOXHble HencnpaBHOCTU U METOAbl UX YCTPaAHEHUA

OnucaHue

HencnpaBHOCTHU

Bo3moxxHas NPUYnNHa
HencnpaBHOCTHU

MeTopn ycTpaHeHus

MoakntoveHne obonx nop-
TOB NPUBENO K NoTepe
CBSI3U C y3namm ceTu

lNosiBNeHne 3aMKHyTOro
nyTu nepegayun nake-
TOB

Heobxoanmo oTcoeanHUTb 0ANH U3 KOMMY-
TaLWOHHbIX Kabenei oT TepMUHana u npo-
BEPUTb HACTPOWKM NPOTOKONa pe3epBupo-
BaHUs. Takke BO3MOXHO, YTO HEMNpaBuibHO
HaCTPOEHbI BHELLIHWUE KOMMYTaTOPbl CETU
Ethernet unu cetb He nogaepXxnBaeT Bbl-

OpaHHbIN TN pe3epBUPOBaHMUS

3am.

OKPA.647-2017

17.07.17

N3m.

Jlnet

Ne gokym.

Moan.

Data
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5 MeToaonorus TeCTUpoOBaHUA paboTOCNOCOOHOCTN ceTen pasfinyHbIX TONONOrMn n

COOTBETCTBYHLUUX afirOPUTMOB pe3epBUPOBaHUA

5.1 LlenecoobpasHo pa3butb ncnbiTaHNAa Ha ABa dTana:

— npoBepKa CTaTuyecKkon KoHdUrypauumn ceTu;

— npoBepKa CNOCOBHOCTU CETM OCYLLECTBNSATbL CBOU (PYHKUUW NPU UHAMUYECKOM U3Me-
HEHWM TONOMNOrNN CETMU.

5.1.1 lNpoBepka cTaTU4eCKon KoHGUrypaumm cetu

HeobxoamMmo npoBepuTb, YTO CETb HACTPOEHa BEPHO U BbINOMHAET CBOW OCHOBHbIE (DYHKLNN
no nepepgaye AaHHbiX. OUEHUTb HAOEXHOCTb AOCTaBKU AaHHbIX MeXAy Y3ramu, KONMYeCTBEHHO
OLEHUTb BbISIBNIEHHbIE NOTEPU OAHHbIX.

a) TecT kaHanNbHOro ypoBHA YTUNUTON ping, Nosararowencs Ha NPOTOKOMN CNyXebHbIX coo0b-
weHun ICMP. Tpu npoBeaeHnn Tecta 3anyckaeTcsi HENPEPbIBHbIN NOTOK 3anNpoCOB COCTOSHUSA yaa-
NeHHOoro yana. [ins 4ncToThl UCMbITaHWA, cneayeT BblOpaTb HECKOMNbKO pa3HEeCEeHHbIX Tononornye-
CKUX Y3r10B 1 HabnogaTe 0QHOBPEMEHHO 3a CBOEBPEMEHHOCTbLIO OTBETOB OT 3TUX Y3MO0B.

©) TecT NnonesHon Harpy3Kkom OCyLLLECTBNAETCS:

—  dopmupoBaHnem uuknmdecknx GOOSE coobuieHnin oT 0gHOro TepMmnHana K gpyromy;

—  CO3[aHMeM [LOMNOSMHUTENbHOW Harpy3ku Ha ceTb, MyTeM MNOABEAEHMS K TepMuHanam
aHanoroBbIX CUrHaNOB CTYyNeH4YaTo M3MEHSEMbIX BO BPEMEHMW.

[nsa aHanmsa paboTocnocobHOCTM ceTn cneayeT 3aaath KPUTEPUU, TakMe Kak: MakCMManbHO

OONYyCTUMOE KONMYeCTBO MNoTepsiHHbIX naketoB ICMP, makcumanbHoe Bpemsi 3agepxkku GOOSE

E coobLeHna, makcmmarnbHoe konmnvecTtso He npuHATbix GOOSE coobuieHnn B TeveHne AnmTenbHo-
=
= ro MHTepBarna BPEMEHM.
C
é‘ 5.1.2 lNpoBepka cnoCobHOCTM CETU OCYLLECTBAATE CBOM DYHKLMM NPU ANHAMUYECKOM U3Me-
HEHWUKX TOMONOrMM CEeTH.
g .
© Ha paHHoOM aTarne npu ycrewHoM OKOHYaHWW UCMbITaHUA NepBoro atana crnegyeTt npoBo-
o
2 OUTb MOHUTOPUHI TEX XE KPUTEPUEB, HO BKITHOYMB B YCITOBUS UCMbITaHUS BO3AENCTBUS HaA pe3epBs-
o
< Hble NMMHMK cBA3W. PaspbiBas Mo ovepean pasnuuHble pe3epBHble Y4acTKu ceTun, cnegyet pukcnpo-
2 BaTb UBMEHEHUS B paHee 3aJaHHbIX KpUTEPUSIX.
o .
z 5.2 Ha ocHoBaHWM pe3ynbTaToB UCMbITAHUW AenaeTcs BbIBOL O NPUrOAHOCTU CXEMbI pe3sep-
§ BUPOBaHUS ANS UCNOJIb30BaHNA Ha 00bEKTaX SHEPreTUKMN.
m
MpuMeHaeMble TONONOrMM pe3epBUPOBaHUS NPUBEAEHLI B NPUMOXKEHUN I,
©
[
]
o
=
=
o
o
c
|y
=3
=
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Moan. n parta

MHB. Ne oyon.

B3am. uHB. Ne
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MpunoxeHue A

(obs3aTenbHoOeE)

O6wasn nHhopmaumsa No TEXHONOMMU pe3epBUPOBaHUA CEeTEBOro NOAKMNIYEeHUs

(LinkBackUp)

B cnyuvae LinkBackUp npaBunbHO roBopuTb HE O NPOTOKONE pe3epBUpOBaHnNA, a O TEXHONO-

'mn pe3epsnpoBaHnA Ethernet nogkntoveHnsa Ha y4vyacCcTKke OT TepMuHana o OnvxanLiero akTMBHOIO

obopyaoBaHusa (kommyTaTopa).

A.1 Anroputm pe3epBUpOBaHUA ceTeBoro nogknoyeHus LinkBackUp

B ogHoM u3 OBYyX MOpPTOB MpoBepsieTCA Hanumyme «Hecylwen yactoTbl» Ethernet. Ecnun Ha

aTom ypoBHe (MAC) ogmH 13 nopToB TepseT NOAKMYEHME, MPONCXOANT NEPEKNOYEHNE Ha NOpPT, B

KOTOPOM «Hecyllasi YactoTa» npucyTcTeyeT. Neprmo NpoBEepKU COCTOSIHUSI NOAKMIOYEHUS COCTaB-

ngaet 1 c.

A.2 O6nactb NnpuMeHeHus

Mo ymon4yaHuio NpMMeHsTCa GrOKM NOrMKK ¢ NporpamMMHON peanusauven pe3epeBnpoBaHng

cetn Ethernet ¢ TexHonornen pesepeupoanunsa LinkBackUp. Bnoku nornkn, obecneumsatrowme pe-

3epBupoBaHue cetn Ethernet c annapaTHon peanusaumnen NPMMEHNAIOTCA NO crel3akaay.
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MpunoxeHune b
(obs3aTenbHoOeE)

O6wan nHdopmauma no nporokony PRP

B.1 OnucaHue npoTokona

MexaHunam pesepauposaHus no npotokony PRP (Parallel Redundancy Protocol), onncaHHbIn
B ctaHgapTte IEC 62439-3(2016), ocHOBaH Ha UCNOSIb30BaHUN Kak MUHUMYM OBYX OLHOBPEMEHHO
aKTMBHbIX COEQMHEHUA MeXay ABYMSA y3namMu CeTU Takmm obpasom, YTO oTnpaBuTeNb MHOpMaLm
nocbinaeT Kagapbl AaHHbIX CUHXPOHHO no AByM Ethernet kaHanam. Nonyyatens B cOOTBETCTBUM C
NPOTOKOSIOM pe3epBUPOBaHNA NPUHMMAET NepBbii Kagp AaHHbIX N OTKIOHAET BTopon. Ecnu BTOpomn
Kagp AaHHbIX He nony4veH, nonyyarenb genaeT BbiBog 06 obpbiBe CBSA3M B COOTBETCTBYIOLLEM Ka-
Hane.

B.2 O6nactb npumeHeHus

CyLLeCTBYIOT NPUNOXEHUA, rae HeaonyCTUMO AaXe MWHMManbHOe BPEMSi BOCCTaHOBMEHWS
cetn (GOOSE, SV). lna Takux nNpurioXeHnn HeobxoguM COBEPLUEHHO HOBbIA MOAXO4 K BOMPOCY
BbICOKOM goctynHoctu ceTu. NpoTtokon PRP no3sonsiet «b6ecwoBHO» (6e3 0OpbiBOB) pe3epBupo-
BaTb COeAMHEHME C MIHOBEHHbIM NEePEKOYEHNEM C OCHOBHONO Ha pPe3epBHbIN KaHan CBA3W, UC-
nonb3ys Npy 3TOM ABE NapannenbHbIX CeTU nepefadn LaHHbIX C NPOU3BOJSIbHOW TOMOMOrMen, He
OrpPaHNYEHHOM HX KOMbLaMM1, HU OPYrMMUK CTPYKTypamu.

[ybnupoBaHHble Kaapbl B KaXX40M kaHane B obnacTtun gaHHbIX cogep)kaT cneunanbHbiin Map-

kep - RCT, otnuyatowmin oguH kagp ot gpyroro B DAN yanax (DAN (Double Attached Nodefor PRP)

E - KOHe4Hble ycTponcTBa ¢ nogaepxkon PRP, nmetowmne aBa ceteBbiX nHTepdenca n nogkroyato-
=
s Lnecs K AByM HE3aBUCUMbIM CETSM).
C
g C ppyron ctopoHbl ans SAN y3noB (CM. HWXe) Mapkep BbIrNAgMT Kak nonb3oBaTeNbekue
C
OaHHble, YTo TpebyeT oT cTaHaapTHoro obopyaosaHua Ethernet nuwb nogaepxkm 6onee ANUHHbBIX
[ .
©° ethernet kagpos, Hanpumep, jumbo frame kagpos.
o
2 SAN — 06bl4HbIE KOHEYHble YCTPOWCTBa C OAHMM ceTeBbiM MHTepderncom (SAN — Single
o
< Attached Node), koTopble Mory BbiTb Takke nogknioveHbl K PRP 6e3 nogaepxku «b6ecluoBHOro» pe-
2 3epBUPOBaHUSI.
o
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MpunoxeHne B
(obs3aTenbHoOeE)

O6wasn nHdopmauma no nporokony RSTP

B.1 MpuHuun pesepBupoBaHnA No nportokony RSTP

1) B ceTu BbiBupaeTca oamH kopHeBow MocT (aHrn. Root Bridge).

2) Danee kaxablh OTNINYHBIA MOCT OT KOPHEBOIO MOCTAa MPOCYMThLIBAET KpaTyaulunin nyTb K
KopHeBOoMYy MOCTY. COOTBETCTBYIOLLUMA MOPT Ha3blBAETCH KOPHEBbIM noptoM (aHrn. Root Port). Y
nob0oro He KOPHEBOrO KOMMYyTaTOpa MOXeT BblTb TONLKO OAMH KOPHEBOW MOPT.

3) MNMocne aToro ans Kaxgoro cermeHta ceTu, K KOTOpoMy npucoeguHEH Bonee vyem OauH
NopT MOCTa, NPOCYHNTLIBAETCS KpaTyanLnm NyTb K KOPHEBOMY NMopTy. MOCT, Yepes KOTOpbIN NPOXO-
OUT 9TOT NyTb, CTAHOBUTCS Ha3HaYeHHbIM Ons aton cetm (adrn. Designated Bridge), a cooTtBeT-
CTBYIOLLM NOPT — Ha3Ha4YeHHbIM nopToM (anrn. Designated port).

4) Nlanee kopHeBblE N Ha3HAYeHHbIE NOPTbl BCEX MOCTOB (POPMUPYIOT OPEBOBUAHYIO CTPYK-
TYpY C BEPLUMHOW B BUAE KOPHEBOro kKoMMyTaTopa. OctanbHble nopTel 6roKupytoTcs.

Tabnumua B.1 — «CTtoMmocTb» nyTu B 3aBUCMMOCTU OT CKOpPOCTU nepepayn (BenuumHa, obpatHo

nponopunoHarnbHasa NPonycKHOM CNocoOHOCTH)

CkopocTb CtoumMocTb nyTH CtoMmMocTb NyTH
nepegayu (802.1D-1998) (802.1W-2001)
4 Méut/c 250 500000
10 M6ut/c 100 200000
16 M6ut/c 62 1250000
©
'g 100 M6ut/c 19 200000
= 1 éut/c 4 20000
g 2 'éut/c 3 10000
-
10 [6ut/c 2 2000
= B.2 BaxHble npaBuna
z
o 1) KopHeBbIM (root) mOpTOM HasHadaeTcsi MOPT C CaMOW HM3KOW CTOMMOCTbIO nyTu (path
hN
= cost).
z
@ 2) Bo3aMOXHbI cnyyaun, korga CToMMmocTb NyTy nNo ABym n 6onee noptam kommyTatopa 6yaet
; oOMHaKoBa, Toraa Bblbop KopHeBoro (root) nopta 6ygeT NnponcxoauTb HA OCHOBaHMM NMOPSIAKOBOro
o
@ HoMepa nopTa.
3) Mo ymonyaHuto KOMMyTaTOpbl HE U3MEPSIIOT COCTOSIHME 3arpy3ku CETU B pearlbHOM Bpe-
MeHUn 1 paboTaloT B COOTBETCTBMU CO CTOMMOCTbIO (COSt) MHTEPdENCOB B MOMEHT NOCTPOEHMSA Ae-
o
o peBa STP.
=
£ 4) Kaxxgbln NopT MMeeT CBOK CTOMMOCTb (cost), obpaTHO nNponopuUnoHanbHYO NPOMYCKHOW
= cnocobHocTn (bandwidth) nopTta, KOTOPYO MOXHO HacTpanBaTb BPY4HYIO.
|y
S
é Tlner
o 2 3aM. |3KPA.647-2017 17.07.17 OKPA.650321.028 A 20
§ Nam. Jlnet Ne gokym. Moan. | Oata

dopmat A4
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B.3 Anroputm pesepBupoBaHuA No npotokony RSTP

— [No ymonyaHuio nocrne BKMOYEHUS KOMMYTaTOPOB B CETb KaXAblil KOMMYyTaTop cuuMTaeT
cebs kopHeBbIM (root).

— Kaxgbll KOMMYyTaToOp HadMHaeT nockbinaTte MO BCEM MopTaM KoHurypaumoHHble Hello
BPDU nakeTbl OAWH pa3 B 2 CEKyHAbI.

— Ecnn moct nonyyaetr BPDU ¢ naeHTudurkatopom mocta (Bridge ID) meHbwnM, yem
CBOI COOCTBEHHbLIN, OH MpekpaulaeT reHepupoBaTb cBon BPDU u HaumHaeT peTpaHcnupoBaTtb
BPDU c atum mageHtndmkatopom. Takum obpasom, B cetu Ethernet octaérca Tonbko ogMH MOCT,
KOTOpbI NpogoshkaeT reHepmpoBaTh U nepegaBaTb cobcTBeHHble BPDU. OH 1 cTaHOBUTCS KOpPHe-
BbIM MOCTOM (root bridge).

— OcrtanbHble MocTbl peTpaHcnupytoT BPDU kopHeBoro mocta, gobaensis B HUX COO6-
CTBEHHbLIN MOEHTUAUKATOP N YBENMYMBASA CHETUMK CTOMMOCTK nyTu (path cost).

— [1nsa kaxgoro cermeHTa ceTu, K KOTOPOMY NpucoeanHeHbl ABa unu 6onee nopta MOCTOB,
npoucxoant onpeaeneHune designated port — nopta, Yepes koTopbin BPDU, npuxogsaiwumne ot KopHe-
BOro MOCTa, NonagaroT B 3TOT CErMeHT.

— Tlocne atoro BCce NopTbl B CErMeHTax, K KOTOpbIM npucoeauHeHbl ABa n 6onee nopta
MocTa, 6nokunpyoTcsa 3a ucknoyeHvem root port n designated port.

— KopHeBown mocT npogomkaeT noceinate Hello BPDU oavH pas B 2 cekyHab!.
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MpunoxeHue I'

(obs3aTenbHoOeE)

MpumeHsieMble TONONOrUKU pe3epBMPOBaAHUSA

.1 Mpumep TOMOMornm CeTN C «HyNeBOoWN NoTepen Kagpos» Npu UCNoNb30BaHUM NpoToKona

PRP B TepmuHane nokasaH Ha pucyHke IM.1;

LAN A

SCADA

LAN B

IED 1

IED N

PucyHok .1

Ha noptax 1 u 2 yctaHaBnueaeTtcsa gpamBep PRP unu yctaHaBnvBalT CETEBYIO KapTy C

nogaepxkom PRP.

I".2 MNprmep TONOMOrMM CETU C «NOTEPEN KaapoB» NPU NUCMONb30BaHUN pe3epBUPOBaHNSA ce-

TeBoro nogkntoveHus (LinkBackup) B TepmunHane nokasaH Ha pucyHke [.2;

LAN B

| -

SCADA

IED 1 J

IED N

PucyHok I".2
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nokasaH Ha pucyHke [.3.

.3 MNpumep Tononornn pesepBUpoBaHNSA CETU, Ha OcHoBe npoTtokona RSTP B TepmuHane

SCADA

Core switch

IED 1

IED N

PucyHok .3
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MNepeyeHb TEPMUHOB U COKpaLLEeHUN

APM — aBTOMaTM3upoBaHHoe paboyee MecTo

N3Y (IED) — nHTennekTyansHoe anekTpoHHoe ycTponcTso (Intelligent Electronic Device)

NBC (LAN) — nokanbHo BbluucnuTernbHas ceTb (Local Area Network)

MO — nporpammHoe obecneveHne

BPDU (Bridge Protocol Data Unit) — nakeTbl, KOTOpbIMX OBMEHUBAIOTCA KOMMYTaTOPbl ANS
BblGOpa KopHeBoro (root) yctponcTea npu peanvsauun npotokona STP

DAN (Double Attached Nodefor) — koHeuHble ycTponcTBa ¢ nogaepxkon PRP, umetowme
ABa ceTeBbIX MHTepdenca 1 nogkniovaoLmnecs K AByM HE3aBUCUMbIM CETAM

ICMP (Internet Control Message Protocol) — npoTokon mMexceTeBbIX ynpaBnsoLwmx coobLue-

MMS (Manufacturing Message Specification) — npoTokon nepegayn gaHHbIX MO TEXHONOrMU
«KITMEHT-cepBep», onncaHHbi ctangaptTom MCO/M3K 9506-1990

MMS Clinet — KNNEHT, peanunayrLKnN KIMEHTCKYIO YacTb npoTtokona MMS nosepx TCP/IP

MRC (Media Redundancy Clients) — kommyTaTop, nepegatroLmi TeCToBble Kagpbl Mo LEenoy-
Ke C OAHOro KorbLeBOro nopta B Apyron

MRM (Media Redundancy Manager) — KOMMyTaTOp, KOHTPONUPYIOLLMI LIeNTOCTHOCTb KorbLua,
nepegasas Mo KombLy TECTOBblE Kaapbl AaHHbIX B O4HY CTOPOHY M Nofy4vas Ux no ueno4vke ¢ gpyromn
CTOPOHbI

PRP (Parallel Redundancy Protocol) — npoTtokon pesepBupoBaHus cetn Ethernet cornacHo
crangapty IEC 62439-3:2016

©

[

% RCT (Redundancy Control Trailer) — KOHTPOMbHbIN MapKkep, NO3BOMAALLMIA MAEHTUDOULNPO-
5 BaTb AyGnupyowme Kaapbl

o

= RSTP (Rapid Spanning Tree Protocol) — npoTokon ynpasneHnsa pe3epBHbIMU COegUHEHUAMU
@' B ceTu Ethernet, ncnonb3yoLwunin yCKOPEHHbIA anroputMm BeTBsLerocs gepesa (Spanning Tree Pro-
; tocol — STP) cornacHo ctraHgapTy |IEEE 802.1D-2004

: SAN (Single Attached Node) — 06blYHbIE KOHEYHbIE YCTPOMCTBA C OOHWM CETEBbIM UHTEpP-
X

S dencom, KoTopble MOry GbITb Takke noakntoyeHbl K PRP 6e3 nogaepxkn «6eclioBHOro» pesepsu-
z

o poBaHug

=

é TCP/IP — ceMeCTBO CeTeBbIX MPOTOKOMOB NCMNOMb3yeMbIX AN B3anmogencTamsa Yepes JIBC
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