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Moan. n pata

MHB. Ne ay6n.

B3am. nHB. No

Moan. n nata

WMHB. Ne noan

HacTodwasa WHCTPyKUMA CcOoOepXWUT yKasaHua Mo npoBepke npoTtokona GOOSE
(IEC 61850-8-1:2011) (aanee — npOTOKOSIbI) ANA TEPMUHANOB MUKPONPOoLLeCCOopHbIX cepun SKPA 200
(B TOM umucne Ha MUCMOMHEHWUs ON9 aTOMHbIX CTaHuun) (oanee — TepMuHan), LWwkKadgoB TUNOB
W3111X(A) n wkados cepun LIS 200 (B TOM YMcne Ha UCNOMHEHUS 515 aTOMHbIX CTaHUuWi) (hanee
— WwKad) 1 Npovnx yCTPONCTB, peann3oBaHHbIX Ha 6a3e TepmuHanos cepumn AKPA 200.

HacTodwasa WHCTpyKuMa npedHasHayvyeHa And npoBepku nepefayvv AaHHbIX No MpOTOKOoNy
GOOSE B pexumax «BbIBOO» n «PABOTAN.

OnucaHne TeXHUYEeCKMX XxapakTepPUCTUK, COCTaBa, KOHCTPYKTUBHOIO UCMOSTHEHUS TepMuHana
1 onucaHmne paboTkl C HAM NpUBELEHbI B pykoBoAcTBe no akcnnyataumm OKPA.650321.001 PO «Tep-
MUHarnbl MukponpoueccopHbie cepumn IKPA 200».

B cBA3M € cuctemaTnyeckn NnpoBoanMbIMU paboTamMum No COBEPLUEHCTBOBAHUIO TepMUHana, B
ero annapaTtHyo 1 NporpaMMHYyI0 4YacTn MOryT BblTb BHECEHbI HE3HAYUTENbHbIE U3MEHEHWS He OTpa-
XXEHHble B HAacTOsILLLEM U34aHUM.

MpuBeaeHHbIN 06beM onepaunin ABnsAeTCA AOCTaTOMHBbIM ANS NPOBEPKM nepefadn AaHHbIX
no npotokony GOOSE tepmunHana cepun 3KPA 200 n MoXXeT 6bITb BbINOSIHEH CAMOCTOATENBHO 6€3

npueneyvexusi cneunanuctos OO0 HIIM «3KPA».
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1 O6wume cBeaeHun

1.1 MpoBepka npoTtokosia GOOSE MoxeT npousBOAUTECA C MOMOLLLIO MporpaMmmebl
IEDScout) n wmeHio TepmuHana wnu nporpammbl APM-peneiiimka (KOMMAEKC nporpamm
EKRASMS-SP). [insa pa6oTtbl ¢ npoTtokoniom GOOSE B nporpamme IEDScout Heob6xoamm nnLeH-
3MOHHbLIN KoY, NpedcTaensowmn codon dann.

1.2 Komnnekc nporpamm EKRASMS-SP BkntouyaeTr cnegywowme nporpammbl: Cepsep
ceasn, APM-penenwmka, KoHdgourypaTtop n RecViewer.

Komnnekc nporpamm EKRASMS-SP, 3anncaHHbIi Ha 3MeKTPOHHbIN HOCUTENb2), BXOAUT B KOM-
MAeKkT MocTaBku TepMuHana (wwkadpa). Kommnekc nporpamMm Takke MOXHO ckayaTb ¢ caitad:

http://soft.ekra.ru/smssp/.

OnuncaHue npoueaypsbl 3anycka komnrekca nporpamm EKRASMS-SP npu nepeom ncnonb3osa-
Huu (BbICTpbIN CTapT) NpuBeaeHo B pykosoacTee onepaTtopa OKPA.00019-01 34 01.
Onucanne paboTtbl ¢ nporpammon CepBep CBA3VM NpPUBEAEHO B PYKOBOACTBE ornepartopa
OKPA.00007-07 34 01.
Onuncanune pabotbl ¢ nporpammon APM-penenwmka npuBeaeHo B PyKOBOACTBE onepaTopa
OKPA.00006-07 34 01 «[porpamma APM-penenwuka (Komnnekc nporpamm EKRASMS-SP)».
1.3 MNporpamma IEDScout noctaensieTcsi no TpeboBaHNIO 3akas4mka.
1.4 lMNepen Ha4Yanom paboTbl HEOOXOAUMO O3HAKOMUTLCS:
— ¢ pykoBoacTtBom no akcnnyataumm OKPA.650321.001 PO «TepmuHansl Mukponpolec-
copHble cepun AKPA 200y;

©
[l
Er — ¢ pykoBogctBom onepatopa OKPA.00019-01 34 01 «Komnnekc nporpamm
= EKRASMS-SP. BLICTpbIN CTapT»;
o
= — ¢ pykoBoacteom onepatopa IKPA.00006-07 34 01 «[Mporpamma APM-penenimka (Kom-
] nnekc nporpamMmm EKRASMS-SP)»;
|y
f>[ — ¢ obopynosaHnem gns nposepkn GOOSE coobLieHwmin.
i 1.5 O6opynosanue un MO, Heobxoanmble ans nposepkn GOOSE coobLueHwuii:
< —  HoyTbyk/TIK, ¢ yctaHoBneHHbIMK MO IEDScout n komnnekcom nporpamm EKRASMS-SP;
2 — kabenb coeauHuTenbHbIn Ethernet.
E MpumevaHne — HacTtoawaa WHCTpyKuMs aktyanbHa pans Bepcum MO IEDScout 4.10, 110
§ EKRASMS-SP 3.0.168.13432 n MO tepmuHana 7.1.0.8. MNpu ncnone3osaHnn nporpaMmmbsl Apyromn Bep-
m

CUN BO3MOXHbI HE3HAUYUTENBHbBIE PACXOXKAEHWSA C UHCTPYKUMEN, HE BIIMSAIOLLME HA METOOMKY NPOBEPKM

NPOTOKOSOB.
5
o
=
c
[=)
o
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D CyLlecTBYIOT aHanornyHble nporpammbl 4 nposepkun npotokona GOOSE.

C 2) COAGp)KI/ITCFl akKTyalbHaa BepCcua Ha MOMEHT MOCTaBKWU.
= -
8 3) Cop,epmmc;i akKTyalibHadA BepCua Ha TeKyLUMn MOMEHT.
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http://soft.ekra.ru/smssp/

2 NMoaroToBKa K NpoBepke

2.1 Moakntountb Kabenb coeguHUTenbHbIN Ethernet k ocHoBHOMy nopTy Ethernet TepmuHana.
2.2 3anyck nporpammbl IEDScout

2.2.1 lNpwu 3anycke nporpammbl IEDScout 4OMKHO OTKPbITLCS OKHO, MOKa3aHHOEe Ha pUCYHKel.
2.2.2 B rmaBHom meHto 10O IEDScout BbibpaTb nyHKT Configuration (cm. pucyHok 1, o603Have-

Hue 1).

i IEDScout Licensed to [

Browser Simulator Sniffer

IEDScout 4.10

S,
®

(»)
Open SCL y DiscoverIED‘ Simulate IED‘ Sniffer A Conﬁguration‘

Recently opened SCL files Recently discovered IEDs

©
[
®©
=3
=
c
o0
(o]
C
PucyHok 1 — MmaBHOe MeHIo nporpammbl IEDScout
&
a 2.2.3 OnpegennTb NOAOKMIOYEHNE K JOKaNbHOW CETUM KOMMbioTEpa AN npuvema, OTMpaBKu
ol
=z
o GOOSE (cMm. pucyHok 2 a)). Ecnn Ha KoMnbloTepe HECKONbKO CETEBbIX afanTepos, crieqyeT yCTaHo-
I
= BUTb onaxok Use different network adapter for Sniffer n Bbibpate Heo6xoamMMbIl ceTeBoOM aganTep,
%'_ ecnv ceTeBoOW aganTtep OAUH — OCTaBUTb 3HAYEHUE MO YMOMYaHUIo.
o
§_ 2.2.4 BoibpaTb 4a3blKk UHTepdenca (Language) n dopmat BpemeHu (Time format). 3HayeHne
E .
§ nons Control status value polling yctaHOBUTbL B NONOXeHWe, yka3aHHOEe Ha pucyHke 2 6). HaxaTb Ha
KHonky OK.
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-
C
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Moan. n pata

MHB. Ne aoy6n.

B3am. nHB. No

Moan. n nata

WMHB. Ne noan

B Configuration

Metwork Adapter || Application

~J

[ 7 I = 4

B2, Configuration @-_0o0x

Network Adapter ."’ Application \"._

MogrnroHenne No NOKaNLHOA CETH
Realtek PCle GEE Family Controller

IP Address: 172.16.65.103

[ Use different network adapter for Sniffer

Cancel

Language: English -

Time format: Local time v

Contral status value polling: m

Cancel

nporpammy APM-penenimka B COOTBETCTBUN C pykoBoAcTBOM onepatopa IKPA.00019-01 34 01.

a) Bknagka Network

6) Bknagka Application

PucyHok 2 — Bknagkm nyHkTa Configuration

2.3 3anyck nporpamm Cepsep cBs3n u APM-penenimka

2.3.1 HactpouTb CBA3b C TEpMMHANOM Npy NoMmoLLm nporpammbl Cepeep CBSA3M M 3anyCTUTb

BHUMAHWE: B XOOE MPOBEPKWN MNMPOTOKONA GOOSE HEOBXOAMMO YYUTLIBATb
BO3MOXHOCTb HEMPEOHAMEPEHHOIO BO3AEMCTBUA HA NOTMKY TEPMUHAINA W Bbl-
XO[OHBIE PENE B PABOYEM PEXUME. 0N NCKNMIOYEHWA OJAHHBLIX CUTYALMA PEKOMEH-
AOYETCA NEPEBOONTb TEPMUHAIT B PEXKUM «BbIBO»!

B pexume «BbiBoa» TepMmuHan otnpaensieT U npuHumaetT GOOSE-coobLieHust TonbKo ¢ npu-

3HakoMm «TecT», T. K. Npu npoBepke npuemal/otnpaBkn GOOSE-coo6LleHNA y4acTBYHOT ABa YCTPOR-

CTBa, TO OHU AOMKHbI 6bITb B pexxume TecT/Bbioa. Mpu cumynaumm GOOSE-coobLweHnii npy NoMOoLLm

nporpammbl IEDScout Heo6xoanmo yunTbiBaTb 3Ha4YeHne npuaHaka Simulation/Test.

3awm.

OKPA.1849-2019

Nam.

Nuer

Ne gokym.

Moan.

HaTta

OKPA.650321.049 N

Nuer
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3 MNMpoBepka ucxoaawmx GOOSE-coobLeHunmn

3.1 BKMOYMTbL TepMuHan.
3.2 B nporpamme IEDScout BbibpaTb NnyHKT Discover IED (cm. pucyHok 1, o603Ha4veHme 2).
3.3 YkasaTtb IP agpec TepmmHana (cMm. pucyHok 3, o6o3HadeHme 1) n HaxaTb Ha KHOMKY
DISCOVER (cm. pucyHok 3, o60o3HaveHune 2).
MpumeyaHue — IP agpec TepMyMHana MOXHO NOCMOTPETb B MyHKTE MEHI0 TepMUHana I'Iapameprll) —>

CucrtemHble napameTpbl —> [MapameTpbl cBA3Un —> CeTeBble NnapameTpbl —> Hactpownku IP.

2 Discover IED @ _ox

Connection parameters Previous connections

IP address: 172, 16 . 33 . 76 IP address Name

b Advanced parameters
1
2
&
s PucyHok 3 — lNogkntoveHue K TepMuHany
5
= MosaBnTCSA OKHO OTOBpaxatolLee Nporpecc pacnosHaBaHus norundeckon mogenm IEC 61850 Tep-
_ MUHana (pUCyHok 4).
S
>
(=
ol
= i Discover IED TED .
2
=
Reading Logical Mode 20 of 55,
%
m- . -
I
=
s
3 Cancel
o
PucyHok 4 — lNporpecc pacno3HaBaHusa TepMuHana

S .
= 3.4 lNpwu ycnewHoOM NOAKMYEHMM K TEPMUHATNY NporpamMmMa nepengeT Bo BKagky Browser
C
é‘ (CM. pUCyHOK 5).
=
o 1) Ons nameHeHust HacTpoek npu Bxoae B NyHKT MapameTpbl crnegyeTt BBECTU Naporsib.
ol
e Jlver
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3.5 Heobxoanmo oTkpbiTb Bkrnagky GOOSE wu BbibpaTb npoBepsiemMoe ucxoasiiee
GOOSE-coobueHne, aBaxabl LLENKHYB HA HEMO MbILLKON (PUCYHOK 5, 0603HayeHune 1).

B2 IEDScout Licensed to1 - O X

Simulator @ E—‘ 0
B ek W& B Ns J 02 i [

Save Discover Close Online Subscribe IED Read Clear Add Simulate

SCL IED IED GOOSE  properties all indications Dataset Sh?w
Application IED Data Services
| GOOSE I—— 1

(= I LiN0Goose Out
IP address: 172.16.33.76
» GOOSE

» Reports

» DataSets

» Data Model

Use 'drag and drop’ to monitoer GOOSE, Reports, DataSets, Data

Objects and Data Attributes.

Polling: |15 hd 100% | - *

) Information &

©

[

©

iy PucyHok 5 — Bknagka Browser

c

S

C 3.6 Ina Hauvana npoepkn ucxoaawmx GOOSE-coobuieHnii cnegyet HaxaTb Ha KHOMKY
. (]

5 Q5ypecribe” (CM. PUCYHOK 6, 0603Ha4eHue 1).

|:>|: GOOSE

ol

i MNepen Hayanom NPOBEPKM YOOCTOBEPUTLCS, YTO 0ToBpasmnack UkoHka « ¥, » (CM. PUCYHOK 6,
I

= 0603HaveHune 2).
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Simulator Sniffer

b \ E () U
E :iH FE Eo Eo L] [T} ,f ‘/ @0 i
Open Save Discover Close Online f5ubscribe IED Read Read Write Clear Add Enable
SCL SCL IED IED GOOSE fproperties all indications DataSet

Application

Data

IED_ = GOOSE » EKRAZ00_TSTPROT » LLNO.Goose_Out Agtivity Monitor

IEDs
IE 1iN0.Goose_Out

A Details
E’ ED_ L
Control Block attributes

E IED_EKRAZ200_TSTPROT/LLNO.Goose_Out

4 0

Dot (TRIEEET \ This Control Block has no DataSet assigned or it is empty.

B —— Enabled true 2
4 GOOSE Control block reference IED_EKRAZ0D_TSTPROT/LLNOSGC
4 LD EKRA200_TSTPROT Destination MAC address ~ 01:0C:CD:01:00:3F
G LLNO.Goose_Out BETTE T *
= GOOSEID 1
* Reports DataSet reference 1ED_EKRAZDD_TST/LLNDSDT
» DataSets VLIANID a
» Data Model VLAN priority 4
Meeds commissioning false
: Configuration revision 1
Information received in last GOOSE
Source MAC address ACZ20B:0BTZ29
Simulation/Test true
Entry time 27.10.2017 11:22:20.643
Status number 1 N
Sequence number 11 \ 3
Time allowed to live 8192
Remaining time to live 8192
MNumber of DataSet entries 1

b Data

PucyHok 6 — Nposepka nexogdawmx GOOSE-coobueHnin

3.7 MNpoeepka ncexoaswmx GOOSE-coobuweHni ¢ nomoLlbto nporpammbl APM-penenwnka

3.7.1 B nporpamme APM-penenwmka BbibpaTth pasgen YctaBku —> lec61850 —> Habopbl paH-

© HbIX. [ToCMOTpeTb curHanbl, BXxoasilme B Habop AaHHbIX, ncxoasawmx GOOSE-coobueHni (CM. pucy-
©
o
s HOK 7, 0603HauveHune 1).
c
o - - il
[e) Qaiin  Cepenc  Ycrpoiictee  Bug  Domows
C —
% & B Q [ ' 3 Lj § TE | Gl % !{ﬁ P|I’p}fnna ycrasok: Mpynna ycrasok 1 v|
-ﬂ- ‘i’ X COCTOAHWA TEPMUHANOE ]/ (001} exogawme GOOSE )/{OOI}Ha&)pu BAHHBIX ] - X
. == {001)_Test KP_Test KP_D_Ethemet -
‘5 : 53 Wamepenns B
2 | o Yerssa Habopel gaHHeix IEC61850 I
= ﬁ Matpiua KoHdurypuposatke HaGopos aaHHbx IECE1850
< -8 lec61850
X J Exonawme GOOSE
o )y Viexonaume GOOSE —
I o - -
< [ Hatops! garHbe Cnucox rafiopos AanHbx + K MNapameTtpe + K
[/ Bnokw oTyeTos DT
ol [ OononsurensHele yzne AT Haumerosarme DT 1
zZ BawmTsl E Tun natiopa  OnckpeTHeii
o Aranorosele Exoas! Tun cTpyxTypt! [uﬁbe»crﬂ.annux - ]
§ gerMCTpaT\)p IwckpeTHeie curHane: Bei6) CWIHaMNLI ANA Nep!
B0L/BbIB0L NPUEMHEN LENEA
§' OcumnnorpaduposaHie = he . Wran &'
[\ Pecypc KA 161 Modbus knuert 23 cosnme warkocTvra
8 CUCTEMHBIE MBPAMETDII 162 Modbus knuent 24 cosnme Hewcnpaes. aeapuiinan
YeTaBkiA norukm 163 Modbus knuert 25 coenme KoHTpontHbi soxon
LycrkpeTHble Exoasl Wkaha 164 Modbus knuexT 26 cosnme [oTOBHOCTE
VIsMEpEHA ANA MHIVKELYM 165 Modbus knnerT 27 cosnmr Pafiota
HacTpofiiit BbIMCTIAEMED B2NHY 166 Modbus knuenTt 28 cosnme Brason
E gDMMmLMDHHbIE an;apaTbl 167 Modbus knuext 29 cosame Brizos
@ EIAEPKICN BPEMEHN DIOKOE S 168 Modbus knwert 30 coemmr Copoc
= MonbsoBaTenbCre NaHHsIE
= L — 169 Modbus knuenT 31 coemm Hanwume nuTanus
c -G Smynawa 170 Modbus knuekt 32 coenme CuHxpoHU3IaUma
[=} [#-{#] Ouarnocmika 7 Heucnpaexocts uenu xpar [narHocTika CESTOONONoE
lg -] OTnamouHsle dyHKLIM B 172 Pexina 3mynsuwm EHHED 3
[l PervcTpatop cobsimit 173 Pexum Bnokmpossn mycka _ 4 .
Ocwnnorpammet o T L =
PaAN0ELIA MEHEDIKED 7 — — ’ - ] -
5 PucyHok 7 — OkHo Habopbl AaHHbIX
o
cC
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3.7.2 B nporpamme APM-peneiimka IMynauma —> IMynsaumMa BXOA0B MaTpuLbl BKIIOYNTb

Pexum amynsaumm BXo4OB MaTpuLibl, HaXaB Ha KHOMKY « p » (CM. pUCyHOK 8, o603HaveHune 1).

Qaitn Cepewc  Ycrpoiicteo  Bug  Domowe
m\@ . Sé § E Jenle Rk £ § Ve QERDH i, ) Tpynna ycrasok: Mpynna ycrasokl  ~
3 % l x (001 cxogawme GOOSE }/(Uﬂl)Haﬁopm ,qannblx/]/(l)l)lﬂm]mnqun BEXOA0E MaTpH... ¥ X
i= (001)_Test KP_Test KP_0_Ethemet » || Bxoms MatphUs i
Wsmeperua [ (15} narHocTka o~
VeTaEKN [ {I6)HemcnpasH. asapuiinan
- Matpuua [ (I7)AsapwitHan curHansawa £
=-E8 lecE1850 =] |;|E}KDHTDDJ‘IbeIﬁ BbIOM —
i ', Bxonaume GOOSE [ {19)oToBHOCTS
Wexoasme GOOSE
Hafiops! aaHHbD O |;|11)BDIBUD'
Pl DA
[T (112)Beiscs
Enoku oTueTos ] (13Cspoc
{2/ Mononkrenshete yanel ] (M4)Hanmue nvTarna
Sawns! [ (15)Curxpormsawa
AHEnoroBbIe EX0 kI [ {(116)Onartocmka ceeTomoaos
Peruwctpatop ] 17
Beoa/BeiB04 NpHeMHB LENeR = E (a2
OcunnnorpagyposaHing [ (11913 — 2
Pecypc KA 1 (204
CucTemMHEIE NapaMeTpel [ 02115
YeTasKn norukm [0 0226
[yckpeTHele EX0 k! WKaha O |;|23}?
WamepeHna anA uHOMKaLmM O |:|24}E‘
HacTpoiiki BhIMCTIAEMBIX BENMY O (125)/1> Beon
KommyTaLmoHHsIE annapats! O I:IZE}Hf Cpat. A
Beinepaxicn BpemMeHi BNoKoE Beb, E :ESH; EEZS g
MonesoBaTenkckme AaHHEIE B I:IZE}H> Cpmt
YCTaBKN BEMWCTIREMBIX BENM4YMH & I:ISD}\2> Brox
- mynaunn [ (131)2> Cpab. &
3MYNALMA NOrKKA [ |f|32}‘2> Cpas. B
IMYNALMA BXDADE MaTPWLE! [] (133)12> Cpa. C
EII---j Iuardocmaka [C] (1343125 Cpag
(- t¥] OTnanouHsIe SyHKLIM [T (135)/3> Beoa
----- [ PervcTpatop cofbimait - }|[C] (136}13> Cpab
4| i 3 (137)U1> Bsoa 57
Kon-so Tepmunance: 1

PucyHok 8 — OkHO dMynsuuMA BXOAOB MaTpuUL bl

©

§ 3.7.3 BbINONHUTL 3MynAUMIO CUMrHanNoB, BXOOAWMX B Habop AaHHbIX mcxogawmx GOOSE-

= o

- COOOLEHN (CM. PUCYHOK 7) Ha NaHenun BXOAOB MaTtpuubl (CM. pUCyHOK 8, ob6o3HayeHne 2). bonee

=

2 nogpobHasa uWHdopMauMs COOEPXKUTCA B WUHCTPYKUMM MO onpoboBaHuio curHanos B ACY TI
OKPA.650321.018 W.

“E 3.7.4 CpaBHUTb pesynbTaTbl, NOfy4eHHble nporpammon IEDScout (cMm. pucyHok 6, o6o3Ha4ve-

(=

9 Hue 3) ¢ 4aHHbIMK, CHOPMMPOBAHHBIMU B TEPMUHATNE B PEXMME IMYNSALMM.

;:“ O6 ycnelwHon NpoBepke CBMAETENbCTBYIOT MOSyYEHHbIE KOPPEKTHbIE 3HAYEHUSA MPOrpamMmmMon

o IEDScout:

=z

o — 3HayeHue nons OwunbokK Npu nepegaye JOMKHO BbITe paBHO «0» (CM. pUCyHOK 9, 0603Ha-

=

s yeHue 1);

©

™

o — 3HayeHue nong Status number (CM. pucyHok 6, 0603Ha4eHne 3) 4OMKHO coBNadaTb CO 3Ha-
YyeHveMm U3meHeHun Habopa AaaHHbIX (StNum) (cM. pucyHok 9, ob6o3HayeHue 2);

E — 3HadeHue nong MNMepepaHHbIX NAKeTOB [OIMKHO YBENUYUTLCA (CM. pUCYHOK 9, o6o3Have-

o

= Hue 4).

g

2 3.7.5 BbinonHnTb ANga Bcex curHanoB AeNcTBUsA, onncaHHble B 3.7.3, 3.7.4.

C
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o

cC
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g 1 | 3am. | 3KPA.1849-2019 OKPA.650321.049 U 11

= Nam. | Nuer Ne gokym. Moan. | Oara

dopmart A4




5
3t

=

== (001)_Test KP_Test KP_0_Ethemet

3
i
____ i

----- "

WzmepeHia
YeTaEKK
3mynauma
OwarHocTvka

i24 Ouarnocmvia Gnokos

=5 Owarnocmika DSP

Ocumnnorpamme

Painossii MeHeLkED
----- 2| Pacuet pecypea eoikniouaTEneit

{| [arHocTKa cEAsK
i2H AnnapaTHan KoHPUrypaLwA Snokos
[e-e] OTnagouHele dyHKLWAM
----- [} Pervctpatop cobemai

Ina gppyrie yoTRORCTE

CunBok. AsKoMpDoEaHUE

KonmuyecTeo TeCTOBLEL

CyeTumi HenocnepeaTensHex sqHum 1]
He npuwno sospema

Kon-so TepauHanoe: 1

KnneHT 2

)

CoCTOAHNA TEQMUHANDE )/(Oﬂl]ﬂnarhonnxa CBA3M l - X
Mpotokon:  |61850 GOOSE -
MapameTp 3HaueHne it
OBwme =
[NepenaHHsE NaKkeTos e pb—4
WameHeHwid HaBopa aaHHe (st Num) 1 \
DwiBok npu nepefays 0 \ 2
Makc. Bpema oTNpaskM, MKc 270 1
MiH. BpEMA 0TNPEEKK, MKC B9
CpeaHee Bpema 0TNpaBKK, MKC 7
KnnenT 1
[pMHATEI NEKETOR 166
LM tsmetennit HaBopa aaHHsr: {sthum) 2F—5
Makc. BpemMa QeKoQMpoBaHWA, MKC 309
MwH. BpEMA AEKoQMPOBaHWUA, MKC 15
CpenHes BpeMA OEKOQMDOBEHMA, MKC 162

PucyHok 9 — OkHo [lnarHocTuka cBA3u

3.8 lNpoeepka ncxoasawmx GOOSE-coobLueHnin Yepes MEHIO TepMMHana

3.8.1 B mMeHto TepMuHana B nyHkTe TecTbl?) —> Tect 6nokos —> TecTupoBaHne GOOSE BbI-

OpaTb HeobXxoaNMbIN HAbOP AAHHBIX U YCTAHOBUTbL UMK CHATL (B 3aBUCMMOCTM OT NepBOHaYaribHOro

MOJIOXXEHMWSI) CUrHar, HanpuMmep, ycTaHOBUTbL curHan «5 PaboTta» (cm. pucyHok 10, o6o3Ha4yeHue 1).

\TecTtupoBaHme GOOSE

HemcnpasH.aBapumHasa
KOHTPOJNIbEHBEIM BHIXOI

11 ImnarHoCcTMKa CBETOIOMOIOB

T'pynmna ycTaBoOK 1

(axkTMBHaA)

17.11.2017 16:33:42 Pexwum:IIo OOHOMY

PucyHok 10 — NMyHkT TectnpoBaHne GOOSE

3.8.2 CpaBHUTb pesynbTaTbl, NOfy4eHHble nporpammon IEDScout (cm. pucyHok 6, o6o3Hadve-

Hue 3) ¢ 4aHHbIMK, CPOPMUPOBAHHBIMU B TEPMUHAIE npu TecTupoBaHmm GOOSE coobuieHunii.

D Ona tectuposaHua GOOSE npu BxofAe B NyHKT TecTbl crieyeT BBECTU Naporb.

©
~
©
=3
=
c
=8
o
C

Habop mauvbeIX: DT
. IInmarHocTMKa
S
>
(=)
ol
= I'OTOBHOCTbB
a Pabora
hN BeIBOI
ol BrizOB
5 Cbpoc
z Hannume nmTaHmsa
s 10 CuHXPOHM3ALMUS
&

T'oynmna:
]
[
©
o
=
c
[=)
o
C
|y
=3
o
cC
ol
z
g 1 3am. | OKPA.1849-2019
=

Nam. | Nuer Ne gokym. Moan. | Oara
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12

dopmart A4




Moan. n pata

MHB. Ne aoy6n.

B3am. nHB. No

Moan. n nata

WMHB. Ne noan

3HayeHus1, norny4eHHble nporpaMmmoi IEDScout 4omkHbI ObiTb KOPPEKTHBIMM:

— 3Ha4veHue nonsg OWKnBoK oTNpaBKU LOIMKHO ObITb paBHO «0» (CM. pucyHok 11, o6o3Have-

Hue 1);

— 3HayeHue nons Status number (cM. pucyHok 6, o6o3HauyeHne 3) AOMKHO coBnagaTtb CO

3HayeHuem stNum (cm. pucyHok 11, o6o3HauveHune 2);

— 3HayeHue nonst OTNpaBneHo JOMKHO YBENMYUTLCS Ha eanHuLy (CM. pucyHok 11, 0603Ha-

YyeHue 3).

\CocToaHMe CBA3U
[IpoTokosi: 61850 GOOSE

Ncxomam. : 1

MAC : 01-0c-cd-01-00-3f
Applet ID : 51

GOOSE _ID : 1
lOTnpaBneHo
B stNum

JPOurCox oTmpaBKu
Makc. BPeMsa OTIPaBKMU
MMH. BpPeMs OTIPaBKU
CpenH. BpeMsa OTIPaBKU
I'pynna: I'pynna ycTaBokK 1
17.11.2017 16:49:48

42797
48

0

410
53

89

(axTMBHAaA)

PucyHok 11 — lNyHkT CocTOosiHMe CBA3N

3.8.3 BbinonHnTb ANng Bcex curHanoB AencTBus, onncanHble B 3.8.1, 3.8.2.

1 3aMm. | OKPA.1849-2019

Nam. | Nuer Ne gokym. Moan. | Oara

OKPA.650321.049 N

Nuer
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4 MNMpoBepka Bxoaawmx GOOSE-coobweHun

Mpoeepka npnema GOOSE-coobLueHnn OT OPYroro yCTPOMCTBA BbINOMHAETCA NpU MOMOLLM
nporpammbl APM-peneniimnka nnm 4epesa MeHo TepMuHana B nyHkTe JinarHocTuka.

Mpwn oTcyTCTBUKM YyCTpOMCTBA, NyGnukyowero GOOSE-coobLieHre ansa npoBepsieMoro TepmMu-
Hana, gaHHble coobLieHnsa moryT 6biTb CMMynupoBaHbl Npu nomolwm IEDScout Ha ocHoBe cid dharna
YyCTPOMCTBA.

4.1 Cvmynaumna GOOSE-coo6LeHnst ¢ noMoLbto nporpaMmmbl IEDScout

i

4.1.1 Ina Bblibopa pexuma cumynaumm GOOSE-coobLlieHnMn HaxaTb Ha KHOMKY «
Simulate

»

(cm. pucyHok 6, o6o3HaveHune 4) unu BelbpaTb BKNaaky Simulator.

MNMporpamma nepenaet Bo BkNagky Simulator (cMm. pycyHok 12).

=

4.1.2 HaxaTb Ha KHOMKY « Open »(CM. pucyHOK 12, o6o3HayeHve 1). B nosBuBLueMcsi OkHe Se-
sCL

lect SCL file ykasaTb nyTb K 3arpykaemomy danny (dpann ¢ paclumpeHmem «*.cid» yctponcrtea, ny6-
nukytowero GOOSE-coobueHune) n HaxaTtb Ha kHonky « OTKPbITb» (cm. pucyHok 15, o6o3HaveHue 1).
4.1.3 OTKpbITb AaHHble Tpebyemoro wucxopsuwero GOOSE-coobuieHns, ABaxabl LENKHyB

MbILLKOW Ha COOTBETCTBYIOLLEM NyHKTe pasgena GOOSE (cm. pucyHok 12, o603HadeHne 2).

F& IEDScout Licensed to I

E Simulator
g ’ Eo ‘/ v Navisation v Detail-s )
= 1 v | Monitor Descriptions
. [Open || Start Close Clear
C 5CL IED indications JN Default layout (M Browse layout
8: Application Data Services Show
=
IEDs
S — GOOSE
: EL TEMPLATE A L1N0.Goose_Out 2
g | g—
?[ IP address:
ol Port:
=z SCLpath:  C:\Users\Desktop\IED._
o
T » GOOSE
X
» Reports
ol b DataSets
=z + Data Model
o
3
s PucyHok 12 — Bknagka Simulator B nporpamme IED Scout
)
m
Mpumeyanune — [na tepmmHanos cepun AKPA 200 nponseogctea OO0 HIMIM «OKPA» dhaiin ¢ paclm-
© peHuem «*.cid» MOXHO aKCnopTMpoBaTb U3 TepMUHana:
[
S — B nporpamme APM-penenwmka Boibpatb YcTponcTeo —> dkcnopT SCL cparna (cMm. pucyHok 13, obo-
=
c 3Ha4deHue 1);
g
o
-
C
=4
o
cC
2 Jluer
g 1 | 3am. | 9KPA.1849-2019 OKPA.650321.049 U 14
X
Nam. | Nuer Ne gokym. Moan. | Oara
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®aiin  Cepeuc | ¥crpoictee | Bug

B s g
3 B
E-& (001)_Test KP| ¥
j___‘; Mamepeny

[

-] Yerasrm
E-{98 3raynauma
[

[

t-{%] OuarHocT
i #] OTnagouH
[l PerwcTpar
{8 Ocumnnor
-2 Faiinoss

.0

=] PacueTpe

Momowe
Janucare Gann B TEpMUHAN... Ctrl+W
PyuHoil nyck ocumnnorpada Alt+P
3anucate YCTAEKK B TEQMUHAN Alt+5

Peskum aBTeMaTHYECKOTD TECTUPOBAHWA
CiopmupoeaTe gaiine 48 oTnpasku
CoxpanuTe N0 Tepmunana

CoXpaHuTE KOHMIypaumi TEpMUHaNa

I Jkcnoprt SCL daina I— 1

Jkcnopt napamerpos Modbus B dopmare xml

FKCNOPT YCTABOK 3
Mmnopt ycrasok »
OTyethl 3

[NokyMEHTEI TEBMWUHANE...

PucyHok 13 — Qkecnopt SCL danna B nporpamme APM-penenwmka

— B OTKPbIBLLUEMCS OKHE BbIbpaTh MECTO AN coxpaHeHus arna n Haxatb kHorky CoxpaHuTtb (CM. pu-

CyHOK 14, o6o3HaueHune 1).

&= CoxpaHnTh Kak Iﬁ
——— - - g -
\..J”\_/’I | % Files » 1_COM1_172.16.99.166 » - |¢,|f’?9;s:-¢. 1 COMI1 1721699166 P |
Ynopagounte * Hoean nanka == - I@I
¢ Usépariroe Hma ’ [ata usmeHeHna Tun
4. 3arpyzkm J led_disp 13.05.2019 16:39 Manka ¢
£ Heaaerme mecra
B Pabouwiicron |5
© 4 BuBnwnoTekn
g =1l Subversion B :
= B Buaeo I
E: 3 JokyMenTsl
(] =] MzoBpamenua
E [
’J' Mysbika - I | 3
H
Wma daiina: 1ED_EKRA200_TST 1 -
= - - <
T iina: | Daiin cid(*.cid -
lg Tun daiina aiin cid(*.cid) / ]
I
ol
=z ~ ' CkpeiTe nanku CoxpaHuTs OTtmena
o
I
hN
PucyHok 14 — CoxpaHeHue akcnoptupyemoro SCL davna B nporpamme APM-penenimka
%
o
I
=
s
©
™
om
©
[
®©
o
=
C
o
o
C
C
g
o
cC
ol
=z
a 1 | 3am. | 9KPA.1849-2019 OKPA.650321.049 N
X
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Nuer
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(-

¥nopagounte ¥ Hoean nanka

Wras lata nsmeHeHma
4750 MsBpannoe A

4 3arpyzen B45GT03001 24.10.2017 15:46 OMICRON IEDScout

in'_‘ HeaaeHue mecta B4GT04001 24.10.2017 15:46 OMICROMN IEDScout

Pl PaBouwii cron B4GT05001 24102017 16:18 OMICRON IEDScout
B4GT0G001 24,10,2017 15:46 OMICRON IEDScout

* 4 BuBanortexn B45GT20001 2410.2017 16:17 OMICRON IEDScout
B4GT050011 2410.2017 15:46 OMICRON IEDScout

a8 Komnerotep [ED_EKRA200_TST 06.10.2017 16:14 OMICRON IEDScout
> :;. Nokaneweiid guex (C IED_EKRA200_TST 2510.2017 9:21 OMICRON IEDScout

» —a fokanerbii guek (D

>&‘j Cete

1

W daiina: [ED_EKRA200 TST v [scLfes  / -

v

| OTkpeITE |j Otmena

PucyHok 15 — Bbibop canna SCL B nporpamme IED Scout

4.2 OnarHocTtuka npméma Bxoasimx GOOSE-coobLieHnii ¢ noMmoLlbio nporpammbl APM-pe-
nenwmnka
4.2.1 B nporpamme APM-penenwmka BoibpaTb paszgen AmarHocTuka —> [lnarHocTuka cBA3n

(CM. pCyHOK 9) OOMKHBI NPUXOANUTL KOPPEKTHBIE AAHHbIE:

©
[
S — nona Owunbok gekogupoBaHuAa, CueTunk HenocnegoBaTenbHbIX SQNum, He npuwno
=
= BOBpPEeMSA JOJTKHbI OblTb paBHbl 3Ha4YeHN0 «0» (CM. pucyHOK 9, o6o3HaveHune 3);
o
= — 3Ha4eHue nonga Status number (cm. pucyHok 17, o6o3HadYeHme 2) OMMKHO coBnaaaTh 3Ha-

yeHuto U3meHeHMN Habopa AaHHbIX (StNum) (cMm. pucyHok 9, 0bo3HayeHue 5).
g R .
“E;[ 4.3 OnarHocTtuka npnéma exoaswmx GOOSE-coobueHnIn Yepes MEHIO TepMMUHana
2 4.3.1 B meHI0 TepMmumHana B nyHkTe inarHoctuka —> CoctosiHue cBA3n —> MNpoTtokon: 61850
P
< GOOSE —> Bxopsw. JOMMKHbI NPUXOANTb KOPPEKTHbIE AaHHbIE:
9 — 3HayeHus nonen Owmnbok aekoaumpoBaHusa, Kon-Bo nponyckoB, He npuwno soBpems
g AOIKHbI ObITh paBHbl «0» (CM. pucyHOK 16, o603HayeHune 1);
2 — 3HayeHue nons Status number (cM. pucyHok 17, o6o3HavyeHme 2) 4OMMKHO coBnagaTtb CO
[52]
m

3Ha4yeHuem stNum (cMm. pucyHok 16, obosHaveHune 2);

— 3Ha4yeHue nons MpuHATo (CM. pUcyHOK 16, 0603HaYeHNe 2) OOIMKHO YBENUYUTHLCS.
o
©
o
=
=
=]
o
-
C
=3
o
cC
2 Tuct
g 1 | 3am. | OKPA.1849-2019 OKPA.650321.049 A
< 16
Nam. | Nuer Ne gokym. Moan. | Oara
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\CocTogHMe CBA3U

Applet ID : 51
GOOSE _TD - 1

[TpyHATO 2
stNum : 3
MaKC. BpeMd IpUeMa :
MMH. BpeMsa IIpMeMa : 15

CpenH. BpeMsa IIpueMa : 29

I IpyTMUxX YCTPOMCTB : 0

Kojl-BO TeCTOBEX :

OmmboK HOeKONUPOBaHUS : 0

Kojsl-BO HnponyckosB

He npumio BOBpeMS : 0

I'pynna: ['pynna ycTaBOK | (akKTuUBHaA)
17.11.2017 16:33:42

PucyHok 16 — lNyHkT CocTosiHMe CBA3N

(+]
4.4 B nporpamme |IEDScout HaxaTb Ha KHOMKY «configur=» (CM. PUCYHOK 17, 0603HaueHue 1).
GOOSE

OTkpoeTcs okHO (cM. pucyHok 18). Haxkatne Ha kHonky START 3anyckaet cumynsaumio GOOSE-
coobuieHn, Ha kHonky STOP — octaHaBnuBaeT, Ha kHonky UPDATE — npumeHsieT nsaMeHeHus napa-

meTpoB GOOSE (cM. pucyHok 18, 0603Ha4veHns 1 — 3).

Simulator

m B &

¥ | Navigation ¥ Details

¥ | Monitor Descriptions

Open Stop  Close Set Clear o .
SCL IED values indications INE Default layout 1Ml EBrowse layout
Application Data 1 Show

©
g LLNO.Goose_Out (v
= BL  TEMPLATE 4 Details
E[ Control Block attributes
o) IP address: All IPs of this computer
c Pork: 102 Enabled true
SCLpath:  CAUsers\Desktop\IED_ Control block reference TEMPLATEPROT/LLNO$GOY
—_— Destination MAC address ~ 01:0C:CD:01:00:00
. » GOOSE Application ID 1]
S » Reports GOOSEID 1
>
Z » DataSets DataSet reference TEMPLATEPROT/LLNOSDT
o VLANID 0
Z » Data Model VLAN priarity 2
o Needs commissioning false
I X _ .
< Configuration revision 1
| Information sent in last GOOSE
ol :
Z' | Source MAC address ACZZ0BDBT229
g::‘ Simulation/Test true
= Entry time 26.10.2017 13:253:27.921
§' Status number 1
g Sequence number 224
a1 Time allowed to live 8192
Remaining time to live 7477
MNumber of Dataset entries 1
4 Data 2
o
© Mame Value
g B8 GGIo1Ind10 false
= B stval [ST] false
=]
o goa [5T1  good
= m
o R ST 2R1N M7 114028 717
PucyHok 17 — Mpoepka Bxogawmx GOOSE-coobLieHni
C
=3
o
cC
2 Tuct
g 1 | 3am. | 3KPA.1849-2019 OKPA.650321.049 U
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Nam. | Nuer Ne gokym. Moan. | Oara

dopmart A4




4.5 YctaHoBUTb Npu3Hak Simulation/Test (cMm. pyucyHok 18, o603HaueHue 4).

4.6 Haxatb Ha kHonky START.

4.7 MeHATb 3HadeHne curHana B KoHdurypaumm false Ha true nnm HaobopoT (CM. pucyHOK 18,
0603HaueHune 5), HaxaB Ha kHonky UPDATE.

& Configure GOOSE Settings

GCB attributes GCB DataSet

GOOSE CB Ref.: EMPLA ROT/LLNO$GO3Goose_On .
OOSECB R TEMPLATEPROT/LLND$GO%Goose_Out TEMPLATEPROT/LLNOSDT -

GOOSE ID 1 5

MName Value

I| Simulation/Test

4 5 GGIOLInd10 false

Dest MAC: 01:0C:CD:01:00:00 r
tVal S false v I
AppID: 0 4 B stva S
» q [ST] | 0000000000000
Advanced GCB attributes
m t [ST] | 13.02.2018 15:57:30.413

VLAN ID: 0
WLAM Priority: 0
ConfRew: 1
MNdsCom: O

» Retransmission strategy

1 2 3
ﬁl L [ /I

PucyHok 18 — OkHo Configure GOOSE Settings

4.8 CpaBHUTb pesynbTaTbl, NOSTyYEeHHbIE TepPMUHaANom n nporpammon IEDScout (cm. pucyHok 17,
o6o3HauveHue 2).

©
[
5 O6 ycneLuHon NpoBepKe CBUAETENBbCTBYIOT NOMyYEHHbIE KOPPEKTHbIE 3HAYEHUS TEPMUHAMNOM:
=
= —  cyeTymkM Status number n Sequence number MEHSAIOT CBOWM 3HAYEHUS NPU U3MEHEHMMN CO-
= CTOSIHNS COOTBETCTBYIOLLEro curHana (CM. pucyHok 17, o6o3HayeHue 2);
— NpW NpoOBEpKe 4Yepe3 MEeH TepMuHana B NyHkTe Tekywue BenuuuHbl —> CocTosiHMe

5 BX0OA0B/BbIXOA0B —> [IUCKpeTHble cUurHanbl —> [JUCKpeTHble BXOAbl N3MEHSIOTCA COCTOAHMS CO-
>
; OTBETCTBYHLUNX CUrHANOB (CM. pUCYHOK 19);
o —  Mpuv NpoBepKe ¢ nomoLlbto nporpammbl APM-peneriwmka B nyHkTe U3smepeHus —> Mpadu-
X o

yeckme usmepeHusi —> COCTOSIHME JOrMMKM 3aropaeTcsi KpacHbIM COOTBETCTBYIOLMIA CUrHan
[=]]
=z (cm. pucyHok 20) unn B nyHkTe U3mepeHusa —> [IUCKpeTHble curHanbl —> CocTtosiHue 60KOB
m
3 (cm. pucyHok 21) (canatoBbiv UBeT — True, 3eneHbin — False).
= o
S 4.9 BbINONHUTL Ansl BCEX CUTHASIOB OEWUCTBUS, ONnUcaHHbie B 4.7, 4.8.
m
©
[
©
o
=
c
=]
]
-
C
=3
o
cC
2 Jluer
g 1 | 3am. | 9KPA.1849-2019 OKPA.650321.049 U
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\IMCKpPEeTHEE BXOIHI
<6/9> V1 VInput GOOSE

BuTr xauecTBa:

HammMmeHnoBaHMe
BX7.1 (GOOSE)
BX7.2 (GOOSE)
BX7.3 (GOOSE)
BX7.4 (GOOSE)
BX7.5 (GOOSE)
BX7.6 (GOOSE)
BX7.7 (GOOSE)
BX7.8 (GOOSE)
BX7.9 (GOOSE)
T'pynna:
17.11.2017 15:

O oo Jo Ul WN - =

[ ]

41:04

I'pynna ycTaBok 1

Hayg.

NN

3Ha
[ ]
[ ]
[ ]
[+]
[ ]
[ ]
[ ]
[ ]
[ ]

(axTMBHaA)

PucyHok 19 — INyHKT InCcKpeTHbIe BXoAbl

Qaiin  Cepenc  Ycrpoicree  Bug  [omows
100 % * N0 3MEMEHTAM v 7 9 Mowck... Jels JHE ) EReE  FEHTYE QFE D DO _
3% X CocToaHua TEpMHHEJ‘IDE/]/CKEMa (testkp04.czqg) ]/ (001} AnckpeTHele Bxoabl Wkada ] ¥ X
=r= (007)_Test KP_Test KP_0_Ethemet Brixtrouatens d.A 0Tt Toura § (0.008
Wamepermna 16 |Bx28 36
] Onckpetie curtans: BrrrrouaTeas ¢.A oTeT. Toura 9 (0.009
@5 Tpapiuyeckie MSMepeHra 1 BX7.1(GOOSE) — 1189
BexTopsi BrirrrouaTens ¢.A oTeT. Toura 10 (0.01
loporpad 2 |BX7.2(GOOSE) — 1190
OCTORHWE MOTVIKKA BrmrrouaTers A sr1. Touxa 0 (0/110)
----- AHanoroskie BENMYMHEI 3 BX7.3(GOOSE) — 191
Mamepenua sawmt Brsmrouarens A Bt Touxa 1 (0.01/11 "
WMamepenna ALIN 4 BXT74(GOOSE) — 1102
BrivcnAemble BENMYMHE! R . BrrrrouaTens ¢.B %ol E
| Kapra mamam . 3 | BXT.3(GDOSE) — o3
-fif] Yeraeian = e Brmmtrouareas ¢.B %6<2
(8 mynauws -~ = ] BX7.6(GO0OSE) — 194
=1 .o Brmrtrouareas ¢.B %6<3
& Drarnocrika % = 17 |BX.(GOOSE) — s eE% i
----- =3 Onarnocmika Gnokos 8 E |
H - o
Dyarsocmara DSP - BX7 5(GOOSE) | o6 Brsmrouarens B %o
[OwarHocTika ceasum ! é i
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Moan. n pata

MHB. Ne aoy6n.

B3am. nHB. No

Moan. n nata

WMHB. Ne noan

5 BO3MOXHble HEUCNPABHOCTU U MeToAbl UX YCTPaHeHUs

Bo3moxHble Heucn pPaBHOCTUN U

MeToObl UX YCTPpaHEeHNA npuBeeHbl B Ta6J'IVILI,e 1.

Ta6n|/|ua 1 — Bo3MOXHble HENCNnpaBHOCTN N MeTOAbl NX YCTPaAHEHUA

OnucaHne HencnpaBHOCTH

MeTog ycTpaHeHusi

CoobuleHne He NpuxoguT

MpoBepuTb HacTponkun Bxoaawmx GOOSE
coobLeHNI

Ownbka oekoanpoBaHUs BXOAs-
wmx GOOSE-coobLweHun. Coob-
LLIEHMS MPUXOASAT, HO NpU pas-
Oope BO3HUKAOT OLLIMOKM

HeobxoamMmo npoBepuTb NPaBUMNBbHO NN CKOH-
durypmpoBaHbl KONMYECTBO AAHHbLIX U TUN
JaHHbIX Bxoasawmx GOOSE-coobLeHuin
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INucT pernctpaummn nameHeHum

Homepa nucTtoB (cTpaHuu) BxogsiLLyit
Bcero
HOMep Co-
nveros Howme nposoau-
N3m. | n3me- aHHY- | (cTpaHuu) P P Mopnuce | Oata
3ame- OOKyMeHTa TenbHOro
HEeH- HEHHBIX HOBbIX| JIMPO- B OOKy-
HbIX BaHHbIX | MeHTe AoKyMeHTa
n paTa
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